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Abstract. An analysis of integrity services in cryptologic protocols is
presented. The informal syntax, to be presented, attempts to model the
integrity service as a property that is transferred from a key to a message.
The message can, in turn, be a key. The modeling presupposes confiden-
tiality and integrity to be the atomic properties or services offered by
cryptologic algorithms. More complex algorithms and protocols, such
as those for digital signature, identification protocols and non-malleable
encryption, are considered to be ensembles of these services. This paper
concentrates only on the analysis of the integrity service in signature
techniques based on the proof of knowledge of discrete logarithm. The
paper will demonstrate the usefulness of this modeling by identifying
flaws in the recent proposals for an efficient electronic cash system and
a key-recovery system.
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1 Introduction

Confidentiality and integrity services are the atomic properties that are required
for the construction of cryptologic protocols. The work on network security ar-
chitectures by Rueppel [14] is an example for a research with a similar view.
These properties can be viewed as follows: keys provide service (confidentiality
or integrity) to messages. The importance of entities (like Alice or Bob) is de-
liberately avoided in subsequent definitions and analyses in order to facilitate
a key-centric view of cryptosystems1, which may be more appropriate for the
representation, analysis and design of cryptosystems. Such an approach does
not require any form of protocol idealisation [5], which may create more diffi-
culties in the analysis of protocols. Moreover, since the idealisation functions do
not have an inverse mapping (de-idealisation functions), the analysis techniques
employing such functions may not be useful directly in the design of protocols.

A cryptosystem can be viewed to be a composition of integrity and confi-
dentiality services, which can be considered to be independent of each other.
Although integrity and confidentiality services are not totally independent, the

� Research Supported by the Australian Research Council grant A49804059
1 This is as opposed to an entity-centric view , such as that of the BAN logic [5].

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 175–187, 2001.
c© Springer-Verlag Berlin Heidelberg 2001



176 K. Viswanathan, C. Boyd, and E. Dawson

results of this paper will be logically consistent. This is because if the relation-
ship between the two services were to be represented syntactically, the syntax
will only add more functionalities to the model and will not remove any.

Due to this view, cryptosystems may be decomposed into an integrity com-
ponent and a confidentiality component. This decomposition when represented
in a suitable fashion will result in a simple characterisation of the goals of the
cryptosystem – that is the integrity goal and the confidentiality goal. Many pro-
posals in recent times, knowingly or unknowingly, have neglected the integrity
goal of the cryptosystem. The negligence often results in deficient cryptosystems,
which may be highly undesirable for many applications.

The concern of this paper is an informal technique for the representation of
the integrity goal. There exists many papers that have attempted to represent the
confidentiality goal, such as the paper by Abadi and Rogaway [1]. So, this paper
will not deal with the representation of the confidentiality service. Section 2
presents an analysis of the integrity goal. The subsequent sections will employ the
proposed technique to analyse the the electronic cash system proposed by Radu,
Govaerts and Vandewalle [12], and the fraud detectable key recovery scheme by
Verheul and van Tilborg [17].

2 An Integrity Verification Technique

The informal working definitions for the integrity and confidentiality services are
as follows:

Definition 1 Confidentiality is the service that grants access to the message
corresponding to the cipher-text when the access to the key is available.

Definition 2 Integrity is the service that determines the immutability of a mes-
sage corresponding to a cipher-text when the immutability of the key has been
determined.

These definitions express succinctly the importance of the confidentiality and
integrity properties of the keys in cryptosystems. The aim of any cryptosystem
is to maintain the confidentiality and integrity properties of the messages with
respect to the corresponding properties of the keys.

The transfer of a cryptologic property from a key to a message will be rep-
resented as follows:

K
SERVICE ,C−−−−−−−−→ M

where, SERVICE ∈ {C, I} is the type of service, C is the keyword for the confi-
dentiality service and I is the keyword for the integrity service. Confidentiality
is the private view of the participants and integrity is the public view. The
terms private and public are relative depending upon the assumptions about the
ownership of various keys. Since, this paper is interested only in the character-
isation of the integrity service, the subsequent representations will present only
the graphs for the transfer of the integrity service.
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While characterising the integrity goal of any system (such as the Schnorr
signature scheme, Brands’ e-cash scheme), the model will account only for the
verification equations. This abstraction is essential to model the unpredictable
behaviour of the signer. The signer’s behaviour is unpredictable because the
verifier does not necessarily trust the signer. The behaviour of the verifier is
not modeled because it is assumed that the verifiers perform the verifications to
safe-guard their interests. Moreover, it is not the concern of cryptology to force
the verifier to act properly during and after the verification process.

This section presents a protocol developer’s view, as opposed to a crypto-
logic algorithm developer’s view, of the general purpose signature schemes and
an informal syntax for the representation of the transfer of service from keys
to messages. The results are then extended to represent the Schnorr signature
scheme [15] in Section 2.1. Section 2.2 contains a discussion on Schnorr-type
blind signature schemes [7,4] and outlines the subtleties that protocol designers
must be aware of.

2.1 Characterising Signature Schemes

The following representation for the signature schemes will be employed in this
paper:

〈PublicKey〉
〈Ciphertexts〉
−−−−−−−−→ 〈Message〉

The term 〈Ciphertexts〉 includes the result of any cryptographic operation, such
as encryption and signature operations. For example, if y = gx mod p for a
suitable value of p and g, then y is a cipher-text. There may be one or more
individual cipher-texts in the system. Usually, the signature process is computa-
tionally expensive and the messages are arbitrarily long. Additionally, the use of
secure hash functions improve the security of the verification equations. There-
fore, suitable message digest (symmetric key) techniques are employed. This
gives raise to two techniques.

The first technique is to sign the message digest. Suppose that an RSA public-
key pair [13], [e, n], is employed to sign a message, m, employing a secure hash
function, H, to generate the following verification equations:

c
?= H(m,A)

r
?= ce mod n

then [c, r] are the signature tuples. This technique is represented as follows:
(
(A c→ m) ∧ ([e, n] r→ c)

)

where:

1. c is the message digest;
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2. A is the symmetric key. When an unkeyed hash function is employed, A = ∅,
which is the null key.

3. m is the message to be signed.
4. [e, n] is the public key of the signer.
5. r is the signature cipher-text.

Henceforth, the logical “and” operation will be represented by the symbol ∧.
This operator suggests that individual verification equations must output true
for the verification system to output true. Note that the ∅ key represents the
no key scenario and is known globally to all participants. Also note the myriad
of protocol design possibilities when SymmetricKey is not equal to the ∅ key.

The second technique is to sign a symmetric key that would provide in-
tegrity service to the message. The technique proposed by Fiat and Shamir [9],
and adopted by Schnorr [15] is a good example. Such a signature technique is
represented as follows:

(〈PublicKey〉
〈SignatureCiphertext〉

−−−−−−−−→ 〈SymmetricKey〉
〈MessageDigest〉
−−−−−−−−→ 〈Message〉)

The symmetric key, in this case, cannot be ∅ (null key). Note that the rep-
resentation, by itself, does not suggest that the signature cipher-text provides
non-repudiation service to the message, rather it suggests the integrity service
for the symmetric key, which in turn provides integrity service to the message.
This is because the representation deals with a lower level view to trace the
flow of integrity service, which is more basic than the non-repudiation service.
In order to achieve the non-repudiation service for the message, a one-to-one
relationship between the symmetric key and the message, which in the Schnorr
signature scheme is achieved by a one-to-one relationship between the signa-
ture cipher-text and the message digest, is essential. The rest of this section will
explain this form of representation in detail.

A tuple [r, c] is a valid Schnorr signature on a set of messages m by the
public key [g, y, p] (henceforth the symbol p, representing the prime number, will
be omitted whenever it can be implicitly understood), if the following equation
holds:

c
?= H(m,A)

where, H is a secure hash function, c is the message digest and A = ycgr is
the symmetric key. The integrity goal of the Schnorr signature scheme can be
expressed as follows:

(
[g, y]

[c,r]→ A
c→ m

)
(1)

That is a trusted public key, [g, y], provides integrity service to a symmetric key,
A, by employing the cipher-texts, [c, r]. The symmetric key, A, in turn provides
integrity service to the message, m, by employing the cipher-text c. The same
value of the cipher-text, c is employed by the public key and the symmetric key.



An Analysis of Integrity Services in Protocols 179

It is important to note that in Schnorr-type signature schemes, the structure of
A with respect to g, is similar to the structure of y with respect to g. That is
by knowing the discrete logarithm, logg y and the signature tuple, it is possible
to know the value of logg A, and vice versa. This is an important requirement
to prevent the generation of multiple signature transcripts from a single Schnorr
signature. Henceforth, the

()
delimiter will separate verification equations from

each other.
The proof of equality of discrete logarithms employed by Chaum and van

Antwerpen [6] resembles the Schnorr signature. It proves that logg y = logv u
for some u and v. Note that [g, y] or [u, v] must be trusted or certified . The
verification equation for such a scheme is as follows:

c
?= H(m,A,B)

where,

1. c is the message digest;
2. H is a secure hash;
3. m is the set of messages;
4. [c, r] is the signature cipher-text; and
5. A = ycgr and B = ucvr are the symmetric keys.

The integrity goal of this scheme can be expressed as follows:
(
(([g, y]

[c,r]→ A) ∧ ([v, u]
[c,r]→ B)) c→ m

)
(2)

The symmetric keys A and B provide integrity service to m. It is crucially
important to note that [g, y] or [v, u] must be certified (using some private or
public certification scheme) before any integrity deductions can be made. The
protocol associates the integrity of [g, y] (or [v, u]) with the integrity of [v, u] (or
[g, y]). Once this association is made and the absolute integrity of at least one
of the key tuples is deduced, then the integrity of the symmetric keys [A,B],
and thereby the message m, can be deduced. Without certification of any of the
keys, no meaningful deductions on the integrity service can be made. Note that
this requirement is inherited from the Schnorr signature scheme represented in
Equation 1.

2.2 Characterising Schnorr-Type Blind Signature Schemes

The blind signature technique [8] allows an entity to obtain a signature tuple
on a message from a signer without revealing either the signature tuple or the
message. This allows the entity to prove to any other entity that it was authorised
by the signer without revealing its identity – the entity is anonymous.

A well known method to obtain blind signature requires the signer to engage
in a honest-verifier zero-knowledge identification protocol with the receiver (of
the signature), who would play the role of a skewed honest-verifier to obtain



180 K. Viswanathan, C. Boyd, and E. Dawson

the blind signature. Chaum and Pedersen [7] demonstrated the technique to
obtain a blind Schnorr signature, which was later modified by Brands [4] to
obtain a specialised version called restrictive blind signature. The purpose of
this section is to characterise both these schemes in order to highlight their
subtle and important properties, which are usually ignored by some protocol
designers. This oversight introduces many deficiencies in the integrity goal of
the resulting cryptosystem.

A Schnorr-type blind signature was first proposed by Chaum and Peder-
sen [7]. The signature tuple is the same as that of Schnorr signature scheme (see
Section 2.1) and has the same signature verification equation. The only differ-
ence is that the signer cannot know the message that is being signed, which in
the case of Schnorr signature is the symmetric key and not the message itself.
This is a subtle point that should actually mean that the signer is authorising
the symmetric key only and does not necessarily authorise the message that the
symmetric key may provide integrity to – as was the case in the original Schnorr
signature scheme. Interestingly, this problem has a counterpart in the key recov-
ery research (and cryptologic research as a whole), where it is a difficult problem
to restrict the use of certified keys [10].

Since the verification equation for a blind Schnorr signature is the same as
the Schnorr signature scheme, this subtlety is introduced in the representation of
the integrity goal by employing a modifier. This is because the blinding process
provides confidentiality service and the syntax presented in this paper deals only
with the integrity service. Since the blinding process does not alter the integrity
goal of the protocol, any alteration of the representation of the integrity goal for
the Schnorr signature, to introduce the subtlety, must be purely a convention.
The best way to accomplish this requirement would be to introduce a modifier. In
Equation 1, the message that is signed, m, is represented employing a modifier
as m. Syntactically, Equation 1 is otherwise unchanged. The integrity goal is
represented as follows:

(
[g, y]

[c,r]
−−−−−−−−→ A

c→ m
)

(3)

Note that the signature generation procedure may or may not be blinded2, so
the modifier is intended only for the interpretation of a potential weakness in
argument. In other words, the modifier is a statement of intent and not of a
fact. In the previous equation, the modifier suggests that the signer may have
no control over the message, m.

The restrictive blind signature by Brands [4] is similar to the blind Schnorr
signature scheme [7], with an additional property that the signer guarantees
the structure of the symmetric key, A. In the original proposal [4], the signer
employs the Schnorr variant (by Chaum and van Antwerpen, see Section 2.1)
represented by Equation 2 and guaranteed the representation (structure) of one
of the symmetric keys with respect to the bases [g1, g2]. The verification equations

2 In the case of an e-cash system the customer could engage in a normal Schnorr
signature protocol with the bank, and the merchant cannot discern this fact.
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employed by the merchant (during the spending phase) and the bank (during
the deposit phase) in Brands’ scheme are as follows:

c = H(A,B, z, a, b)

a
?= gry−c

b
?= Arz−c

d = H0(A,B, · · ·)
B

?= gr1
1 g

r2
2 A

−d

where:

1. c and d are message digests;
2. H and H0 are secure hash functions;
3. [A, z] is a temporary key pair;
4. B is a message;
5. [a, b] is the symmetric key tuple blindly authorised by the bank; and,
6. [g, g1, g2, y, y1, y2] is the public key of the bank such that y = gxB , y1 = gxB

1
and y2 = gxB

2 , where xB is the banks private key;
7. [r, c] is the signature tuple by the bank; and,
8. [r1, r2] is the signature tuple on B employing the key[g1, g2, A].

The integrity goal of this scheme is represented as follows:
(
(([g, y]

[c,r]
−−−−−−−−→ a) ∧ ([A, z]

[c,r]
−−−−−−−−→ b)) c→ B

)
∧

(
[g1, g2, A]

[r1,r2,d]
−−−−−−−−→ B

d→ [A, · · ·]
)

(4)

It can be read as: the bank authorises the symmetric keys [a, b] using its public
key [g, y] and, [A, z] by its association with [g, y]. The symmetric keys provide
integrity service to B (note the use of the modifier as B to represent the blind
operation). This is the joint statement of the first verification equation. The sec-
ond verification equation provides integrity service to B by employing the public
key [g1, g2, A] and the cipher-texts [r1, r2, d]. B, in turn, provides integrity ser-
vice to a predetermined set of messages and A. This is not a blinded operation.
The implicit assumption for the goal of this proposal is the association of the
bases [g1, g2] with the key A, which was a part of the key [A, z] which was as-
sociated with [g, y] by the blind signature process. Thereby, whoever possessed
the signature (the first verification equation) must also possess the knowledge
of the representation of A with respect to the base [g1, g2] (just as the Schnorr
signature scheme required the signer to possess the representation of the public
key y with respect to the base g), and therefore the representation of B. This
additional check allowed the bank (which took part in the signature generation
process) to gain another implicit confidence: the blind signature transcript con-
tains a valid, hidden identity that is a representation of the bases [g1, g2]. In
the case of electronic cash systems employing blind signature, the merchant,
without trusting the bank, cannot gain this knowledge as it can make no logical
deductions about the withdrawal protocol (signature generation process).
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3 Analysis of an Efficient E-Cash Proposal

Electronic cash systems, like physical cash systems and unlike electronic pay-
ments systems like credit cards, allow the users to anonymously spend legiti-
mate amounts of currency. The anonymity property is mutually exclusive of the
properties for tracing transactions.

This section will analyse the e-cash proposal of Radu, Govaerts and Van-
dewalle [12]. The proposal is a three-phased withdrawal mechanism presented
briefly as follows:

1. get pseudonym protocol between the user and the bank to obtain a restric-
tive blind signature on a pseudonym, π, by employing the Brands with-
drawal protocol (see Equation 4). This allows the bank to guarantee that
the pseudonym π is derived from a registered identity π0.

2. withdraw big coin protocol between the user and the bank allows the user
to obtain a blind Schnorr signature (see Equation 3) on a big coin that
associates a pseudonym, β with a valid long-term pseudonym π; and,

3. exchange big coin protocol between the user and the bank that allows the
user to anonymously withdraw many small coins after providing the bank
with a valid big coin and the corresponding long term pseudonym π.

The user can spend the small coins with any merchant. Radu et al. proposed
the use of a smart-card during the spending protocol that will act as an observer
to prevent double spending of small coins (refer to the paper by Chaum and
Pedersen [7] for a detailed discussion on this topic). The certified public keys of
the bank is represented by the tuple, [g, P, P1] such that the bank possesses the
representation of P and P1 to the base g.

As stated previously in Section 2.2, a blind signature must be considered
as an authorisation for a symmetric key and not for the message that could
be serviced by the symmetric key. Radu et al. did not observe this caution in
their proposal for an efficient e-cash. As will be shown, this oversight results in
a weakness in their proposal that allows unaccounted transfer of funds between
accounts, that is the property of non-transferability is not achieved.

The verification equations that the bank employs to verify the long-term
pseudonym during the exchange big coin phase are as follows:

c = H(π, z,A,B)

A
?= grP c

B
?= πrzc

d = H(β, α)

α
?= gr1

1 g
r2
2 π

d

These are the verification equations of Brands’ restrictive blind signature scheme
discussed in Section 2.2. The representation for the verification of long-term
pseudonym component of the big-coin is as follows:
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(
(([g, P ]

[c,r]
−−−−−−−−→ A) ∧ ([π, z]

[c,r]
−−−−−−−−→ B)) c→ [π, z]

)
∧

(
[g1, g2, π]

[r1,r2,d]
−−−−−−−−→ α

d→ [β]
)

(5)

In the Brands’ scheme, the symmetric key α (B in Equation 4) was serviced by
c, which restricted the use of α to only one servicing – otherwise the private key
of the user would be revealed (a deficiency of Schnorr-type signature schemes).
Whereas, in the scheme proposed by Radu et al., the symmetric key α was not
serviced by c. Thereby the value for α can be changed (mutable) to allow for
multiple servicing of multiple values of β by π.

The verification equation that the bank employs to verify the big coin during
the exchange big coin phase are as follows:

e = H(β, π,D)

D
?= gr3P e

1

This is a blind Schnorr signature explained in Section 2.2 by Equation 3. The
representation for the verification of the short-term pseudonym (β) component
of the big-coin is as follows:

(
[g, P1]

[e,r3]−−−−−−−−→ D
e→ [β, π]

)
(6)

Note that the claimed association between a long term pseudonym, π, and the
short term pseudonym, β, happens during this protocol. Also, note the modified
term, [β, π], which suggests that the signer (the bank) with the public key [g, P1]
can have no control over the values [β, π].

Radu, Govaerts and Vandewalle analysed [e, r3] as a signature on [β, π] by
the key pair [g, P1], the certified public key of the bank. Therefore, they ar-
gued that association was authorised by the bank. The flaw in this argument
is: [e, r3] is a blind signature on [β, π]. Referring to equation 6, clearly the in-
tegrity check relies on the use of the key , D, which was authorised by the bank,
to associate the tuple [β, π] and this problem is similar to the generic situation
explained in Section 2.2. That is, the bank is trusting the user to correctly as-
sociate one of his/her long-term pseudonyms, π, with a short-term pseudonym,
β. This allows the user to associate the π value of another user with the β value
that resulted from his/her withdrawal. In effect, this would allow unaccounted
money transfer between users, which may result in perfect black-mailing and/or
money-laundering [18]. Although Radu et al. did not comment about the prop-
erty of non-transferability3 in their paper, many practical monetary systems
require this property for their proper functioning. Therefore, their scheme lacks
the non-transferability property, primarily due to the lack of consistent integrity
checks.

In order to visualise this problem let the long-term pseudonym of a black-
mailer be π, which was derived from his/her long term identity π0 using the
3 The property which is essential to prevent unaccounted transfer of funds.
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get pseudonym protocol. The black-mailer can perform the following actions to
achieve a perfect-blackmail;

1. allow the victim user to participate in the mutual-authentication protocol
that takes place before the withdraw big coin transaction;

2. logically or physically hijack the withdrawal terminal from the victim user
to prevent him/her from registering the value of π; and,

3. perform the withdraw big coin transaction with the bank as prescribed by
the protocol, employing π as the pseudonym.

4 Analysis of the Binding ElGamal Proposal

Key recovery infrastructures aim to provide restricted confidentiality channel for
users communications. The confidentiality property of the channel is restricted
because, unlike the traditional key establishment systems, the messages com-
municated by the users can be accessed or wire-tapped by authorised entities
called escrow agents. Such systems were primarily motivated by the needs of law
enforcement agencies.

Verheul and van Tilborg [17] proposed a fraud detectable key recovery scheme.
The proposal was aimed to allow any third party to verify if a sender has en-
crypted the session key value to the receiver and the escrow agents. The veri-
fication equations, which were proposed to detect activities that could by-pass
the key-recovery infrastructure, were:

c = H(E,C,RA, RB , RM , D, F, I, · · ·)
D

?= gcCr

F
?= (yA/yM )c(RA/RM )r

I
?= (yB/yM )c(RA/RM )r (7)

where: H is a secure hash function, [c, r] is a Schnorr signature tuple. This check
was aimed to show that the message encrypted in RA = Syk

A and RM = Syk
M

(C = gk) is the same, without revealing the message.
Using the notation presented in Equation 2, Section 2.1, the following rep-

resentation for the verification equations of the key recovery scheme can be
determined:

(
(([g, C]

[c,r]→ D) ∧

([yA/yM , RA/RM ]
[c,r]→ F ) ∧

([yB/yM , RB/RM ]
[c,r]→ I)) c→ [E,C,RA, RB , RM , · · ·]

)
(8)

Note that none of the key pairs ([g, C], [yA/yM , RA, RM ] [yB/yM , RB/RM ])
providing integrity service are certified. It is evident that this representation is
similar to the representation provided in Equations 1 and 2. By comparing the
above representation with Equations 1 and 2, the following observations can be
made:
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1. none of the key pairs ([g, C], [yA/yM , RA/RM ] and [yB/yM , RB/RM ]) can be
trusted because they are uniformly chosen by the sender (who is not trusted
for certification procedures);

2. ratios of keys provide the integrity service to the symmetric keys F and I,
which is not a standard assumption of Schnorr-type signatures.

These observations suggest a deficiency in the system that allows the sender to
manipulate the keys, which were meant to be the starting point of the integrity
service – that is if the starting point is corrupted then the integrity service
that it transfers is also corrupted. This weakness in the integrity service could
potentially result in attacks on the protocol, like the attack to be presented in
this section.

Prior to discussing an attack on the key recovery system, the meaning of a
non-trivial attack must be understood. A key recovery protocol is deficient if suc-
cessful adversaries abide with the message formats suggested by the protocol and
procure legitimate services from the key recovery infrastructure to ensure secure
communication. For example, if a public-key based key recovery system provides
robust certification mechanism, such as robust public key infrastructures, and
requires key recovery enablement before the certification can be employed, then
an adversary is successful when certified public keys are employed and key recov-
ery is avoided. The attack on the proposal, by Verheul and van Tilborg [17], by
Pfitzmann and Waidner [11] need not necessarily be an attack on the protocol
proposed by Verheul and van Tilborg, rather it is an attack on all session-key re-
covery systems without any form of private-key recovery. It outlines the generic
concealed-encryption attack4 on key recovery protocols and fails to explain the
manner in which the concealed key may be established. Although the attack pro-
posed in this section exploits the property of concealed-encryption attack, it is
not a generic attack on all session-key recovery protocols, rather it is a specialised
attack on the proposal [17], which resulted from an oversight in the protocol de-
sign. Moreover, this section will detail the manner in which an illegal session
key can be established using the key recovery infrastructure. This distinction is
important for protocol designers, who may employ the proposed fraud detection
mechanism [17] for a different application that may not have properties similar
to that of key-recovery applications. For example, refer to the paper by Abe [2],
which successfully employed a similar integrity verification mechanism for a mix
network proposal.

Suppose that the sender and a hidden receiver (M̃) would like to communi-
cate using the actual receiver (M) as the decoy. The sender can accomplish this
by employing the following steps:

1. Choose a random session key, S̃.
2. Encrypt the message with S̃ to obtain the cipher-text, E.
3. Obtain the public keys of the hidden receiver, yH , the decoy, yM and the

authorities (yA, yB).
4 There is no technique available to check if a claimed key was used during the en-
cryption process — verifiable encryption for symmetric key systems is not currently
available
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4. Choose a random value for k.
5. Compute a decoy session key, S = S̃yk

H/y
k
M .

6. Encrypt the decoy session key for the decoy and the authorities, RM =
Syk

M = S̃yk
H , RA = Syk

A, RB = Syk
B and C = gk.

7. Form the verification equation as suggested by the representation in Equa-
tion 8.

8. Send the cipher-texts and verification parameters to decoy.

The hidden receiver performs the following steps:

1. Wiretap the communication to decoy to obtain E, RM and C.
2. Obtain session key, S̃ = RM/CxH , where xH is the private key of the hidden

receiver.
3. Decrypt E using S̃ to obtain the message.

The monitor will verify the equations properly, the decoy receiver and the au-
thorities will retrieve the decoy session key, S, from the respective cipher-texts
employing the respective private keys and, the decoy session key, S, will not
decrypt E correctly. Also note that it will be difficult to find the hidden re-
ceiver, yH , or the actual session key, S̃ (finding the hidden receiver would imply
breaking of the multi-ElGamal cryptosystem proposed in the paper [17]).

5 Conclusion

The paper presented a novel technique to represent the integrity goal of a system
by accounting for all the verification equations and ignoring the unnecessary
protocol complexities that produced the equations. An abstraction to encompass
the unpredictability of the protocol participants was also proposed. The use of the
technique was demonstrated by the identification of similar protocol deficiencies
in seemingly different scenarios.

Many proposals for compliant systems tend to ignore the importance of the
integrity service, while in pursuit of the confidentiality service. Blaze [3] formu-
lated an attack on the integrity service in the Clipper proposal [16], which was
predominantly focused on the confidentiality service. Unfortunately, many pro-
tocols in various fields of cryptologic application still succumb to attacks similar
to those detailed in Sections 3 and 4, namely attacks exploiting weaknesses in
integrity services. In order to design robust and secure protocols the integrity
and the confidentiality services must be carefully designed and integrated.

Prospective formal syntax that can represent precisely both the confiden-
tiality and the integrity goals will greatly improve protocol logic development.
Research for such a syntax will be very useful, both theoretically and practically.
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