TIM KIEM LO HONG PHAN MEM BANG
KI THUAT FUZZING THONG MINH

suto[at]vnsecurity[dot]net
suto[at]bkitsec[dot]vn
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$ id
uid=69(suto),666(bkitsec),1337(vnsec)
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Taint
Tracking
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San 16i ('ng dung

Phan tich tinh

Fuzzing
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Valid Data Invalid Data
A A
000000AB... BBC000AB...

VN%E CURITY




Pau vao:
MOt con vat tuy thich

Chuong trinh:
Ve_con_vat_trong_hinh(hinh)
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KET QUA HI VONG
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Pau vao :

lapI=1->N: T
Ve_con_vat_trong_hinh(hinh)
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Pinh dang con meo

<ConMeo>

<Dau><Tai><Dai>2</Dai><Rong>4</Rong></Tai>

</Dau>
<Minh>....</Minh>
<Chan>

<Chantruoc>..</Chantruoc>

</Chan>

</ConMeo>
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Phuong thi'c vé con vat

<snip>..
giay = Chuan bi giay(cat.dau.tai.dodali * cat.dau.tai.dorong)

copy tai vao giay( tal meo, giay)

<snip>
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...<tai><dai>0xFFFFFFFE</dai><rong>0x2</rong>
chuan_bi_giay(OxFFFFFFFE*0x2)

copy_tai_vao_giay()
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Va trong thuc tée

<width>A</width>
<high>B</high>

Trong quad trinh fuzz thuc su’ A va B sé& ludn thay doi......
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Trong ma nguon

char* buffer = malloc (AxB)
strcpy (buffer, image)

BUFFER OVERFLOW

Adobe Reader Image Data Buffer Allocation Integer Overflow Remote Code
Execution Vulnerability

ZDI-11-283: October 13th, 2011

The specific flaw exists within the Adobe Image parsing library. When Adobe Reader tries to parse an
malformed .BMP image with bitfields encoded image data an integer overflow can occur while calculation the
size of the image data. This can result in a heap buffer overflow with remote code execution under the
context of the current user.
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Va con phuc tap hon thé nira ®

MOt chuadng trinh sé thao tac trén nhiéu loai tap tin
khac nhau

Mot chudng trinh con cho phép nhung cac loai tap tin
khac nhau Ién no.

-

— ) 1’”’ “\
/ @
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Néu la tho:
Cho xem tai
Vecontho( contro ) —

Néu la nai:
Cho xem gac
Veconnai( contro )
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Van de dat ra

Cho mau thu chi la 1 trong cac loai tép hoac chi

co 1 loai the ma chu‘dng trinh x| dugc, 1am sao
dé tao ra nhitng mau khac ma chuong trmh chap
nhan/chra nhirng thé khac nhau.




Chung ta can gi

Do theo tung bit trong dau vao.

Kiém tra cac bit dé c6 anh hudng
tdi dong thuc thi cua chuadng trinh.

Bdao cao lai qua trinh cac bit d6 dugc
thao tac.
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Can mot nguci hung
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Cudi cung muc tiéu chinh la lam sao
tao ra cac dir liéu phu hop dé diéu
khi€én dong thuc thi di hét vao céc
ngoc ngach cua chuadng trinh.
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Tuodi tho

Three wWishes

’ I'll grant you
three wishes!
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3 diéu udc

. Dynamic binary
iInstrumentation

e Dynamic taint tracking

I Decision Procedure for
Bit-Vectors and Arrays
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Thao tac chuong trinh truc tiép

Chen thém ma Phan tich hoat

thuc thi vao ma dong cua chuaong

may cua chuadng trinh trong IuUc
trinh. thuc thi.

Co day du thong
tin ldc chuong
trinh thuc thi.
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Cac van de dudc giai quyet

» Chuadng trinh 1ay diT liéu tu nhirng dau( tu tap tin
mau, tu mang, tu ngudi dung.....)

> Chugng trinh da lam nhiing gi trén nhitng di liéu
dd( tinh toan, so sanh, kiém tra, thém, bdt ...).
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Cac framework ho trg hién nay

oty Valgrind

%

The DR. Is In.
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Vi du su dung pin

A The running count. of instructions iz kept here
Ad make it static to help the compiler optimize docount
ztatic UIMTRd icount = 0f

Ad Thiz tunction iz called betore every instruction is executed
VYOID docount{} £ icount++: 3

A Pin calls this function ewvery time a new instruction iz encountered
VOID Instructiont{IMS ins. VOID =w)

L K

fd Inzert & call to docount before every instruction. no argumnents are passed

IMS_ImsertCalliins, IPOIMT_BEFORE. ¢AFUMPTE)docount,. IARG_EMDG::
3

kNOB<=tring» KnobOutputFileEHOB_MODE_WRITEOMCE, "pintool".
"o", "inscount,out" . "specify output File name" )}

Ad Thiz tunction iz called when the application exits
VOID Fini<IMT3Z2 code. WOID =ul

i
A Hrite to a file since cout and cerr magbe clozed by the application
ofztream OutFile}
OutF ile ,openiknobOutputFile Value ) ,c_strid
QutFile,szetf {io=: ishowbaszel;
OutFile << "Count " << icount << endl?
OutFile,close();

3
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Va ket qua

bash$ pin -t inscount0.so -- /bin/Is

bash$ cat inscount.out
Count 422838
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Do theo dir lieu dau vao
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Kiém tra xem dong chdy cla chuadng trinh cé bi anh hudng bdi
dir liéu dau vao khong.

D{ liéu nay da dudc tinh toan nhu thé nao cho tai Itc né dugc
kiém tra.
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DO THEO GIA TRI PAU VAO

Vi du:

int main(int argc,char* argv([]) {

char* buffer = (char*)malloc (250);

readFile (“user file.tst",buffer);

printf ("$s\n",buffer);

1f(strncmp (buffer,"1",1)==0)
printf ("Case 1\n");

if (strncmp (buffer,"2",1)==0)
printf ("Case 2\n");
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-Cextr:
-text:-864810F 8
-text-808040810F8
-text:-864810F 8
-text-808040810F8
-text:-864810F 8
-text-808040810F8
-text:-aa48108F1
-text:-0840810F2
-text:-a64810F3
-text-0804010F8
-text:-a648108FE
-text:-8804811088
-text:-aahaa11861
-text-0840811084
-text:-aa4a8118C
-text-884081108D
-text-aaa81112
-text-88481114
-text:-a848111A
-text-agae111cCc
-text-aaha1121
-text-a8481122
-text-a8481124
-text-a84e1127
-text-aa481129
-text:-08408112B8
-text:-86481138
-text-88481132
-text-a8481135
-text-88481135
-text-a8481135
-text-a8481137
-text:-aa48113cC
-text-8848113D
-text:-a6848113F
-text-a8481142
-text-a8481144h
-text-0840811446
-text:-a648114B
-text-a848114D
-text:-a86481158
-text-88481158
-text:-a86481158
-text-a8481151
-text-aa481152
-text-880481154
-text-aa481155%
-text 88481155
-text-aa481155%
-text 004011546
-text-a8481156

_main

argc
argu
envp

loc_ 481135 :

loc_4L4B1158:

Proc near

dword
dword
dword

push
push
push
push
call
mou

push
call
moa

push
push
call
moa

push
push
push
call
add

test
jn=

push
call
add

L

push
push
push
call
add

test
jn=

push
call
add

pPop
Pop
o
Pop
retn
endp

ptr I
ptyr 8
ptr ach
ebx
esi
edi
1loanh : fCcontent
ds:z  dimp_ malloc
esi, eax
esi 7 FHame
FreadFile@EEYAIPADGEZ? : rveadFiled{char =*=_chap
ebx, ds:_  dimp__ printF
esi
offset Format : "Eswntt
ebx ; imp printF
edi, ds:__ dimp__ strncmp
1 : HMa=Count
oFfset S5tr2 "1t
esi : Str1
edi ;  imp__ strncmp
esp, 1Ch
eax, eax
short loc 481135
ofFfset aCasel ; ""Case 1%wn
ebx ; imp printF
esp, I
; CODE XREF: main+39Tj
1 : HMa=Count
ofFfFfset a2 ; "2t
esi : Str1
edi ;  imp__ strncmp
esp, OChHh
eax, eax
short loc 481158
offset aCase? ; ""Case 2%Wwn"
ebx ; imp printF
esp, I
; CODE XREF: main+SiTj
edi
esi
eax, eax
ebx

*3




N"m

Piéu cuoi cung....

Dua vao nhirng thong tin da co, tinh toan ra dugc cac
gia tri di li€u ban dau phu hgp dé co thé di dudgc
vao hét cac ngd ngach cua Ung dung.
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STP

STP sé nhan input la cac phép toan.

Lan lugt kiém tra néu cdc QUERY cb thé thoa man
dudc, n€u cd sé tinh toan ra cac gia tri dau tién va
tao ra mot tap tin mdi vdi nhirng gia tri do.
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TU Mau dau tién

sample.jpg

—

—

| STP I I

A SN

Taint tracing log —

>

Fuzzy ‘

Taint tracing log

PIMN tool |
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Fuzz thong qua cac Mau con

JPEG Target
Generator N I.ipe — Launcher
N Vi |
) 3.ipg | Microsoft
Paint
—>  4ipg
—>

Error

Detection
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Tong két

Dynamic taint tracking sé ghi lai tat ca cac hoat dong
tinh toan trén cac bit cua d{ liéu dau vao va cac
phép kiém tra, cac Iénh nhay dong thdi ghi dir liéu
nay vdi dinh dang dau vao cho STP.

STP s& dua vao di liéu bén trén dé kiém tra tai cac
diéu nhay xem co d{r li€u dau vao nao thoa man
khong, néu co sé sinh ra cac tap tin madi.

Cac tap tin mdi nay sé€ dugc dua vao chuang trinh mot
lan n{ra dé xac nhan la n6 da di vao nhirng diém
khac so va@i dir lieu gbc ban dau.

Céac tap tin méi sé dudc dua vao fuzzer dé truc tiép
fuzz.
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Q & A
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http://vnsecurity.net/
http://bkitsec.vn/

