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VNISA N&i dung

1. Mot s6 s kién vé ATTT n&m 2011
(Information Security facts in 2011)

2. Két qua khao sat hién trang ATTT 2011 ctia VNISA
(VNISA Research on Information Security status in 2011)

3. Mét s6 nhan dinh chung
(Conclusions)
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VNISA ) Mot s6 sw kién noi bat vé
TS ATTT tai Vist nam 2011% |

Chithi 897 CT-TTG cua TTCP: Tang cudng cac hoat dong bao
dam an toan théng tin sb va cac van ban khac ctia CQ nha nudc

Hang tram website chinh pht gov.vn bi hacker nuéc ngoai tan
cong

Viét Nam van lién tuc co tén trong nhiéu danh sach quoc té vé cac
Vvan dé lién quan dén ATTT, dac biét 1a van dé thw rac

Bung phét c4c hinh thirc Itra d&o méi qua nhiéu phuong thire
nhw tin nhan SMS, email, yahoo chat, website...

Céac hang bao mat cua Viet Nam ddng loat tung ra céc giai phap,
phan mém bao vé cho Mobile.

*Khéng xép thir tw
a
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VNTSA Mot s sw kién nbi bat vé
ATTT tai Viét nam 2011 (tiép)

Mot s6 t& béao dién tr Ién ctia VN bj tAn cong trong théi gian dai

Hang loat cac website, dién dan I&n ctia VN bj tan cong bang
nhiéu phuong thirc khéc nhau nhu DDOS va iay cap tén mién.

Viét Nam dang tré thanh dia ban hoat ddng cta toi pham cong
nghé cao tir nudc ngoai, téi pham CNC tang theo cap s6 nhan

M&tATTT nganh ngéan hang tang: cac vu viéc can bo lgi dung ké
hé trong ATTT dé danh cap tién; ATM skimming rat pho bién, .

Nguy co' lay nhiém virus, ma déc hai, lra ddo truc tuyén qua
mang xa hoi dang ngay cang cao tai Viét Nam
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VNISA ) Két qua khao sat 2011 cua VNISA

Khao sat dwoc tién hanh trong khoang 4
thang, thwc hién béi VNISA va VNCERT

Tong s6 phiéu tra 1oi day da 1a 511, dai dién cho
511 t6 chirc voi day du cac thanh phan

Khao sat nham danh gia mirc d6 nhan thire va

trng dung ATTT trong cac to chirc, doanh nghiép
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VNTSA Cac ndi dung chinh

Nhan thirc vé cac cuéc tan cong
Cac bién phap dam bao ATTT

Chi tiéu cho ATTT

Dao tao vé ATTT

Tr& ngai trong viéc dam bao ATTT

o w0bd=
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1. Nhan thirc vé cac cudc tan cong

Ban c6 biét mang bi tan cong
hay khéng?

Tén cong vi dong co gi?

Tén cong tir dau dén?

Cé woc lvgng duoc thiét hai
khéng?

C6 quy trinh phan tng voi tan
cbng hay khong?
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) (Cyber Attack) hay khong (tinh tir 1/2011)?

( '\ Héthéng cua quy vi da tirng bi tdn céng mang
VNISA

Tw tin hon trong nhan biét tan céng.
e Tuy nhién kha nang nhan biét IP van
. yéu, nhw vay la cdc céng cu monitorin|
’ manh chwa dwoc thuec thi
s
25
2
=2011
- 2012
0%
%
%

Khéngbiét| Khéngbijtan Co bi tan c6ng[Co bi tan cong
cong nhwng khéng|va dwoc theo
rd s lan déi day du

11/24/2011

Bdo cdo 2010: Ty Ié

( "\ Céctan cong maco quan/td chirc ctia quy vi gap
VN A ) phai ké tir thang 1 nam 2011

5% (" %) 1. Twtin hon khi chéng Malware
5% 2. DOS tang manh

o 3. 86 Iwong cdc IP nwée ngoai tén
3% céng ting manh .

%

25%
20%

15%

Suxamnhap Swxamnhap Xam nhap he  Hethong | He thong
hé théng tir  hé théng tir  thong boi  nhiém phai | - nhiém phai
ngudibén  nhing nguoi nguditrong tb trojan hay | virus hay
ngodivio  bénngodi _chirc (v du: ti rootkit (nhing| worm (nhong. fa
mang bén nhung nam 16 may & ban  ma doc hai -| ma ddc hai -

|Céc kiéu tan |Tan cong tir | Thay a6i dién Phahoai dr  Khong gap

website (trang théng (i du:  nao
i) cbtinh xéa d

ligu quan
ttong  béntong (@ béntrong  maware | malware ty |(scan) mang trong. ...)
dy:do nhan  mang xam  khong tu lay | Iy lan) i cudng 4o
vién ol con  nhap trdi phép  lan duoc)
girmat  vao may
khdu,..)  chi,...)

( "\ Theo quy vinhirng déng co’ nao dworc nghingo la
VN ;A ) nguyén nhan gay ra nhirng hanh déng trén?

Khéng co sw thay

doéi Ién vé déng co Khong 16 dong co
P

tan cong Tao nguén thu tai chinh bét hop phap

‘Chiém doat tai nguyén hé théng cia co quan dé sir dung cho muc dich
canha
Nhém tgo i thé canh tranh thuong mai (v du: tinh béo cong nghigp)
“This hén canhan (i du: nhan vién hoac ngudi ngodi cé this hén ¢
an)
Pha hoai hé théng co chd dich

Nhém thé hign ki nang tan cong

Nhém chiém dung tai nguyén hé théng dé dan toi nhig cube tén céng
nac danh

Khong c6 dong co' 16 rang (i du: ke tan cong tinh cor tim thay diém
yéuva. khai thac no)

0% 5% 10% 15% 20% 25% 30% 36% 40% 46% 50%

m2010 =2011
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T \ Té chirc cta quy vi c6 wée lwong dwoe twong dbi
VN‘ SA tén thét tai chinh khi bj tn céng khéng?
. =2011
m2010

Khéng Co
1. Kha ning dénh gid tén thét tai chinh nhin chung vén & mirc
thap, khéng thay déi nhiéu so v&i nam ngoai (chwa thuec thi Danh
gia rui ro)
2. Khidivao cdc tin céng cu thé thi cdc tin céng bén ngoai nhw
DOS, tin cong Web dworc cho Ia hay gdy tén that, trong khi cdc

t4n céng bén trong bi coi nhe (Dic diém tam Iy 20117?),,
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VNISA
2. Cac bién phap dam bao ATTT

Céc bién phap quan ly: Quy

trinh, Quy ché, Béo céo, ...

Céc bién phap ky thuat, cong nghé:
twong Itra, chdng xam nhap, ...
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_ Tochirc cua quy vi co quy trinh thao tac chuan
VNT;A \ (Standard operating procedures) dé phan hoi lai
L EALE A nhirng cudc tincd Ayt ong-2

1. Nhan thirc vé van dé nay

tang Ién ré6 rét nhwng thuwe
26%  thi chwa dwoc nhiéu

2. Ty Ié néi “Sé lam trong 3
thang té&i” ting manh

Khéng ro

47%

Khéng
52%

Co

m2010 =m2011
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. Néu té chire cua quy vi bi tAn cong may
VNTSA tinh, quy vi sé thong bao tin nay dén ai

bdo cai

Ao
u cau car
ang lén

Khoéng thong bao

Co quan phap luat (Cong
an,...)

Céc té chirc hé tro xiv Iy sw

¢6 matATTT (vd: VNCERT)

Co quan cap trén ctia té
chirc (néu cé)

=2010
=2011

Lanh dao c4p cao t6 chirc

Trong ndi bd phong/trung
tam tin hoc

0% 10% 20% 30% 40% 50% 60%  70%

Bao c4o 2010: da sb van chibdo céo ndi bd, bao cao bén ngoai tang S0 v6i 2009
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VNTSA Thwong sau bao lau quy vi sé thong bao thong tin nay?

Nhu ciu tre giup ngay lap
tirc tang cao

m Ngay lap tire

m Ngay trong ngay

= Trong vong 1 tuan
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bao ATTT nao? Céac céng nghé dung nhiéu

Té chirc ctia quy vi dang str dung cac cong nghé dam
VNISA

Phan mém chéng virus (Anti-Virus) Vanla3
Twong Ika (Firewall) | cong ngh
Bb loc chéng thw rac (Anti-Spam) hﬁztd“”g
nh&

Mang riéng ao VPN

[ Hé théng quan ly log file (Log.. Tang, 6 ly do

Dit mat khau cho tai ligu
=2010

Ma hoa (Encryption) #2011

Hé théng phat hién xam nhap..

Kiém soat truy cap (Access..
Loc ngi dung Web

( chrng chi sé, chir ky sé (Digital..
He théng phat hign xam nhap.. I
0% 20% 40% 60% B80% 100%
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T . Té chirc ctia quy vi dang str dung cac cong nghé dal
VNMSAM bao ATTT nao? Cac cong nghé dung it hon

Quan ly ban véa (Patch Management)
Do quét danh gia an ninh mang

Quan ly dinh danh (Identity..

Do quét danh gia an ninh (rng dung
He théng quan Iy mat khau dac quyén

He théng quan ly chéng that thoat dir..
=2010

Mat khau c6 thé duoc st dung lai..
=201

He théng quan Iy sv kién an ninh..
Thé théng minh, mat khau dung 1 1an..
Sinh tréc hoc (Biometrics, vi du kiém..
Khac

Cong cu danh gia tinh toan ven cua..

0% 5% 10% 15% 20% 25%

7
AN TOAN THONGTIN

11/24/2011

T T6 chirc cua quy vi dang stv dung phan mém diét viru
VNMSAM cua hang nao?

Trend Khac, 6%
Micro, 5%

Symantec, 18%

Sophos, 2%
Panda, 3%
McAfee, 12% BitDefender,
10%

, 23%

MC Internet
Security, 8%
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(Security Policy) chwa?

. Téchtrc cuaquy vi c6 Quy ché vé ATTT
VNISA

Ty 1& gan nhw khéng thay déi so
véi 2010, mac du khdi nha nwéc
da thye thi didu nay tét hon 2010

+Sé xéy dwng
Quy ché trong
thoi gian toi

m+ Chuacoy
dinh xay dwng
Quy ché nay
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T6 chire ctia qui vi ¢6 dy dinh thué ngoai (out-source)
VNTSA cac dich vu vé dam bao an toan théng tin khéng?

Cacdich vu chuyén nghiép chwa
dworc thira nhan rong rai

=+ Dich vu phat hién va
phong chéng virus ma
tinh

® + Dich vu danh gia
diém yéu an ninh mang

=+ Dich vy danh gia
diém yéu cho web-site

®+ Dich vy tw van hé
théng an toan thong tin

® + Dich vu theo déi an
toan, an ninh mang

® + Dich vu khac
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3. Chi tiéu cho ATTT

b}

!

Gia thanh Ruiro
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Trong ndm t&i chi tiéu cho ATTT cia té chire nén tang h
VNTSA giam so vé&i nam trwéc?

Nhu cau céndréng chitiéu ATTT luér
& mrc cao, dic biét nam 2011 khéi
nha nwéc bj cat giam ngan sach o

Gil nguyén

=2010
=2011

Giam

Tang

% 10% 20% 0% 40% 50% 60% 70%
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VNISA

4. Nhu cau dao tao vé ATTT
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VNISA | \Cac ndi dung dao tao can gap

bam bép AT:I'T gho dir liéu va Pam bao ATTT cho dich vu cung
phan mém tng dung cép cho ngwoi st dung, khach
=2010 =201 hang

Trong nhigu nam Trong nhidu nam

Trong vong 1 nam Trong vong 1 nam

chnngy Chn ngay
o o oww % aw o
Phong chéng cac phan mém Dam bao ATTT cho hé théng
doc hai (malware) mang ndi bd

Trong nhiéu nam Trong nhiéu nam

Trong vong 1 nam Trong vong 1 nam

Can ngay Chn ngay

Ty 1& néi “cén ngay” ting so véi 2010

VNTS A gac noi dunq dao‘ tao it
woc quantamvachwa |
can ngay

Ky thuat ATTT trong phat trién

cac phan mém (ng dung trén Phoihop (ing ciru sw co ATTT

Trong nhiéu nam
Trong nhiu nam
Trong vong 1 nam

Trong vong 1 nam

GAn ngay Can ngay

Ty 1& néi “cén ngay” giam so véi 2010, phan anh néilo thuc té hon
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_ Van dé kho khan nhéat quy vi gap phai trong viéc thw
VNT;A thi bao vé an toan cho hé thong théng tin la gi?

Viéc nang cao nhan thire cho nguw sir dung vé
bao mat may tinh

S thiéu hiédu biét vé an toan théng tin trong té
chirc

Léinh dao chwa hd tre ding mirc cin thiét cho
ATTT

Vigc xac dinh chinh xac mirc 46 wu tién cua
ATTT trong twong quan chung véi cac vén da..

Vige phin ung nhanh va chinh xéc khi xy ra -
nhirng vu tn céng méy tinh
9w omey =2010
Vige cap nhat kip théi nhirng cach thire tan
céng hay nhirng nhirng diém yéu méi xuét hign =201

Nhing hg théng may inh khong durge quin
tot

Ao - ap s
Viéc quan Iy chat ché cau hinh hé théng mang Cac noi lo ky thuat tang

(Configuration Management) manh, mac du xét vé ty |
Viéc cn thiét 4p dung nguyén téc quan Iy rai ro van ding sau cac kho
(Risk Management principles) Kkhan khac

Céc van dé khac véi cac van dé néu trén
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M6t vai nhan dinh chung

= VNISA nhan dinh 2011 1 sw bt dau cta Giai doan méi.

= M6t ndm nhiéu bién déng vaéi cac tn cong “cé that”,
nguy hiém that va khéng con xa la niva, tao tam Iy lo
ngai

* Lo ngai tang trong béi canh chi tiéu gidm, d&n dén nhan
thirc tang nhwng thwe thi chwa dwoc nhiéu nhw mong
doi

= 2012 van 1a ndm khé khan, véi nhiém vu tiép tuc hoan
thién cac chinh sach, quy trinh & tdm vi mo, gan lién
Quy hoach ATTT sé véi D& an nwéc manh vé CNTT

= Trong cho co nhirng thie thi céc bién phap ha tang ky
thuat tam quoc gia

—mmmm_

O VNEA

VIETNAM INFORMATION SECURITY ASSOCIATION

An toan théng tin sé — nén tang bén
vieng cua nwéc manh vé CNTT

Digital Information Security — a
reliable foundation for strong

Nation in IT
Xin chan thanh cdm on
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