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Improving Enterprise Security
with Inside Out Approach

Kenneth Hee
Identity Management & Security
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The following is intended to outline our general product direction. It is
intended for information purposes only, and may not be incorporated into
any contract. It is not a commitment to deliver any material, code, or
functionality, and should not be relied upon in making purchasing
decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion
of Oracle.
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SECURITY
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total loss from CYBERCRIME
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1. Brand Decline

2. Regulatory Fines

3. Financial Loss
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response
has been reactive,
shifted attention away
from apps and data

2007 2010

on Security
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• Endpoint Security
• Vulnerability Management
• Network Security
• Email Security
• Other Securityaverage cost of security

$400–$500
breached
records
web\app
server

against
servers

breached
records db

servers

hacking from
stolen

credentials
privilege
misuse
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APPLICATIONS

MIDDLEWARE

DATABASE

OPERATING SYSTEM

SERVERS

STORAGE

hacking involved stolen credentials

breached records from web/app servers

breached records from db servers

from privilege misuse

attacks against servers
breaches against off line data

breaches against file servers
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Start Inside
Security at every layer & between systems

Security at Each Layer Security Between Layers Security Between Systems

Services & Consulting
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Focus On The Core Systems
Focus on four areas

The Experience The Applications The Cloud The Data Center
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FRAUD DETECTION
DATA SECURITY

COMPLIANCE
REPORTING

control

controlcontrol

controlcontrol

controlcontrol
control

• Secure
information

• Move controls
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An Inside Out Approach
Protect information where it resides throughout its lifecycle

 Encryption
 VM Isolation
 Encrypted Backup
 Access Control
 Monitoring

Unstructured
Data & OS

 Firewall
 Encryption
 Masking
 Audit & Monitor
 Secure Backup
 Access Control

Structured
Data

 Application Access Control
 Governance & Compliance
 Fraud Detection
 SOA Security
 Document Security

Applications
Portals
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EXAMPLE
FRAGMENTED, MANUAL, COMPLEX AND UN-AUDITABLE

ACTIVE
DIRECTORY

PROVISIONING
WORKFLOWS

TICKETING
SYSTEMS

HR SYSTEMS

SAP HR

IDENTITY
STORES

Webex

New Scale

PlanON

Service
Now RemedyFLEX

Admin

User’s
Manager

ETW

AMEX
UPS

TANGOE

SRM IRON
MOUNTAIN

Admin

Admin

Admin

Admin

40K FTE’s

Contractors
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SECURE THE SECURE THE SECURE THESECURE THE
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End to End Security Architecture from Inside Out

HTTP GET/POST

REST

XML

SOAP

JMS

REST
Access Services

OAM, OAAM, OIC,OIF,OES .Net Web
Apps
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Web Services Clients

Web Services Clients

Mobile Clients

Mobile Clients

Web Applications

Web Applications

Extranet DMZ
Intranet App Tier

Common Security Policies

Directory Services
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COMPLETE GOVERNANCE

GOVERNANCE

OPERATING
SYSTEMS

DIRECTORY
SERVICES

APPS

APPLICATIONS

COMMON REPOSITORY

DATABASES SINGLE
USER
VIEW

ACCESS
REQUEST

ENTITLEMENT
CATALOG

PRIVILEGED
ACCOUNT
MANAGEMENT

ACCESS
CERTIFICATION



Copyright © 2013, Oracle and/or its affiliates. All rights reserved.20

MANAGEMENT

IDENTITY
FEDERATION

EXTERNAL
AUTHORIZATION

ENTERPRISE &
WEB SINGLE

SIGN-ON

MOBILE & SOCIAL
SIGN-ON

FRAUD
DETECTION

EMPLOYEES
CONTRACTORS
& PARTNERS

CUSTOMERS
& PROSPECTS
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SERVICES

USER
AUTHENTICATION

LOCATION
DATA

EXTREME
SCALE

LOW
TCO

INTEGRATED
INTEROPERABLE

DEVICE
AUTHN

NAMING
SERVICES

HOST
ACCESS
CONTROL

APP

THOUSANDS MILLIONS BILLIONS 10s of BILLIONS
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Oracle Database Security Solutions
Defense-in-Depth for Maximum Security

Activity Monitoring

Database Firewall

Auditing and Reporting

DETECTIVE

Redaction and Masking

Privileged User Controls

Encryption

PREVENTIVE ADMINISTRATIVE

Sensitive Data Discovery

Configuration Management

Privilege Analysis



Copyright © 2013, Oracle and/or its affiliates. All rights reserved.23

User
Provisioning/
Governance

Single
Sign-on

Identity
Federation

API
Management

Entitlements
Management

CLOUD IDENTITY MANAGEMENT
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• Multi-Tenancy
• Shared database pool
• Managed in the cloud
• Consistent & efficient
• Eliminates data silo complexity
• Better security &  lower cost

IN THE CLOUD
CENTRALIZE DATA AND SECURE AT THE SOURCE
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Identity Management

Governance & Compliance

Infrastructure Security

Database Security

Services & Consulting
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Identity Management

Infrastructure Security

Services & Consulting

Database Security

Governance & Compliance

SOLUTIONS
SOLUTIONS
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INSIDE
OUT

SECURITYDEFENSE
IN-DEPTH

SECURE
WHAT’S
STRATEGIC
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YOUR FUTURE
SECURE
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