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( Ha téng thiét b )
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xFirewall va phan mém diét vius:

- Gén 70% sb CQNN da sir dung firewall ctmg hodc mém

- Héu hét chua trang bi thiét bi phat hi¢n va phong chbng
tham nhap IDS, IPS

- Héu hét cdc CQNN va DNNN déu sir dung phin mém diét
virus, tuy nhién céc phin mém diét virus da s6 12 phan mém
khong c6 ban quyén, tu do tii vé tir Internet nhu
BKAVHome, Symantec;

Bang t&ng hop thiét bi an toan bao mat
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( Ha tiéng thiét bi )

= Mdy chu:

- Téng sb may chu trong cdc CQNN 1a 338 méy; Hau hét cic
mdy chil dugc sir dung cho dich vu mang va Ung dung
chuyén nganh.

- Hé didu hanh cho mdy chu chu yéu 12 Windows Server
99%%, Linux chi c6 1% va phan 16n khong ¢6 ban quyén;

< Ha téng thiét bi )

xH¢ thong sao heu dir phong:

- Chi ¢6 4 CQNN dau tr hé thing SAN dé sao luu dw phong
CSDL. Hiu hét cic CQNN khong duoc trang bi thiét bi sao
Iuu bang tur.

- Dich vu sao luu du phong hi¢n tai méi & mirc nguoi dung tu
tao ra cdc ban sao ndi dung cua CSDL. Con lai, gén nhu
toan bd cic CQNN hién nay chua sir dung thiét bi va giai
phéap sao luu du phong va cdc giai phdp khoi phuc dir liéu
khi ¢6 su -

< Ap dung chinh sach, qui trinh bio mat )

- 38.98% s6 CQNN xdy dung vin ban quan Iy h¢ théng
CNTT cua don vi trong d6 ¢6 quy dinh v& an toan thong
tin. Céc qui dinh nay chua diy du.

Hiu hét CQNN chura 4p dung chinh séch, qui trinh dam bao

an toan, an ninh thong tin




Biéu @6 so sanh mirc d6 ap dung qui dinh an toan
bao méat ctia khdi S&, Ban, Nganh va khoi UBND
Quan, Huyén
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( Nguén nhén luc )

- Trén 90% sb CQNN c6 can bd chuyén trach CNTT, trong
d6 13,7% sb CQNN c6 bo phan chuyén trach CNTT. Hau
hét can bd CNTT c6 trinh d6 cao déng tro 1én. Tuy vdy, cdc
cén bd CNTT vén con thiéu k§ nang quan 1y, thiéu kién thire
va k§ ning vé& quan tri, d&dm bio an toan an ninh cho h¢
théng CNTT

- Pai by phan can by cdng chuc, vién chic chua dugc bdi
dudng, dao tao ky nang ddm bdo an toan an ninh thong tin
ciing nhw nhan thirc chung vé an toan thdng tin.




( Két ludn )

" Do hé théng dam bao an tdan thong tin trong CQNN cdn

nhidu han ché, chua dugce quan tim dau tr ding mirc din dén
nguy co mit ATTT trong CQNN va dang dit ra nhirng yéu cau
burc thiét, CQNN c¢6 thé bi tin cong tir bat ky noi ddu bén
trong, bén ngodi, gn, xa va do bit ky ai...

- biéc biét nam 2011, cac hanh vi gian lan, ti pham trén moi
truong mang c6 chidu hudng gia ting, mot sd website cia
CQNN da bj tén cong

- Vivély cdc CQNN can xdy dyng hang rao An toan thong tin
nhim dam bao 3 yéu t5: Bao mat, toan ven va sin sang, dam
bao kha ning phong chéng cdc cudc tin cong. ..
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< Két ludn )

> D& cho hé thong an toan, bao mat hoat dong thuc su hi¢u
qua, cdc don vi can xdy dung mot co ché quan 1y tai nguyén
hé théng, quan 1y va kiém sodt an toan thong tin v6i quy
trinh quan tri va van hanh hé thdng, ngoai ra cin c6 chinh
sich quy dinh vé& viéc sir dung thong tin an toan trong co
quan; Tang cuong bdi dudng, dao tao, thuong xuyén kiém
tra, nhic nhé can bo nhan vién vé sy can thiét cta bao mét
cling nhu vi¢c thuc hién cac bién phap, quy dinh bao mat
cua don vi. Cic quy dinh, chinh sich bao mat cho nguoi
dung cudi, cdc quy trinh cho ddi ngil cdn by chuyén trich
CNTT ciing cin dugc ra sodt/chinh sira theo hudng chuin
héa, nang cao tinh bao mat.
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Tran trong cam aon.




