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M6 hinh PKI ctia mot s8 nuwdc trén thé gidi

Téng quan xac thyc dién te Digital signature certificate
Cac yéu cau cia mot dw an xac thyc dién te
Gidi phap @& xuét cia cong ty hé théng thong tin FPT (FIS)
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dang chiém rat nhieu
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doanh nghiép

v Xac thye (ng dung:
dung user name va
password, chwa da
manh.

v Giao dich truyén
di:Khong gan voi dinh
danh (ID). Biéu nay co
the gay kho khan trong

| viéc xac dinh trach nhiém
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Nang cao bao mat ctia
céac (rng dung dién ter.

v Ky sb 1én thong diép
dam bao tinh chong ti
chdi & mtrc rng dung

v Bua ra co ché luu lai
thoi diém thong diép dwoc
k.

v Ap dung cho cac tn,
dung ndi bd khac cda to
chirc:email...
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Lura chon nao cho gidi phép xac thyc dién tr?

Chi phit hop cho c4c g dung ndi bd do gia thanh
Bayéu té trién khai I&n ciing nhw quan Iy dinh danh ctia
nguoislr dung phirc tap

R4t phii hop @& trién cho xac thuc dién ti do kha
nang tich hop trng dung, bdo mét cting nhw phu
Hai yéu t6 hop luat giao dich dién te

khong con phu hc:vp trong m@i trwong dién tr do cé
Matyéu to6 thé bi tn cong bang rat nhiéu cach khac nhau:
keylogger, brute force, phishing...

Yéu hon Manh hon

Eﬂﬂ mugemaion Tinh hinh phat trién xac thwe dién to trén thé gisi

baiLoan:

o Chirky sé dwoc ap dung cho hau hét céc giao dich online.

o Hé théng xac thuc e-Tax dwoc bau chon la best practice PKI tai chau
A, tiét kiém hang triéu USD cho chinh pht cling nhw gidm thoi gian lam
tha tuc khai thué tr 3 ngay - 5 phut.

Han Quéc:

o S6 lwgng chirng thu s6 cap phat tinh dén cu6i ndm 2009 Ia hon 18
triéu.

o Cac giao dich trén mang, thanh toan ngan hang déu dugc thuc hign
théng qua chirng thw so dwo'c cap phat bdi cac public CA.

G5 # gz Tinhhinh &p dung xéc thyc dién ti tai Vit Nam

R4t nhiéu t& chirc da c6 cac bwoc di dau tién 4p dung

chtr ky s6 cho céc giao dich dién te:

0 Ching khoan

0 Ngéan hang

Q B6 Tai Chinh, Tdng cuc Thué, Kho bac Nha nuéc,
Téng cuc Hai quan, Téng cuc dudng bo

Kha n&ng ap dung chi ky sb cho céc giao dich

V%. o diéntortai Viet Nam:

Q0 Céc trng dung chinh phu dién ttr (e-Tax, e-
Procument, e-Bidding...).

Q Hé théng thanh toan trwc tuyén (e-Commerce,
e-Payment...)

0 Giao dich gitra cac ngan hang, té chirc tai
chinh (Internet banking...)
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Tinh hinh 4p dung xéc thuc dién 1 tai Viet
Nam (2)

O Ké khai thué qua mang: Muc tiéu dén nam
2015 ¢4 ti thiéu 50% doanh nghiép ké khai
thué qua Internet

0 Ké khai hai quan dién ti: Hién da trién khai tai
Hai Phong va thi diém tai mét sb chi cuc Hai
Quan

Q Ky cé4c van ban ban hanh : Thanh phé Ha Noi
sé trién khai chiv ky dién t&r & 47 don vi
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Yéu cau clia mdt du an xac thure dién tlr

Khung phép ly (quyét dinh 26, nghj dinh 59 Bo
).

Lwa chon céng nghé xac thuc

o PKI (public CA)

o One time password...

Lwa chon &rng dung

o Tinh cép thiét

o Tam quan trong ctia irng dung tac dong 1én
doi sbng kinh té xa hoi (e-Tax, e-Customs...)

o Do sén sang tich hop chi ky sé

Xay dwng quy trinh

Dao tao con nguoi
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M6 hinh giai phap FPT PKI
Case Study




G5 sz Giai phép xéc thuc dién t& cla FPT

Cong nghé:

Hé théng chirng thuc chir ky sb cong cong
FPT-CA str dung PKI engine da &p dung
cho rét nhiéu cac hé théng PKI Ion
(National CA,...) trén thé gici.

FPT-CA duoc xay dyng theo kién trac PKI
hién dai, cé tinh mé cao.

C6 kha n&ng cép phat, xt Iy hang triéu
chirng thw sb.

Phu hop cho céac tng dung hién tai: e-
Tax, e-Customs... cling nhw cac hé théng
xac thwe trong twong lai: e-Passport..
Tuén theo céc chuén quéc té: X

509, PKIX, LDAP...c6 thé dé& dang mé rong
tich hop cling cac hé théng public CA caa
cac nwéc.

o

o

o

o

o
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Eﬁﬂ g on Loi ich cua gidi phap xac thwc dién to
FPT

% FPT cung cAp mot giai phap toan dién cho mot hé théng
xac thyc dién tir dya trén 3 thanh nhan t6 cht yéu:
@ (Congnghé
@ Connguoi
@ Quy trinh

% Céaccanbo ky thuxét ctia FPT d4 c6 nhidéu nam nghién
ctru, xay dung trién khai cac hé théng PKI:

@ Héthdng két ndi Hai quan, Kho Bac cling cac ngan
hang
@ Héthdng national CABrunei...

% Phan6n cac hé théng trao ddi théng tin gitra Bo Tai
Chinh, cac ngan hang do FPT phat trién. Tich hop chir
ky s6 Iép céc (rng dung nay da nim trong chién lwoc
phét trien dai han cta FPT.

@ FPT-CAduoc xay dung dé dap tng tAt ca cac quy trinh
chuan ctia Bo , pht hop cho céc giao dich dién tt
theo luat dinh
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Bai toan:
o Hé théng thu ngan sach két ndi Kho Bac dén cac
case StUdy ngan ha%g °

Yéu cau:

© Sau khi nhan duoc yéu ciu tir cac ngén hang,
Kho bac sé& tién hanh khoi phuc sé thué, ky sé 1én
giao dich gi tra lai cho ngan hang.

o Sblwgng giao dich ma Kho bac can ky la rat I16n,
do d6 phai st dung phwong phép ky tw dong béng
HSM.

Giai quyét:

o Hé théng chirng thyc chi ky sé cong cong FPT-
CA

" o Hardware Security Module (HSM) AEP Keyper




Eﬂﬂ Fot glomaton Hé théng két ndi chwa tich hop chi
ky sb

Trung tam
trac déi

Hai Quan

Hé théng
_ thungan sach
két ni vGi ngan hang

Ngan hang A Ngan hang B
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G55 gz Hé théng két ndi duoc tich hop chi ky sb
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Bai toan:
o Hé théng két néi thanh toan lién ngan

Case study hang

Yéu cau:

o Cécngén hang khi dang nhap hé théng
dén hé thong lién ngan hang phai s&r dung
PKI token

o Thtcacac giao dich trao dbi gitra céc i
ngan hang deu phai dwg'c ma hoa, ky so
dé dam bao tinh bi mat.

Giai quyét:

o Hé théng chirng thuc chir ky s6

o USB PKI token dé luu trir khoa bi mat
cling nhw chirng thw s6.




G55 gz Hé théng két lién ngan hang tich hop chir
ky s6

2 DB TT Ba phwong
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Window sever

2. Get Certificates
Get CRL

Ludng giao tiép PRI Server
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Mb hinh PKI clia mét sb nwéc trén thé gisi

Eﬂﬂ Fotpformation Mb hinh hé 1héng CAfai My

QO S dung Bridge CA
(BCA) va chirng thuc
chéo dé twong tac ma
khong cé mét root CA

0 BCA déng vai tro lién
két gitra cac CA cong
cong va lién ket vei BCA
cliakhdi chinh phu -
Federal BCA.

O trisgeca e bridge cross Gortiicate pair
@ principal CA J—

peor CA
subordinate CA

GA certificate
s cross certificate pair

O




G55 seme M8 hinh

hé théng CA tai Nhat

Nhat Ban str dung mo hinh
BCA nhwng dwoc chia thanh
ba domain:

Q Hé thdng chirng thuc sé
dung cho chinh pht (GPKI)

Q Hé théng chirng thuc sé
danhcho dia phwong
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Q JPKldanh cho cong déan. - L=
G55 seme M6 hinh hé théng CAtai Han Quéc

Q Dat 11 triéu thué bao vao
nam 2005

20 triéu chir sO duoc cap
phattrén tng sé dan la 50

Q Hon 18 triéu thué bao vao . "
nam 2008 \ Garta | ; |
Q bén nay da cé' khoang gan
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Eﬂﬂ Fot formation Mo hinh hé 11'|6ng CAtai Vit Nam
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GG sz Két luan

@ Vi viée xuét hién ngay cang nhiéu nhu cau
trién khai cac dich vu céng, viéc trao doi thbng
tin hanh chinh giira cac co quan Ién trén he
thong mang, thi viéc ting dung ha tang PKI
ciing nhw chir ky s6 trong Chinh phd dién tr dé
dam bao an toan la mét huéng di can thiét cho
twong lai !
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