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BIDV<® Khai niém xac thyc

- Xac thwc (tieng Anh: Authentication - xuat phat
tir Authentic c6 nghia la “that”, “thwc”,“dich
thwe” hoac “chinh cong”) l1a mét hanh déong nham
xac lap hoac chirng thwwc mot ngwoi nao do (hay
mot cai gi dé) dang tin cay, co6 nghia la nhirng loi
khai bao do ngw®i dé dwa ra hoac vé cai dé la sw
that.

« Xac thwc mét doi twong con cé nghia la coéng
nhan nguon goc cua doi twong, trong khi, xac
thwe mot ngwdi thwong bao gom viéc tham tra
nhan dang cua ho.
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BIDV<® Khai niém xac thyc

Trong an toan thong tin may tinh néi chung va
giao dich ngan hang dién twr néi riéeng xac thwec la
moét quy trinh nham xac minh nhan dang so6
(digital identity) cua bén gwi théng tin (sender)
trong lién lac trao doi xtr ly théng tin chang han
nhw mét yéu cau dang nhap. Bén gri can phai
xac thwe cé thé 1a mét ngwei str dung may tinh,
ban than moét may tinh hoac mét phan mem.

*Viéc xac thuwc thwong phu thuéc vao mot hoac
nhiéu yéu to xac thwc (authentication factor) dé
minh chirng cu thé.
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BIDV@ Y nghia cua xac thwc

» Xac thwc la khau dac biét quan trong dé bao dam an toan
cho hoat déong cua hé thong théng tin dang nhw hé
thong ngan hang dién tu.

 Hé thong ludn luén trwéc tién xac thwe mot thwe thé khi
né co thir thiét lap lién lac. Khi dé6 nét nhan dang cua
thwec thé dwoc dung dé xac dinh sw truy nhap cta né
nhw mét dac quyen hodc dé dat dwoc sw san sang phuc
vu.

- Doi v&i cac giao dich ngan hang dién tir dién hinh nhw
giao dich qua ATM / POS, giao dich Online/lnternet
Banking, giao dich Mobile Banking... thi xac thwc 1a bat
budc trong quan ly truy cap.
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BIDV@ Cac yéu to xac thwce

Nhirng yéu t6 xac thwc danh cho con ngudi (ngudi s dung)

ndi chung cé thé dwoc phan loai nhw sau:

« Nhing cdi ma ngwoi str dung sé& hitu bam sinh, chang
han nhw dau van tay hoiac mau dang vong mac mat,
chuoi ADN, mau dang giong néi, chir ky, tin hiéu sinh
dién dac thu do co thé song tao ra, hodc nhirng dinh
danh sinh trac hoc (biometric identifier)...

- Nhitng cdi ngwoi str dung cé, chang han nhw chirng
minh thw, chirng chi an ninh (security token), chirng chi
phan mém (software token) hoac dién thoai di dong...

- Nhirng gi ngwdi str dung biét, chang han nhw mat khau
(password), mat ngiv (pass phrase) hodc ma so6 dinh
danh ca nhan (personal identification number - PIN)...

Chia sé co hoi, Hop tac thanh cong

www.bidv.com.vn




BIDV@ Xéac thwe da yéu to

 Trong thwc té, nhiéu khi mét té6 hop cua nhirng yéu té
trén dwoc str dung, lic d6 ngwdi ta néi dén xac thwe da
yéu to (Multi-factor authentication)

« Chang han trong giao dich ATM, thé ngan hang va ma so6
dinh danh ca nhan (PIN) dwoc sty dung - trong truong
hop nay dé la mét trong cac dang xac thwec 2 yéu to
(two-factor authentication — 2FA).

. Ciing trong vi du trén néu sir dung thém mot yeu to niva
nhw dau van tay chang han thi ta sé c6 xac thwc ba yéu
to (three-factor authentication- 3FA).

- Twong tw nhw vay cho xac thwe n yéu to (n 2 2): n-factor
authentication- nFA
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BIDV@ Mot s6 phwong phap xac thwe (1)

-Xac thwc dwa trén User Name (dinh danh ngwoi str dung) va
Password (mat khau): Sw két hop ciia mot cip username va password
c6 thé néi la cach xac thwe co’ ban nhat (va ciing pho bién nhat). Voi
phwong thirc xac thwec nay, théng tin cap username va password nhap
vao dworc doi chiéu véi div liéu lwu triv trén hé thong, néu trung khép
username va password, thi ngw®i str dung (User) dwoc xac thwe con
néu khéng ngwei str dung bi tir choi hoac cam truy cap.

-Né6i chung phwong thirc xac thwe nay cé tinh bao mat khéng cao 1am
vi nhirng ly do nhw thwong thi théng tin cap username va password
nhap vao dwoc gwi di xac thwce trong tinh trang plain text (ky tw van
ban thuan), tiec khong dwoc ma hoéa va cé thé bi chan bat trén dwong
truyén, tham chi ngay trong qua trinh nhap vao; 16 password do dat
qua don gian (dang ‘“123456’, ‘abc123’ v.v.) hodc dé doan (tén / ngay
sinh cua ngwi than...).
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BIDV@ M6t s6 phwong phap xac thwe (2)

-Giao thirc xdc thuc bat tay cé thde thiach - Challenge Handshake
Authentication Protocol (CHAP): Challenge Handshake Authentication
Protocol (CHAP) cing la mé hinh xac thwc dwa trén
username/password. Khi User c6 gang diang nhap (log on), may chu
(server) dam nhiém vai tréo xac thwc sé gri mét thong diép thwr thach
(challenge message) tré lai may tinh User. Luc nay may tinh User sé
phan hoi lai username va password dwo'c ma hoa. Server xac thwe sé
so sanh phién ban xac thwc User dwoc Iwu gitr v&i phién ban ma héa
vira nhan, néu trung khé&p thi User sé dwoc xac thwe. Ban than
password khéng bao gi&» dwoc glri qua mang.

- Phwong thirc CHAP thwong dworc str dung khi User dang nhap vao
cac may chu & xa (remote server) cua hé thong, chang han nhw RAS
server. Dir liéu chira password dwo'c ma héa doéi khi dwoc goi la hash
password (mat khau bam) theo tén cua phwong phap ma hoa dung cac
ham bam.
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BIDV@ M6t s6 phwong phap xac thuwe (3)

-Xdc thuc Kerberos: Kerberos 1a nén tang xac thwe chinh
cta nhiéu hé dieu hanh nhw UNIX, Windows... Xac thuwc
Kerberos dung mét server trung tam dé kiém tra viéc xac
thwe user va cap phat thé thong hanh (service ticket) dé
User c6 thé truy cap vao tai nguyén hé thong.

-Xac thwc Kerberos la mot phwong thirc c6 tinh an toan
kha cao nhé viéc dung cap dé ma hoéa rat manh.

-Kerberos ciing dwa trén dé chinh xac cua théi gian xac
thwe giira Server va Client, do d6 can phai dam bao két noi
dong bé th&i gian gilra cac thanh phan nay cta hé thong.
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BIDV@ Mot so phwong phap xac thwc (4)

-Xdc thuc str dung token (biéu trwng ky thuat sé): Token la
phwong tién vat ly nhw cac thé théng minh (smart card),
thé deo cua nhan vién (ID badge) chira thong tin xac thuwc
hoac bd tao OTP (One Time Password - mat khau dung
mét 1an).

-Tokens c6 thé Iwu trir ma s6 nhan dang ca nhan (PIN),
théng tin vé user, lwu gitr hodc tao ra password.

-Cac thong tin trén token chi co6 thé dwoc doc / xtr ly béi
cac thiét bj / hé thong dic dung. Chang han nhw thé théng
minh dwoc doc b&i dau doc thé smart card chuyén dung,
OTP dwoc xtr ly béi hé thong xac thwe str dung yéu tbé xac
thwe thr hai 1a mat khau dung moét lan.
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BIDV@ Mot s6 phwong phap xac thuwe (5)

-Xdc thwe dp dung cdc phwong phdp nhan dang sinh trac
hoc (Biometrics): Pay la mé hinh xac thwc co6 tinh bao mat
cao dwa trén dac diém sinh hoc cta tirng ca nhan, trong
do st dung cac thua tuc nhw quét dau van tay (fingerprint
scanner), quét vong mac mat (retinal scanner), nhan dang
giong noéi (voice-recognition), nhan dang khudén mat
(facerecognition) v.v.

-Nh& cac tien bd vwot bac cua céng nghé sinh hoc
phwong thirc xac thwe dwa trén nhan dang sinh trac hoc
ngay cang tr® nén phd bién va dwoc chap nhan réng rai.
Vi du xac thwe quét dau van tay hién da kha pho bién trén
cac may tinh xach tay, tham chi trén dién thoai di dong.
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BIDV@ M6t s6 phwong phap xac thuwe (6)

-Xdc thuc da yéu té (Multi-Factor Authentication): Pay la phwong thirc
xac thwe dwa trén nhiéu yéu to6 xac thwe két hop, 1a mé hinh xac thwe
yéu cau kiém chirng it nhat 1a hai yéu té xac thwe. Trong phwong thirc
nay co thé cé sw két hop ctiia bat cr yéu t6 nao, vi du nhw dac tinh
bam sinh, nhirng cai ban cé dé chirng minh hodc nhirng gi ban biét dé
chwrng minh.

-Mét vi du vé xac thwc da yéu to lién quan dén giao dich ngan hang
dién tr 1a xac thwe cha thé trong giao dich ATM (Yéu to xac thwe dau
tién cua ban la thé ATM (cai ban cd), sau khi dwa thé vao may doc ban
sé phai dwa tiép yéu to xac thwe thir hai la PIN (cai ban biét).

-Mét vi du khac la xac thwec ngwéi str dung dich vu giao dich Internet
Banking: Ban dang nhap v&i username + password sau dé con phai
dwa tiép OTP (mat khau dung mét lan) dwoc sinh ra trén token cua
riéng ban.
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BIDV@ Mét s6 phwong phap xac thuwe (7)

-Phuwong thirc xdc thwe 1an nhau (Mutual Authentication):
Pay la phwong thirc bdo mat trong dé cac thanh phan
tham gia giao tiép v&i nhau kiém tra xac thwe 1an nhau.

- Chang han trong mét hé thong mang Client/Server, trwéc
hét Server chira tai nguyén kiém tra “giay phép truy cap”
cta Client va sau dé Client lai kiém tra “giay phép cap tai
nguyén” cua Server.

-Ciing twong tw nhw vay khi ban thwec hién giao dich vé&i
hé thong e-Banking ciia mot Ngan hang ban can phai kiém
tra xem hé thong dé cé dung la cia Ngan hang cta ban
khéng va ngwoc lai hé thong e-Banking cia Ngan hang
ciing sé kiém tra ban.

Chia sé co hoi, Hop tac thanh cong

www.bidv.com.vn




BIDV@ Xac thwe da yeu t6 - Bao mat vs Tién dung

- An toan bao mat trong giao dich ngan hang dién tir 1a hét sirc quan
trong, trong dé xac thwec ngwdi str dung la mét trong nhirng khau cot
tor.

« V&i xac thwe da yéu to ta cé thé ting mirc do6 an toan bao mat Ién rat
cao nho viéc kiéem chirng nhiéu yéu té6 xac thwc. Hién nhién la mirc
dd an toan bao mat sé cang cao khi so yéu to xac thwe cang nhiéu.

« Tuy nhién, khi s6 yéu to6 xac thwc I&n thi hé thong cang phirc tap kéo
theo chi phi dau tw va duy tri van hanh ton kém, dong th&i lai bat tién
cho ngwei str dung. Do vay, trén thwc té dé can bang gitra an toan
bao mat va tinh tién dung ngwoi ta thwéng ap dung xac thwe hai yéu
td va xac thwc ba yéu to.

- Nén lwu y rang xac thwec da yéu to du ¢6 mang lai mirc dd an toan
bao mat cao hon, nhwng vé ly thuyét ciing khong thé la tuyét déi an
toan nén chung ta khong bao gi®» dwoc chu quan trong linh vwc an
toan théng tin.
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