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How would you 
infiltrate/attack/affect 
a wide swath of 
critical infrastructure 
facilities in the United 
States? 
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Targeting 

Targeting is the process for selecting and prioritizing targets and 
matching appropriate actions to those targets to create specific desired 
effects that achieve objectives, taking account of operational 
requirements and capabilities.  

 

- Targeting: Air Force Doctrine Document 
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Substations 
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Generating 
facilities 
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Steel plants 
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Massive BP 
Refinery 
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Massive BP 
Refinery 
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Software 
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Software 
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What if I had: 
• Photo 
• Work location 
• Email address 
• Job description 
• Professional history 
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Targeting 

Targets are areas, complexes, installations, forces, equipment, 
capabilities, functions, individuals, groups, systems, or behaviors 
identified for possible action to support the commander’s objectives, 
guidance, and intent. 

 

- Targeting: Air Force Doctrine Document 
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Target Development 

Target development is the systematic evaluation and analysis of target 
systems, system components, and component elements to determine 
high value targets (HVTs) for potential lethal or non-lethal attack. 

 

- U.S. Army Open Source Intelligence Manual 
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High Value Targets 

 HVT – points that maximize payoff for attacker 

 Defenders often at disadvantage due to differing perceptions of risk:  
 Subsidiary: Utility of an energy holding company 

 Enterprise: Entire organization 

 Nation: Entire country 

 Community/location: national capital area 

 Up and down-stream dependencies 
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HVT victim vs vector 

 Utility as victim 
 Desired effect: make money 

 Means: power outage to extort utility 

 Utility as vector 
 Desired effect: greater economic influence 

 Means: power outage affecting major competitive export sector (steel, 
automotive, oil, etc.) 
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Target Chaining 

 Each piece of information may be used to achieve an objective in 
another campaign 

 What do you need to exploit in 
order to exploit what you  
ultimately want to exploit? 

 Example: RSA SecureID 
compromise rumored to be  
used against LMCo, Northup, 
L3 
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System of Systems Analysis 

Functions 
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SOSA – Simplification of Electric Grid 
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SOSA – Simplification of Electric Grid 
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SOSA leads to HVT identification 
Vendors Asset types 
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Integration 
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has access to 
the EWS used 
to configure 
the protective 
equipment for 
the target 
area served? 
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SOSA leads to HVT identification 
Vendors Asset types 
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SOSA leads to HVT identification 
Vendors 
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Market ops Cloud services 

Market Share 
Product Type 
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What vendors have 
cloud services for 
market operations? 
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SOSA leads to HVT identification 
Fnctl Assets 
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What regulator 
maintains 
information about 
asset owner 
control centers, 
and employees 
who work there? 
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Internet-Derived Targeting 

 Using the Internet as a targeting platform 
 Base target lists off what information is readily available 

 Benefits: low cost, low risk approach, favorable for cyber operations 

 Drawbacks: information may be dated or misleading, not as favorable for 
kinetic operations 

 Not necessarily exclusive of other intelligence/targeting methods 
 Example: IDT can inform HUMIT targeting; multiple intelligence collection 

methods can be used as “sanity checks” 

 



How would you infiltrate 
an Iranian nuclear 
enrichment facility? 
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Army War College: Checking Iran’s Nuclear 
Ambitions – Jan. 2004 

Covert action would probably be the most politically 
expedient way for the United States to disrupt Iran’s nuclear 
program. It might include one or more of the following: 
 harassment or murder of key Iranian scientists 
 disruption or interdiction of key technology or material 

transfers… on land, in the air, or at sea 
 introduction of destructive viruses into Iranian computer 

systems controlling the production of components or the 
operation of facilities 

“The challenges of U.S. Preventative Military Action” Michael Einstadt 
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NYT Article – Jan. 2009 
The covert American program, started in early 2008, 
includes renewed American efforts to penetrate Iran’s 
nuclear supply chain abroad, along with new efforts, 
some of them experimental, to undermine electrical 
systems, computer systems and other networks on which 
Iran relies. It is aimed at delaying the day that Iran can 
produce the weapons-grade fuel and designs it needs to 
produce a workable nuclear weapon. 
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Aviation Week Article – Feb. 2010 
The vanguard of Israel’s cyber-warfare 
efforts is focused on blocking Iran’s 
nuclear ambitions. A U.S. expert said 
recently that malware could be inserted, 
disrupting the controls of sensitive sites 
like uranium enrichment plants. … Israeli 
intelligence has tried to insert malware 
that can damage information systems 
within Iran’s nuclear program. The 
systems are not connected to the Internet, 
but to equipment sold to the Iranian 
government  
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Q1 2011: Stuxnet “Consensus” 
NYT article: 
 
Tested at Oak 
Ridge and 
Dimona 
 
INL: Siemens 
portion? 
 
USB vector 
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Was it really (just) via USB? 
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Leveraging existing capabilities: Customs – Nov. 2008 
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Leveraging existing capabilities: Customs – Apr. 2009 
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Siemens support forum – Jul. 2009 
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Blog and Resume 
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Stuxnet OSINT 
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NEDA & Siemens 
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Neda article in Control Magazine – Jul. 2012 
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NEDA added to Department Of Commerce 
Entity list – Sep. 2008 
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Indictments link NEDA to Iran’s Military Procurement 
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NEDA sanctioned for Natanz – Dec. 2012 

The companies placed under 
sanctions were Pouya Control, 
Iran Pooya, Aria Nikan Marine 
Industry, Faratech, Neda 
Industrial Group, Tarh O 
Palayesh and Towlid Abzar 
Boreshi Iran. 

Neda Industrial Group (Neda) is an Iranian entity 
with strong links to the Iranian nuclear program, 
including the manufacture and procurement of 
proscribed equipment and material for use at Iran’s 
Natanz Uranium Enrichment Facility.  Since at least 
2011, Neda has attempted to procure from foreign 
entities sensitive centrifuge-related components that 
have direct application in Iran’s nuclear program. 
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NEDA Timeline 



How would you 
infiltrate/attack/affect 
a wide swath of 
critical infrastructure 
facilities in the United 
States? 
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SOSA leads to HVT identification 
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Internet Derived Targeting: Major Integrators in USA 

2013:  
Wood Group Mustang; SI revs: $95 MM 
Maverick Technologies: $ 65 MM 
Prime Controls: $46 MM 
 
2012: 
Mustang Engineering; SI revs: $90 MM 
Keller Technology; SI revs: $65 MM 
Maverick Technologies; SI revs: $58 MM 
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Customer Lists! 
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Pivoting for employee information 

• Validate email addresses 
• Craft highly targeted malicious emails 
• Wait for “phone home” 
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Actual results of spear phishing simulation – clicks 
from these titles: 
 Control Room Supervisor 

 Instrument Technician 

 Automation Technician 

 Pipeline Controller 

 Process Controls Engineer 

 Senior VP Operations and Maintenance 

 Equipment Diagnostics Lead 

 10 other various engineers 
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SOSA leads to HVT identification 
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Transmission 
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cloud services for 
market operations? 
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Web services for market operations 
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SOSA leads to HVT identification 
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Regulatory/Reliability Environment 

Just monitor Web pages! 
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Example: Standards of conduct 

 FERC Standards of Conduct, Section 358.7(f)(1): A transmission 
provider must post on its Internet website the job titles and job 
descriptions of its transmission function employees. 
 Organizational charts 

 Job descriptions 

 Names, usernames (email), phone numbers of people holding those 
positions 
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Example: Info on backup control centers 

 Several presentations from a working group on system reliability were 
shared to a public Sharepoint site (meant to be shared to privately).  
 Critical Intelligence noted potential impact to our customers, and reported 

to offending party, which removed them quickly 

 Who else grabbed these? 

 Were other affected parties notified? 

 What prevents this from happening again? NOTHING! It Did! 
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Example: State regulatory filings 

 State bodies regulate investor owned utilities 
 Utilities commissions 

 Environmental regulators (air and water quality) 

 Photographs 

 Engineering diagrams 

 Employee contact information 



Defense: 
Reconnaissance 
Surface Management 
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Reconnaissance Surface Management Toolset 

 OPSEC 

 Whitewash 

 Honey/canaries 

 Deception 

 Back hacking 
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Defense: OPSEC 

Intelligence collection and analysis is very much like 
assembling a picture puzzle. Intelligence collectors are 
fully aware of the importance of obtaining small bits of 
information (or ‘pieces’ of a puzzle) from many sources 
and assembling them to form the overall picture. 
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Example information from NERC PSIG 

 Function and physical location of assets 
 Network topology (cyber and physical) 
 Contingency facilities, emergency response plans 
 Communications assets 
 Key suppliers and customers 
 Risk assessment results, audit results, impact assessments 
 Security operating procedures 
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No SCADA selfies! 
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RSM operational elements 

1. Disclosure Prevention 
 Information classification, Policies, Training, Pre-release “scanning”  

2. OPEC Assessment:  
 What have you already disclosed?  

 How do you deal with existing disclosures? 

3. Continual Monitoring: What are you (your employees) disclosing now? 
 Regulatory filings, job postings 

 Social media 
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Anti-IDT Recommendations 

 Obtain threat intelligence with specific ICS focus 
 These are your crown jewels!  

 You were getting commercial threat intel for IT stuff but not for ICS stuff 
??? 

 Government-provided intel is good, but insufficient 

 OSINT black box Internet-derived targeting for all critical 
infrastructure asset owners 
 More than standard penetration test – must consider possible operational 

**kinetic** impacts 
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