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ME?

+ Simon Roses Femerling

¢ Founder & CEO, VULNEX www.vulnex.com

¢ Blog: www.simonroses.com

¢ Twitter: @simonroses

¢ Former Microsoft, PwC, @ Stake

¢ DARPA Cyber Fast Track award on software security project

¢ Black Hat, RSA, OWASP, SOURCE, AppSec, DeepSec, MSFT TECHNET
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TALK OBJECTIVES

+ Secure development

+ Verify software security posture
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1. Secure Development



1. MICROSOFT SDL

Training ' Requirements Design Implementation " Verification ~ Release

o Core training o Definequality o Attacksurface o Specify toals o Dynamic/fuzz ~ » Response plan
gates/bug bar analysis o Enforcebanned ~ testing e Final security
o Analyzesecurity o Threatmodeling  functions o Verify threat review
and privacy risk o Static analysis mfr’fdﬂ'ﬁr'ﬂﬁﬂfk » Release archive
surface

i e e e
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1. OPENSAMM

SAMM Overview
Software

Development

Business Functions

(] Vrinsion

Security Practices
Strategy & Education & Security Design Security Environment
Metrics Guidance Requirements Review Testing Hardening
Policy & Threat Secure Code Vulnerability Operational
Compliance Assessment Architecture Review Management Enablement
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1. IT'S ABOUT SAVING MONEY!

Y Desion gl implementation Jil  verification i Rolcoec 2

Figure 1: Cost of Bug Elimination in the Soffware Development Lifecycle [NIST Z002]
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1. LET'S AVOID

D-LINK ROUTER BACKDOOR

W AirPlus G .
muyzmwm

‘ | tome IR P T
255*?_-:;5_:"&:;5:::_:":_““: CVE-2013-6462: Stack buffer overflow (20 years old)
°
Multiple CVEs:
‘ e CVE-2013-5359
' . e CVE-2013-5358
PlCC]S(] e CVE-2013-5357
e CVE-2013-5349
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1. BINARY INTELLIGENCE

File ‘
Information |

. Size

e Hash

e Timestamp

e Strings

Security |

Mitigations |

e DEP

e ASLR

e Stack Cookies

VULNEX

OFFENSIVE & DEFENSIVE CYBER SECURITY

N

£ 1010100\
© 100101010
110010100
10110107

) ¥4

_

4

——

Name
Version

- Vulnerabilities |

N

Unsafe API
Weak Crypto
Backdoors

RSACONFERENCE2014



RSACONFERENCE2014

FEBRUARY 24 - 28 | MOSCONE CENTER | SAN FRANCISCO

2. Security Mitigations



2. SOME COMPILERS OFFER GOOD SECURITY
DEFENSES

+ Visual Studio f"bf

+ GCC \é

g
¢ LLVM (Xcode) ‘

YW wrec
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2. SDL MICROSOFT GUIDE 5.2

. “Use minimum code generation suite and libraries. For unmanaged, native C/C++ code, use Visual C++ 2010 as it offers all the SDL-
mandated compiler and linker flags, including /GS, /IDYNAMICBASE, INXCOMPAT, and /SAFESEH. For managed code, use Visual
Studio® 2008 SP1 or later. Use the currently required (or later) versions of compilers to compile options for the Win32®, Win64, WinCE,

and Macintosh target platforms, as listed in Appendix E: SDL Required and Recommended Compilers, Tools, and Options for All Platforms. The

biggest change in Visual Studio 2008 SP1 and later is Data Execution Prevention (DEP) support, enabled by default for all binaries, which

can help protect against classes of buffer overrun.”

. “For unmanaged C or C++ code, BinScope must indicate a "Pass" in the compiler version field for all binaries. For managed code, an

attestation is required that the compiler version used to ship the product is the version outlined in this document or later.”

. “Banned application programming interfaces (APIs). All native C and C++ code must not use banned versions of string buffer handling
functions.”
http://www.microsoft.com/en-us/download/confirmation.aspx?id=29884

VULNEX 14
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2. Visual Studio Defenses

/Analyze (1) /Analyze /Analyze
/GS /GS (2) /GS (2)
strict_gs_check strict_gs_check strict_gs_check
/Hotpatch /Hotpatch /Hotpatch
/SafeSEH /SafeSEH /SafeSEH
/DYNAMICBASE /DYNAMICBASE /DYNAMICBASE
/NXCOMPAT /NXCOMPAT /NXCOMPAT
/SDL

1) Only available in Visual Studio Ultimate
2) Defense enhanced

RSACONFERENCE2014



2. Visual Studio Defenses =

+ Stack buffer protection (/GS) ,M

+ Code Analysis

+ Data Execution Prevention (DEP)

» Address Space Layout Randomization (ASLR) el |

+ Security Development Lifecycle (/SDL)(VS 2012) s Tl I |,

+ /sdl causes SDL mandatory compiler warnings to be treated as errors during compilation.

+ /sdl enables additional code generation features such as increasing the scope of stack
buffer overrun protection and initialization or sanitization of pointers in a limited set of well-
defined scenarios.

VULNEX 16
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2. GCC Defenses

GCC4.3

GCC4.4

GCC4.6

GCC4.7

-Wall

-Wformat-security -
Wformat

-fstack-protector-
Wistack-protecto

-fstack-protector-all -
Wstack-protector

-z relro

-fPIE/ -pie
-D_FORTIFY_SOURCE=1
-D_FORTIFY_SOURCE=2

VULNEX
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-Wall

-Wformat-security -
Wormat

-fstack-protector-
Wstack-protector

-fstack-protector-all -
Wstack-protector

-z relro

-fRIE/ -pie
-D_FORTIFY_SOURCE=1
-D_FORTIFY_SOURCE=2

-Wall

-Wformat-security -
Wrformat

-fstack-protector-
Wistack-protector

-fstack-protector-all -
Wstack-protector

-z relro

-fPIE/ -pie
-D_FORTIFY_SOURCE=1
-D_FORTIFY_SOURCE=2

fer

-wall

-Wformat-security -
Wormat

-fstack-protector-
Wistack-protector

-fstack-protector-all -
Wstack-protector

-zrelro

-fRIE/ -pie
-D_FORTIFY_SOURCE=1
-D_FORTIFY_SOURCE=2
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2. GCC SECURITY

0
+ Decent security defenses by not enabled by default Q)

+ Mudflap Pointer Debugging (removed in GCC 4.9, in favor of Address Sanitizer)

+ Instruments for buffer overflows

¢ Address Sanitizer (http://code.google.com/p/address-sanitizer/) GCC 4.8

+ It finds use-after-free and {heap,stack,global}-buffer overflow bugs in C/C++ programs.

+ -fstack-protector strong included in GCC 4.9, previous version as a patch

OFFENSIVE & DEFENSIVE CYBER SECURITY

RSACONFERENCE2014


http://code.google.com/p/address-sanitizer/

1) Enhanced defense

. LLVM Defenses

LLVM 2.9 LLVM 3.0 LLVM 3.1 LLVM 3.2
GCC GCC GCC GCC
compatibility compatibility compatibility compatibility
defenses defenses defenses defenses
--Analyze --Analyze --Analyze --Analyze
(Clang) (Clang) (Clang)(1) (Clang)(1)

12,

e
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2. LLVM SECURITY

«+ Some mitigations enabled by default (%%

{7

+ Clang Static Analyzer

¢ http://clang-analyzer.llvm.org/available checks.html

\II_ILNE)( 20
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2. DEVELOPERS! DEVELOPERS!

+ No excuse, build & ship software with defenses enabled

Developers, developers, developers, developers!
Developers, developers, developers, developers! ;
Developers, developers, developers! developers! |

VULNEX 21 ACONFERENCEZOM
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3. BinSecSweeper



3. Why BinSecSweeper?

+ BinSecSweeper is VULNEX binary security verification tool to ensure applications have been built

in compliance with Application Assurance best practices

¢+ The goal for BinSecSweeper is a tool:

+ Developers can use to verify that their output binaries are safe after compilation and before

releasing their products
+ IT security pros to scan their infrastructure to identify binaries with weak security defenses or
vulnerabilities.
+ BinSecSweeper is a cross platform tool (works on Windows and Linux) and can scan different file

formats: PE and ELF.
BinSecSweep:

VULNEX RSACONFERENCE2014



3. FEATURES

+ 100% open source 'g pgthon

+ Easyto use

¢ Cross-platform works on Windows & Linux

+ Scans Windows (PE) and Unix (ELF) files for security checks
+ Configurable

+ Analysis Engine

+ Extensible by plugins

+ Reporting

OFFENSIVE & DEFENSIVE CYBER SECURITY
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3. BinSecSweeper in Action |

@ VULNEX - 8

inSecSweeper v.6 - VLC

File Tools .Help

A9 s %

Files | Directo

ries | Summary |

e | elE]

Data
Filename:
File Size:
File Type:
MD5:
SHA1L:
SHAZ56:
Entry Point:
Type:
Timestamp:

C:\Program Files\Wideol AN'WLC \pluginsyaudio_outputibadummy _plugin. dil
C:\Program Files \VideoLAN'WLC \plugins\audio _outputVibdirectsound _plugin.dil
C:\Program Files\VideoLAN'WLC \plugins\codecibadpom _plugin. dil

C:\Program Files \WideoLANWLC \plugins \codecibaraw_plugin. dil

C:\Program Files\Videol ANYWLC \plugins\codec iberystalhd _plugin. dil
C:\Program Files\VideoL ANWLC \plugins\codec\libovdsub_plugin. dil
C:\Program Files\VideoLAN\WLC \plugins \codeclibdmo _plugin.dil

C:\Program Files\ideoLANWLC \plugins\codecibedummy_plugin.dil
C:\Program Files\Videol ANWLC \pluginscodec\libdxva2_plugin.dil

C:\Program Files Wideol ANWLC \plugins \codec Yiblpem_plugin. dil

C:'\Program Files\videoLAN\WLC \plugins\codecYibmpeg_audio_plugin.dil
C:\Program Files\WideoLAN\WLC \pluginscodecliblibmpeg2_plugin.dil
C:\Program Files\Videol AN\WLC \plugins \codec\ibrawvideo_plugin. dil
C:'\Program Files\WideoLAN\WLC \plugins\codec\ibopus _plugin.dll

C:\Program Files\videoL AN\VLC \plugins\codec\libscte27_plugin. dil

C:\Program Files\Wideol ANYWLC \plugins\access\ibdshow_plugin.dil
C:Program Files \WideoL AN WLC \plugins \audio_filter Vibaudio_format_plugin. dil
C:Program FilesWideoL AN'WLC \plugins\audic_filter Vibparam_ea_plugin. dil

Value
C:'\Program Files\VideolL ANWLC wic.exe

€ PE32 executable for MS Windows (GUI) Intel 80386 32-bit
c13de 3fa7a37a382c5M29 1F09f862 1b58e 1638

42b4f834a 1c7f0a% 3 198¢ 1 780049 193 1bc 1dd 1 59achedc96096 776904336

Ox14c0
4

File Info [Log | Strings |

VULNEX
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Results | N-Grams | Bytes Frequency |

Tile: Windows Unsafe API
Desc: |Unsa‘fe APl Detected

= 0x0040f368: _snwpnntf
Potential Unsafe = 0x0040f3b4: strlen
AP (4): « 0x0040f3d4: weslen

= 0x0040f3a0° memcpy
Rk e
Tile: |'—Te3t Plugin
Desc: |Ha|l0 from the test plugin
Rk over
Tile: Adobe Malware Classifier
Desc. [File: DIRTY
Risk Level:
Tile- [Windows ASLR Detection
[Desc: |ASLR Detected
Risk Leval
Tile: .[.'W'indnws Packer Detection
Desc: |N0 packer found
Risk Lavel:
Tile: Windows Stack Cookies (GS) Detection
Desc: |NO Stack Cookie Detected

ﬁSA'CONFERENCEzom




3. BinSecSweeper in Action |l

VULNEX - BinSecSweeper vD.6

File Tools Help
QA @ %

Files | Directories | Summary
/!

~ Scanned Files (96)
~ &3 High (85)

[ > |

Results | M-Grams | Bytes Frequency
||

Security Checks

[2]

Ibin/kitl |Risk Level: |
/bin/bzcat |Ti|e: |Stacl< Canary Detection
/binfping |Desc: |Stacl< Canary Detected
/binfdmesg
Ibin/ntfsfix [Risk Level: |
Jhin/mknad [Tile: [NX Detection
/binfvmmouse_detect - |DeSC: |NX Detected
Data Value |RiS|< Lewvel:
Filename: /bin/login |Ti|e: |PIE Detection
File Size: 43296 [Desc: [NO PIE Detected
File Type: A ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV). dynar
MD5: 24c5afbd014980bea’9990fbfalae957 |Risk Level:
SHAL: 237e87fb82cb289edc 1F6b0F3 20d088d44d65¢ 2a [Tile: |[Fortify Source Detection
SHAZ256: 75983 2de90daaflc5ab62821a5ab94 3ef1dc69904327901 fceeS5e: | DESC! [Fortify Source Detected
e _ snprintf_chk
. e _ strncpy_chk
(<] L [>] ES:égoiZu(rgﬁ e« _ printf_chk
File Info | Log ‘ Strings I e syslog chk - I 5

|Scan completed!

VULNEX

OFFENSIVE & DEFENSIVE CYBER SECURITY
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3. Current Windows Checks

CHECK DESCRIPTION

Address space layout randomization (ASLR) Checks if binary has opted the ASLR. Link with /DYNAMICBASE

Stack Cookies (GS) Verifies if binary was compiled with Stack Cookies protection.
Compile with /GS

HotPatch Checks if binary is prepared for hot patching. Compile with /hotpatch

Compatible with Data Execution Prevention (NXCOMPAT) Validates if binary has opted hardware Data Execution Prevention
(DEP). Link with /NXCOMPAT

Structured Exception Handling (SEH) Checks if binary was linked with SafeSEH. Link with /SAFESEH

Abobe Malware Classifier Analyzes binary for malware behavior using machine learning
algorithms

Visual Studio Compiler Fingerprinting Identifies if binary was compiled with Visual Studio and version

(2005, 2008, 2010 & 2012)
Packer Checks if binary has been packed

Insecure API Check if binary uses banned API 4

YW wrec
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3. Current Linux Checks

CHECK DESCRIPTION

Fortify Source Checks if binary was compiled with buffer overflow protection
(bounds checking). Compile with —D_FORTIFY_SOURCE=X

Never eXecute (NX) Verifies if binary was compiled with NX to reduce the area an
attacker can use to perform arbitrary code execution.

Position Independent Code (PIE) Checks if binary was compiled with PIE to protects against "return-to-
text" and generally frustrates memory corruption attacks. Compile
with —fPIE -pie

RELocation Read-Only (RELRO) Validates if binary was compiled with RELRO (partial/full) to harden

data sections. Compile with —z,relro,-z,now

Stack Canary Checks if binary was compiled with stack protector to protect against

stack overflows. Compile with —fstack-protector

YW wrec
VULNEX RSACONFERENCE2014




3. Plugin Example: Windows ASLR

win aslr detect(scanpluginclass) :
1= F dnmit [=elf) =
super (win aslr detect, sSel1f) . imitc [

=elf RegisterPlugin ()

)
M
H

RFegisterPlugin (s=1Ff) =

d = {"name"™:"Windows L5LRE Detcection™,
Tos™I "WHindows"™,
Mool TanyT,

scelf . .SecPluginInfollew (d)

!
M
H

DoetiwvatePlugin (el f) =

safe = self.risk red
istTcr= " -

pe _class = self.GetFileParsexr ()
pe = pe_class.GecFEFP ()

if pe =— None: retiarm

1f pe.OPTIOCHAL HEADER.DILICharacteristics & pe_class.DYNAMICEASE FLAG:

istr = "ASLERE Detcected™
safe = self.risk greemn
istr = "NHNO ASLR Detected™
safe = self.risk red
dl = {"mam=e": self.GecPluginInfoDatca ()} .,
T"s=afe"r=z=afe,
Tcategory™ i "infao™,
Tcicle™::"Windows AST.R Detcectcion™,
T"Tdesc™: i=str,
¥

W wrsc
RSACONFERENCE2014
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(i
i
H

3. Plugin Example: Linux fortify source

BoectciwvatePlugin (sel1Ff) =

add datca = C
= Tfuncs = C
count = = 0O

1
1

=1Ff class = self.GecFileFarsex ()
=1Ff = =elFf class.E=cFFE()

im elf.icvcer ssections()
dsdnscance (seccion, SvmbolTableSectcior) =

iF "sh entsize"] == =
fTor nsSym, Symizol In enumerate (Ssection.diter swvmlbeols () ) =
s = bytesdostrr (syvmlicol @ nianme )
if o Sscack cochk fail™ inmn S and "_chk™ in == ot "TLIBCT™ in =S=:
= = 0O

= Tfuncs . append (s=s)
count Fs+=1

i fF £= oz
= "TFortify Source Functions (T=)" T scxr(count_ £©s)
2dd data.append (( (&, £ Tuncs) )
dl = {"mnam=": self.GecPluginInfoDatca () »
Tzarfe"iself.risk gOrecen,
Tcategory ™ @ "info™,
"Tcitle"::"Forcify Source Detcectcion™,
Tdesoc™ "Forcify Source Detcectced™,
Tadd data™:add datca
H
dl =— {"mnmnam=": self.GecPluginInfoData () »
TszarfeTiself.risk xred.,
Tocategorry™Tr"info™,
"Tcitle"::"Forcify Source Detcectcion™,
Tde=soc™ "> Fortctify Source Detected™
¥

scelf.SecPluginBesultcsHNaeww (A1)

VULNEX
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3. Reporting

SRE_PROJECTSNC £ - 2 | BinSecSmecper Repart

BinSecSweeper Report

Table of Content

* Sean Sumnmary

+ CoProgaam, Fikea T-Zig Tadll

Scan Summary

[rap=

|Sees: Dase. 2013-11-11
Fean Time.

Eﬂul Files Scarsed H

Back 1o Table of Content

CiProgram Files\7-ZipV7T-zip.dll

EEEDES
5313107 F00eS[1 Tatbabeo0deost
(ZTTe6 8e 34301 191 caB0 bhiars 0 3IBIeaala et
I:I}HHMF}W])M;.‘PI(I.'HA.‘M)“}&.‘ TIbERIBeCSI0sS allacin
PE32 executable for M5 Wisdows (DLL) (GUT) lnsel 50386 33-bat

J[Windows Cempibe: Drtecticn ]
ler [}

[Compues: Uzimow Co

[
Tile: [\ sndorws Stack Covkses (G3) Detection
Dese: 1

%0 Stacke Cocloe Detected

[ Covet.
Tile: Test Plugan
Dnc- el from fhe test phugis 1l
[ Tevet AILL

e Windews ASLE Detection,
[Deesc: 140 ASLE. Detected ||

il [ indows NXCOLPAT (DEP) Detectzon |
[Deac: [0 SXCOMPAT (DEF) Desected 1l w

VULNEX
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3. BinSecSweeper: what’s next!

+ More plugins:
+ Windows, Linux, etc.
+ Mobile
+ Malware
+ Backdoors
+ Compilers

+ Packers
+ Metrics panel

+ Diff across product / versions

RSACONFERENCE2014



3. BinSecSwepeper: where?

+ Download BinSecSweeper software from www.vulnex.com

+ After RSA USA (please give us a couple of weeks to finish up
doc ©)

YW wrec
VULNEX , RSACONFERENCE2014
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4. Remember Picassa?

@ VULNEX - BinSecSweeper v0.5

=@

2

File

Tools

Help

@ & %
Files | Directories I Summary |

Results

| -

mn

B~ Scanned Files (13) +|| |Desc: |File: UNKNOWN
E1-EJ High (13) B
I Sdultin st nisrtioecoiney i RiskLevet: |
C:'\Program Files\Google \Picasa3\npPicasa3.dll Risk Level:
C:'\Program Files\Goegle \Picasa3\gtsupport.dil |Ti|e: |Windnws NXCOMPAT (DEP) Detection
C:'YProgram Files\Google Picasa3\Uninstall.exe N
C:'Program Files\Google \Picasa3\MovieThumb. exe |DBSC. |NO NACOMPAT (DEP) Detected
C:'\Program Files\Google \Picasa3\Picasalpdater .exe
C:'Program Files\Google\Picasa3\cdautorun\PicasaRestore, exe = |R\5k Level- |
C:'YProgram Files\Google\Picasa3\cdautorun\PicasaCD.exe . 8 - -
C:'Program Files\Google Picasa3\plugins \Red. dil |TI|EZ |“'\"”-|dnv"'S Compiler Detection
C:'YProgram Files\GooglePicasa3\PicasaPhotoViewer . exe |Desc: |C0mpller: Visual Studio 2008
C:'Program Files\GooglePicasa3\setup.exe
C:'YProgram Files\Google\Picasa3\Picasa 3. exe
CrProgyam Fies\Google Picasa3 Picasac3 rec e I
- g;d‘“m | [Tie: [Windows ASLR Detection
¥ IO ~|| [pese: [NO ASLR Detected
Data Value
Filename:  C:\Program Files\Google\Picasa3\Picasa3.exe - - -
Hile Size: 9992472 |T|Ie: |W|nduws SAFESEH Detection
File Type: @) PE32 executable for MS Windows (GUI) Intel 80386 32-bit |[]E.3cj |SAFESEH Detected
MD5: 8254cd 23040b25a6436cab5b05cc7555
SHAL: 55c0bsbcl 128a8364b42ebe9192603df6 258374 .
SHA2SE:  74d327d7cDfsebazdbes4da015h4sh 55945571399 189 13bafdcfsaded; | | | FSK Level _
Timestamp: 1385039110 |T|Ie: |W|nd0ws Packer Detection
|Desc: |ND packer found
|Ti|e: |Wind0ws Stack Cookies (GS) Detection
|Desc: |Stack Cookie Detected
< T ¥ 'Izlumber of G5 ‘1139
uncs:
File Info |Log | Strings |

Scan completed!

VULNEX
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255

Missing: ASLR + DEP
Good: Stack Cookies

But was still exploitable!
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4. Are you compiling your app with zlib.dll ?

@ VULNEX - BinSecSweeper v0.6 - zlib128

File: Tools  Help

D &

Files _: Directories I Sn.l'rma_rﬂ

3

Scanned Filas (1)
=-6d High (1)
----- C:\serswulnex\Downloads \zlib 128 -dil\zlib 1. dil
{47 Medium
oK
INFO
Data value
Filename: C:'\Userswulnex \Downloads \zlib 128-dil\zlib 1.dll
File Size: 107520 :
File Type: &) PE3Z executable for MS Windows (DLL) (console) Intel 80386 32-bit
MDS: 29911346 7c8944020f95470d5e470
SHA1: 3cheee30fc0a7e980793 1hcOdafeebs 2 7042bfcg
SHA256: 42967a d9ces51 4d63754c3c41739e 7d88f4e 39cd 7354 Mfac71
Entry Point: 0x 140
Type: oLL
Timestamp: 1368448928
< | 10

VULNEX

OFFENSIVE & DEFENSIVE CYBER SECURITY

el . S

Results | N-Grams | Bytes Frequency |

Risk Lever L ]
Tile: Windows Packer Detection
| Desc: |ND packer found
[Risk Level: y |
Tile Windows NXCOMPAT (DEP) Detection
Desc: MO NXCOMPAT (DEP) Detected
Tile: Windows Stack Cookies (GS) Detection
Desc NO Stack Cookie Detected
[;I'lle.' Windows Unsafe API
Desc Unsafe API Detected
= 0x62e9d1e4: _vsnprintf
—— = Ox62e9dl1ed: _vsnprintf
API (5) = 0x62e9d224: strlen
= 0x62e9d22c: weslen
= 0x62e9d210: memcpy

[Risk Love ———————————
Tile: Windows ASLR Detection

[Desc [NO ASLR Detected

Risk Level =
[Tile: ‘Windows SAFESEH Detection

Desc NO SAFESEH Detected

36
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4. Are your 3rd party components improving?

¢+ Python 2.7 -> sqlite3.dll

|Risk Level:

[Tile: Windows NXCOMPAT (DEP) Detection

|Desc: INO NXCOMPAT (DEP) Detected

Rsclee: I
Tile: |Windows ASLR Detection

Desc: INO ASLR Detected

+ Python 3.3 -> sqlite3.dll

Rizk Level:
Tile: Windows ASLE Detection
Desc: MO ASLRE Detected
VULNEX 37
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4. A DLL inside a well-known software

Recioe I
[Tile: |Windows ASLR Detection
[Desc: |[NO ASLR Detected
. 20900000 0
[Tile: |Windows NXCOMPAT (DEP) Detection
[Desc: [NO NXCOMPAT (DEP) Detected
[Risk Level: .7
[Tile: |Windows Unsafe API
|Desc: |Unsafe API| Detected
= 0x00407170: strcpy
= 0x004071bc: strncpy
= 0x00407168: strcat
= 0x00407164: strncat
= 0x00407244: wsprintfA
= 0x004071d8: sprintf
Potential Unsafe = 0x004071c8: _vsnprintf
APL (14): = 0x004071b8: _snprintf
= 0x004071c3: _vsnprintf
= 0x004071bc: strncpy
= 0x00407164: strncat
= 0x004071cc: sscanf
= 0x0040716c: strlen
= 0x0040715c: memcpy

VULNEX 38
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4. The most common word inside a Microsoft binary?

Total N-Grams

| 12 3 4 15 6 7 8 9 10
Total 1208 12150 |2464 12535 12560 |2557 12516 |2452 2376

Top 10 N-Grams

‘24_:|ram ‘Frequency |3gram ‘Frequency |¢1gram ‘Frequency ‘ﬁgram ‘Frequency ‘ﬁgram ‘Frequency ‘?gram ‘Frequency |Bgram |Frequency ‘Bgram ‘Frequency ‘1(]—gram ‘Frequency

‘nn ‘119 |ion ‘GB |ti0n ‘58 ‘crosn ‘44 ‘crnsnf ‘44 ‘crusuﬁ ‘44 |icrusoﬂ |44 ‘Micmsoﬂ ‘25 ‘Microsoﬂ ‘21

i [ o[58 lsot  [44 losoft (44 Irosoft (44 licrosof (44 Microsof [25 licrosoft (21 [Mitigation [14

[et ‘?B |uﬂ ‘44 |cros ‘44 ‘icros ‘44 ‘icroso ‘44 ‘Micmso ‘25 |crosoﬂ |21 ‘microsoﬂ ‘19 ‘cmsoﬂ Co ‘14

[ic ‘69 |et_ ‘44 |icm ‘44 ‘msof ‘44 ‘Micms ‘25 ‘rosoﬂ ‘21 |micr030f |‘|9 ‘Attribute ‘15 ‘icrusuftC ‘14

[io ‘GB |cr0 ‘44 |msu ‘44 ‘ation ‘38 ‘Conﬁg ‘22 ‘micmso ‘19 |ttribute |15 ‘itigation ‘14 ‘tCorporat ‘11

lat (66 lget |44 losof |44 Micro |25 losoft |21 ltribut |15 |Attribut  [15 Mitigatio |14 Irosoft Cor [11

in |64 os |44 lget_ |43 (Confi |22 Imicros 19 ltiibute |15 litigatio |14 lcrosoft C |14 |oft Corpor [11

[CD ‘64 |osu ‘44 |atiu ‘38 ‘unﬁg ‘22 ‘ration ‘15 ‘Attribu ‘15 |tigatiun |14 ‘rosoﬂ Co ‘14 ‘orporation ‘11

o (62 lsof |44 Micr (25 Isoft |21 lribute |15 IMitigat |14 Mitigati |14 Ift Corpor (11 Ift Corpora [11 g

W wrsc
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5. Conclusions



5. Verifying Software Security Posture Matters!

+ Binaries contain a lot of information!

+ The security posture of the software developed by you is important:
+ Security improves Quality

+ Branding (shows you care about security)

+ How is the security posture of software vendors you use?
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5. Does your Software:

+ Has it been compiled with all possible mitigations?
¢ Use insecure APIs?
+ Contain malware?

+ Backdoors?
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Q&A

+ FIN
¢ Thanks!

+ @simonroses
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