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#RSAC 

A Brief History of IDNs and Punycode 

 Original “Internet” was ASCII based (but few languages are ASCII-only) 

 Dozens of historic character sets out there 

 Unicode has emerged as the standard for pages/docs 

 How to allow Unicode-like domain names without breaking DNS? 
 1996: initial proposal 

 2003: some registries begin allowing IDNs (.jp, .cn, .tw, .info …) 

 2008-2009: IDN/punycode spec formalized, IDN ccTLDs tested 

 en.wikipedia.org/wiki/Internationalized_domain_name 

 en.wikipedia.org/wiki/Punycode 
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#RSAC 

A Brief Explanation of IDNs and Punycode 

 Simple examples (single character): 
 xn--bluecat-x2c.com = bluecȯat.com 

 xn--bluecot-fn4c.com = bluecoạt.com 

 xn--bluecoa-393c.com = bluecoaṫ.com 

 From “xn--” to next dash is the ASCII part 

 From last dash to the dot is the punycode 
 Codes specify characters and offsets (within the ASCII) 

5 

Warning! Deep Magic! 
(Not Unicode, or UTF-anything!) 
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#RSAC 

Decode Example 

Decoded  
(so far) 

Remaining to Decode Character 
Decode 

Insert Position 

0 3B ww4c 5e 180e 575a 65l sy2b <split ASCII/punycode> 
1 3B先 ww4c 5e 180e 575a 65l sy2b ww4c → 先 2 
2 3B八先 5e 180e 575a 65l sy2b 5e → 八 2 
3 3年B八先 180e 575a 65l sy2b 180e → 年 1 
4 3年B八先生 575a 65l sy2b 575a → 生 5 
5 3年B組八先生 65l sy2b 651 → 組 3 
6 3年B組金八先生 sy2b sy2b → 金 4 

xn--3B-ww4c5e180e575a65lsy2b 

3年B組金八先生 
t 



#RSAC 

Encode Example 

Encoded  
(so far) 

Remaining to 
Encode 

Character Encode 

0 3B- 年組金八先生 <split ASCII/punycode> 
1 3B-ww4c 年組金八先生 先 → ww4c 
2 3B-ww4c5e 年組金八生 八 → 5e 
3 3B-ww4c5e180e 年組金生 年 → 180e 
4 3B-ww4c5e180e575a 組金生 生 → 575a 
5 3B-ww4c5e180e575a65l 組金 組 → 651 
6 3B-ww4c 5e 180e 575a 65l sy2b 金 金 → sy2b 

xn--3B-ww4c5e180e575a65lsy2b 

3年B組金八先生 

t 



#RSAC 

Client-side Protections for Punycode 
 Major browsers 

 Address bar usually auto-converts to punycode version 

 Mouse-overs usually show punycode 

 MS Office 
 Clicking can trigger a security warning 

 Mouse-overs show links as-is 

 Adobe Acrobat Reader 
 Links trigger a generic warning 

 Mouse-overs show links as-is 
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#RSAC 

IDNs on Mobile Devices 

 iOS devices  
 Shows links as-is  

 Press-and-hold will show punycode version of Unicode links 

 Android devices 
 Shows links as-is 

 Press-and-hold will show punycode version of Unicode links 

 YMMV… 
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2. Why Should I Care? 
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#RSAC 

Database Entries Added, by Year, 
of Domains Containing One or More IDN Labels 
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#RSAC 

Standard IT Approach to Dealing with New Tech 

 Organizations generally have two questions: 
 “Does it break anything?” 

 “How dangerous is it?” 

 So we dealt with updating our tools… 

 …and did a “security survey” of the IDN landscape… 

 …four or five years ago 
 (mostly people wanting to add a native-script version of their domain) 
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#RSAC 

Updating the IDN Landscape Security Survey 

 At start of this project, it wasn’t on our radar: 
 Chris had personally added a grand total of 3 IDNs to the database. 

 A 3rd party malware feed had added 24 

 Meanwhile, our “Malnet Tracker” module had quietly added 41K+ 
 Yikes! Okay, it’s on the radar! 

 Found 3 blog posts on IDN abuse (2 from Trend, 1 from Kaspersky) 

 No conference talks on IDN abuse? 
 (in contrast, there have been a couple good talks on bitsquatting) 
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3. IDN Abuse/Deception 
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#RSAC 

IDN Abuse: The Basics 
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Deceptive 
Unicode 

Deceptive  
Unicode & Punycode 

 
 
  
 
 

 
 

Deceptive 
Punycode 

xn--bluecoat-w44e.com 

bluecoat☮.com 

xn--bluecoat-cma.com 

bluecoat®.com 

xn--bluecoa-393c.com 

bluecoaṫ.com 
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#RSAC 

Deceptive IDNs from Our Logs 
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IDN (encoded) IDN (decoded) 

xn--google-analytics-cwa.com/ga.js google-Âanalytics.com 
xn--l3cabki0dq2hg8p.comgoogle-
analytics.com/ga.js ตลาดนดัไทย.comgoogle-analytics.com 
xn--yuk-6na13b.com yōukù.com 
xn--taobao-hr3e.com.cn 、taobao.com.cn 
xn--microsoft-z6h.com ьmicrosoft.com 
xn--milliyet.com.tr 㙐㙗㙖㙚㙍㙇.com.tr 
xn--texasholdm-j7a.net  texasholdém.net 
xn--pkertv-bxa.com  pókertv.com  
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#RSAC 

More Deceptive IDNs 
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IDN (encoded) IDN (decoded) 

xn--youtub-1ua.com  youtubç.com  
xn--youtibe-j2a.de  youtiûbe.de  
xn--youtuberepeat-v33b.com  youtubeพrepeat.com  
xn--myspce-lta.com  myspàce.com  
xn--hotail-kya.com  hotùail.com  
xn--faebook-6pf.com  faσebook.com  
xn--maigoogle-sub.com  maiłgoogle.com  
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#RSAC 

A Family of Deceptive IDNs 

18 

IDN (decoded) IDN (encoded) 
äժꑠ ֩◌toysrus.com xn--toysrus-4wa635h9ra2080l.com 
äժꑠ ֩◌target.com xn--target-9ta873ghqaf118j.com 
äձ䢈થlinkedin.com xn--linkedin-zza467iwmo454p.com 
ἀι̝蒐̲facebook.com xn--facebook-b6e4sz8cf26ph6up.com 
힠◌ໍ າ矘◌ৗfacebook.com xn--facebook-3tr398eqiak142imhij.com 
醨 ָ◌걸ড়facebook.com xn--facebook-t2j712griah215ls3oc.com 
칐ϟᕸୟgoogle.com xn--google-v6e474mynv7p63b.com 
ũӧ驘 ◌ۢgoogle.com.ph xn--google-vlb662enweyv28b.com.ph 
칐ϟᕸୟyahoo.com xn--yahoo-7he455k3ut7h49a.com 
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#RSAC 

Note that Punycode can Obscure Patterns 
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IDN (encoded) IDN (decoded) 
xn----8sbcifesaro0aiadpkhsbau проститутки-белгорода 

xn----8sbaasvapc5aeheogffhlbav проститутки-краснодара 

xn----8sbfmfiap4aefafohjrbat проститутки-воронежа 

xn----dtbiamanctnibbojhrbat проститутки-кемерово 

xn----jtbhaciqjcjlnnbadm7r проститутки-тюмени 

xn----otbahsfhjjbaleo9h проститутки-уфы 

xn----8sbfmjdapdc2adefbhrttbavj9e проститутки-новокузнецка 

xn----8sbflekabpg9alnpihbas проститутки-ижевска 
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#RSAC 

Fun with IDNs 

IDN (encoded) IDN (decoded) 
xn--bluecoat.com 憽憽憶懀憹憸.com 

xn--rsaconference.com  ̗̗̗̇̍̈̒̐̑̕̕.com 

xn--hughthompson ´Ό   ‐  .com 

xn--sharelearnsecure.com ƘƐƞƜƇƕƜƟƕƔƙƛƟƑ.com 
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#RSAC 

More Fun with IDNs 
IDN (encoded) IDN (decoded) 
xn--tba.net  ¶.net  

xn--yes24-es1c.com  yes♥24.com  

xn--wtime06u00-09u00-cw8k.com  wtime♥06u00-09u00.com  

xn--web-ufa.com  web°.com  

xn--ldk.com  ノ.com  

xn--eda.com  í.com  

xn--61aa.com  ёё.com  

xn--books-ix3b.com  •books.com  

xn-------dho6ccd1b0d9b2bxcf9j.be วาย-โอ-ย-ูที-ย.ูbe  (“y-o-u-t-u”.be) 
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#RSAC 

Even More fun with IDNs 
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IDN (decoded) IDN (encoded) 
😍💩▪▪😍😒😂😁💩▪😘✌😘😍😒🆒💩😘
😍😂😂💙💩▪😘😒😂😳▪😘▪▪▪.com 
 

xn--
30haaaaaaa592azr09nu7galfcdb116cqagad9sd
fc0jgi0nbegd30g.com 

₩oʟғʙᴀɴᴇ.com xn--o-v2a4ixa41w812dpbax80c.com 
sіոɡіe-јսոɡιҽ  xn--se--9tbc87rj5abau62ht2dfa8d.net 
─π╡─═°╒╛├╗╙╨═°╒╛╔╛╡⌠╒√╨
╨.com 

xn--
nbaa46uc79bocbg4eba9t8qcudb0a5b6a5agb0i
o1mka.com 

ss†å®ƒå¬¬≥çøμ.com xn--ss-3daai34abs7mx7dj5lwq3h8fg.com 
xn--ebaaaaaaaaaaaaaaaaaaa.com  §§§§§§§§§§§§§§§§§§§.com  
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4. IDN Usage Stats 
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#RSAC 

IDN Label Depth: Where are IDNs used most? 
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<deeper>.subdomain2.subdomain1.domain.tld 
7.95% 94.29% 6.05% 0.70% 0.36% 

IDN Labels 
(per hostname) 

1 91.37% 
2 7.96% 
3 0.61% 
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#RSAC 

Top TLDs using IDNs (by number of unique sites) 
 

25 

1 com 43.30% 

2 net 10.91% 

3 de 9.79% 

4 xn--p1ai 7.76% рф (Russian Federation) 

5 se 3.28% 

6 biz 2.94% 

7 org 1.66% 

8 ch 1.54% 

9 dk 1.38% 

10 info 1.37% 

… 

35 xn--3e0b707e 0.15% 한국 (kr cc) 

74 xn--wgbh1c 0.01%  (eg cc) مصر 

77 xn--mgbaam7a8h 0.01%  (ae cc) امارات 

79 xn--kpry57d 0.01% 台灣 (tw cc) 

145 xn--90a3ac 0.00% срб (serbia cc) 
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#RSAC 

Top TLDs using IDNs (by traffic) 
 

26 

1 com 37.40% 

2 xn--p1ai 14.49% рф (Russian Federation) 

3 de 13.33% 

4 net 6.78% 

5 se 5.97% 

6 dk 2.23% 

7 ch 2.22% 

8 jp 1.73% 

9 fi 1.49% 

10 no 1.44% 

… 

37 xn--3e0b707e 0.11% 한국 (kr cc) 

52 xn--mgbaam7a8h 0.03%  (ae cc) امارات 

58 xn--kpry57d 0.01% 台灣 (tw cc) 

67 xn--wgbh1c 0.01%  (eg cc) مصر 

76 xn--90a3ac 0.00% срб (serbia cc) 
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#RSAC 

Unicode blocks used in IDNs 
Unicode block Usage Unique Chars 

1 Basic Latin 55.85% 38 

2 Cyrillic 13.13% 164 

3 CJK Unified Ideographs 10.79% 8771 

4 Katakana 4.76% 95 

5 Latin-1 Supplement 4.67% 128 

6 Thai 3.26% 92 

7 Hangul 2.96% 1811 

8 Arabic 1.50% 163 

9 Hebrew 1.05% 91 

10 Hiragana 0.91% 88 

b 



#RSAC 

Phishing IDNs (Unicode block mismatches) 
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IDN (decoded) Odd Character Type Combinations 
äժꑠ ֩◌toysrus.com 

Yi Syllables, Armenian, Hebrew 
äժꑠ ֩◌target.com 
äձ䢈થlinkedin.com Gujarati, CJK Unified Ideographs, Armenian 

ἀι̝蒐̲facebook.com CJK Unified Ideographs, Greek and Coptic 

힠◌ໍ າ矘◌ৗfacebook.com Hangul Syllables, Bengali, CJK Unified Ideographs, Lao 

醨 ָ◌걸ড়facebook.com CJK Unified Ideographs, Hangul Syllables, Bengali, Hebrew 

칐ϟᕸୟgoogle.com Hangul Syllables, Cyrillic, Arabic 

ũӧ驘 ◌ۢgoogle.com.ph Hangul Syllables, Unified Canadian Aboriginal Syllabics, 
Greek and Coptic, Oriya 칐ϟᕸୟyahoo.com 

b 



5. IDNs and Malware 
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#RSAC 

Some Evil IDN Sites 
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IDN (encoded) IDN (decoded) Notes 
xn--80atbrbl6f.xn--p1ai пэкспак.рф Blackhole Exploit Kit host 

mail.xn--yaho-sqa.com  mail.yahóo.com 
Very little traffic; obviously designed for 
phishing attack 

xn--38jucsfn622a.com 
xn--wabrzyszek-b0b.com 
xn--amriqubec-c4ae.net 

白ごはん.com 
wałbrzyszek.com 
amériquébec.net 

Parked domains, but traffic is 
characteristic of a traffic-driving botnet 
 

96-zupvideo.xn--
54qt02g.com 96-zupvideo.發光.com 

“light” (fake-codec site, via Facebook 
traffic) 

Video335236346.xn--
4kqx96dm38a.com 

video335236346.二極
體.com 

“diode” (fake-codec site, via Facebook 
traffic) 

c 



#RSAC 

Malvertising Network IDNs 

IDN (encoded) IDN (decoded) Character Types 
format.xn--b3ctq9d5c4e.com format.สดช่ืน.com Thai 
office.xn--4qrp95b8hd.com office.李毅吧.com CJK Unified Ideographs 
scandisc.xn--mxavifrh.gr scandisc.τουμπα.gr Greek and Coptic 
freesoft.xn--1jv3sj28g.com freesoft.朱晓辉.com CJK Unified Ideographs 
oracul.xn--bru-qla.ch oracul.bäru.ch Latin 
freesocks.xn--80apfkmnl.com freesocks.куписам.com Cyrillic 
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#RSAC 

Neutrino Fake Search Network Sites 
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IDN (encoded) IDN (decoded) Character Types 
xn--12cgak1e6ac6cr6lc5c.com ł ă· ş ĿÐŽĿşŽ¾Ň.com Thai 
xn--4dbahkukfp1hqa.net דשאמלאכותי.net Hebrew 
xn--pgbgva3i.com تحشيش.com Arabic 
xn--mipiata-7za.com mipiñata.com Latin 
xn--80aabi5bj5b.com бунгала.com Cyrillic 
n--vurz41k.com 貓咪.com CJK Unified Ideographs 

Dozens more … 
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#RSAC 

Serving Malicious JARs 
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IDN (encoded) IDN (decoded) 
xn--72-8kca8deo3b.xn--p1ai 72охрана.рф 
xn----etbfovibhfeyw1i.xn--p1ai энерго-профит.рф 
xn--80at1au5a.xn--p1ai кушаю.рф 
xn--80ahdnnn1c9c5a.xn--p1ai дельфания.рф 
xn--72-6kce7dfhb.xn--p1ai прораб72.рф 
xn--b1abfbatzelscdle0o.xn--p1ai энергоремсервис.рф 
xn-----6kcbbf2cncfwle0aiicq5o.xn--p1ai салон-красоты-скиба.рф 
xn----7sbabala1b6agqs4prb.xn--p1ai лана-завьялова.рф 
xn--80abehrsfcrepf.xn--p1ai мирломбардов.рф 

t 



#RSAC 

BHEK, CoolEK, and redirectors 
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IDN (encoded) IDN (decoded) 
xn--74-mlc9afteot8c.xn--p1ai хочупеть74.рф 
xn--64-ilce3can.xn--p1ai 64город.рф 
xn--66-6kc8bflgfdz.xn--p1ai уралпром66.рф 
xn--90abjn3alia1k.xn--p1ai веброссия.рф 
xn--74-6kcpfqrd3bj.xn--p1ai лидерпак74.рф 
xn--b1aeckkexe3a.xn--p1ai плитковед.рф 
xn-----wlcj0b.xn--p1ai т-и-к.рф 
xn---55-iddegw2b1j.xn--p1ai деньги-55.рф 

… 

t 



#RSAC 

Any Evidence of IDN use in DGAs? 

 Two DGA types: random-ish (1) characters (2) words 

 We did an initial survey to hunt for Type-2 DGA evidence: 
 Chinese, Korean, Japanese 

 Russian and other Cyrillic 

 Arabic and Hebrew 

 European 

 Nope – names usually look very plausible 

 So what about Type-1 DGA evidence? 
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#RSAC 

IDN DGA? 
蹨̹濨̹pn.com 䐰ཀྵ뢀ཨpn.com ᚘ◌ो蟰◌ॉpn.com 햨ӄшҿpn.com äϭ룀аpn.com 䫸ᄔ䃸ᄔpn.com ௨ෙ◌ෞ逸ลpn.com 鯘ᔀ橸ᔀpn.com 

瞐۹ਐ۹pn.com 䱸ପ鐐ʛpn.com äշ졨ѻpn.com 햘ᆫ㶐ᆫpn.com ⤀◌ం䀈 ◌۬pn.com 왐  ◌֣】 ◌֣ pn.com 睘۴翠۴pn.com ➠љ伈ћpn.com 

腰 ◌ۗ䑀 ◌ۗpn.com 꿨ര潘ഫpn.com 隨প䋀তpn.com 脠ତ堀 ◌ܴpn.com 차ӎ彐ӌpn.com 纸ம嫰யpn.com 율չ琐ճpn.com 㺸ఒ䚰 ◌۫pn.com 

腐χ쟘୬pn.com 棸չ畘θpn.com 邐क欸ҭpn.com 雘ર⪸મpn.com ⤀◌ం죰◌ఁpn.com 뱀ඖ訰ऊpn.com 䲀◌༾돠༽pn.com 稐೩٪pn.com 

䥘භ勘եpn.com äӹ厰ӥpn.com 燸ҝ䓠 ◌۠pn.com 䏈Ꮨ鈐ഒpn.com 苘ʃ鰸դpn.com 䠐ቑ㻀ଉpn.com 坠۴犸 ِ◌pn.com 隰ཎᇸཌྷpn.com 

äժꑠ ֩◌pn.com 稈 ֶ◌튘үpn.com 毨◌ा奘◌ाpn.com 屈ፑ蚰ፆpn.com ♨ѹ䈸ѻpn.com 邐ദ焀վpn.com 릐ଶ稸ଶpn.com 邨՛〉ՙpn.com 

äӡ醈ӊpn.com 퐀֊㭰պpn.com 革ಭ漘ಬpn.com äп뫨 ޮ◌pn.com 攘գ⍈գpn.com 紨ե髰եpn.com äή袰ήpn.com äпᆀλpn.com 

袘օ았տpn.com ᠘ᕶ䯸 ◌݅pn.com 챈 ◌۬ố ◌ۨpn.com 쭐ઙ뿐ઔpn.com 감ডꍈডpn.com ူঐ닐ঐpn.com 뿸◌଼瞰ଷpn.com 䃐҄鰈ϙpn.com 

麸ά︠ǿpn.com 睘ԋ皰ԉpn.com 捠ୠ㼀ୠpn.com 㷨య袐ϝpn.com 䣸ಅ浸ಅpn.com 퓘་⊈ ◌֕pn.com 鐘 ◌ܱ噰 ◌ܰpn.com 一۳噘٪pn.com 
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#RSAC 

Sure Looks Like an IDN DGA… 

 750+ unique domain names that begin “xn--pn-” 
 Punycode is ~9 bytes of random-ish character data 

 Unicode characters are always prepended to “pn” 

 Most never resolved to an IP 

 

 Uses really odd character block combinations 
 äહἀιᏭpn.com [xn--pn-uia410a89l6lo70s.com]  

 (Latin, Gujarati, Greek and Coptic, Cherokee) 

37 b 



6. Takeaways 
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#RSAC 

Takeaways 

 We expect continuing growth in IDN use (legit and shady) 
 (and in unusual places, like Tumblr site names) 

 Match this with coming explosion in TLDs... 
 (and bitsquatting!) 

 …if you’re concerned about Brand Abuse: 
 You will not be able to pre-emptively register your way out of danger 

 It’s more of a monitor-and-quickly-react environment 

39 c 



#RSAC 

Takeaways 

 Double-check your security infrastructure for IDN support 

 (both encoded & decoded forms) 

 Look for IDNs with characters from unrelated unicode blocks 
 Hebrew & Asian languages, 

 Unified Canadian Aboriginal Syllabics, 

 Dead languages… 

 If you're the sort that blocks all “.su” domains (and maybe “.ru”) 

 You want to also block “.xn--p1ai” 

40 t 
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