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1. IDNs & Punycode



A Brief History of IDNs and Punycode

+ Original “Internet” was ASCII based (but few languages are ASCIl-only)
+ Dozens of historic character sets out there
+ Unicode has emerged as the standard for pages/docs
+ How to allow Unicode-like domain names without breaking DNS?
+ 1996: initial proposal
+ 2003: some registries begin allowing IDNs (.jp, .cn, .tw, .info ...)

+ 2008-2009: IDN/punycode spec formalized, IDN ccTLDs tested

¢ en.wikipedia.org/wiki/Internationalized domain name

¢ en.wikipedia.org/wiki/Punycode
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http://en.wikipedia.org/wiki/Internationalized_domain_name
http://en.wikipedia.org/wiki/Punycode

A Brief Explanation of IDNs and Punycode

+ Simple examples (single character):
+ Xn--bluecat-x2c.com = bluecbat.com
¢ Xn--bluecot-fn4c.com = bluecoat.com
+ Xn--bluecoa-393c.com = bluecoat.com
¢+ From “xn--" to next dash is the ASCII part
+ From last dash to the dot is the punycode
+ Codes specify characters and offsets (within the ASCII)

Warning! Deep Magic!
(Not Unicode, or UTF-anything!)

BLUE COAT 5
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Decode Example

Xn--3B-ww4c5el180e575a651sy2b

Decoded Remaining to Decode Character Insert Position
(sofaﬂ Decode

0 ww4dc 5e 180e 575a 651 sy2b <split ASCII/punycode>
1 3B§ﬁ ww4c 5e 180e 575a 651 sy2b wwdc > ¢ 2
2 3B)\4: 5e 180e 575a 651 sy2b 5e » /U 2
3 34B/\UL 180e 575a 651 sy2b 180e » £ 1
4 3FEB/\S4 575a 651 sy2b 575a - 4F 5
5 34EB&H/\SE 651 sy2b 651 - 4H 3
6 3MFEBIHE /St sy2b sy2b » & 4

34EB&H & /\SeA

7

BLUE COAT
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Encode Example

H< /\JuE
\“
I
(sofaﬂ Encode

(%]

1 3B-wwic FLH G )\ 4 S > wwéc

2

3

4

5

6

FEaHE N\ <split ASCII/punycode>
3B-ww4cse F4i /4 JU > 5e

3B-ww4c5e180e FLHEE £ - 180e
3B-ww4c5el180e575a tHEA4E 4 » 575a
3B-ww4c5e180e575a651 tHS 2 » 651
3B-ww4c 5e 180e 575a 651 sy2b & %4 > sy2b

Xn--3B-ww4c5e180e575a651sy2b
BLUE COAT
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Client-side Protections for Punycode

+ Major browsers

+ Address bar usually auto-converts to punycode version

r"iC’OSO 'ord Security Notice |i|ér
+ Mouse-overs usually show punycode Mot R ey

@ Microsoft Office has identified a potential security concern.

M S Offl Ce Warning: You are opening a link to an internet site whose Web address may have been disguised to look
‘ similar to anather Web site.

Do you wish to continue?

+ Clicking can trigger a security warning More nformation

Learn more about homograph and phishing attacks.

= = Click here if you trust this Internet site and would like to know how to add it to your list of Trusted Locations.
+ Mouse-overs show links as-is

res | [ |

+ Adobe Acrobat Reader —

Security Warning

+ Links trigger a generic warning j [hisdocument i trying to connect to

If you trust this site, choose Allow. If you do not trust this site, choose Block.

¢ Mouse-overs show links as-is

/| Remember this action for this site for all PDF documents

BLUE COAT - =




IDNs on Mobile Devices

+ 10S devices

+ Shows links as-is

+ Press-and-hold will show punycode version of Unicode links
+ Android devices

+ Shows links as-is

+ Press-and-hold will show punycode version of Unicode links
¢+ YMMV...

_BLUECOAT 9
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2. Why Should | Care?
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Database Entries Added, by Year,
of Domains Containing One or More IDN Labels
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Standard IT Approach to Dealing with New Tech

+ Organizations generally have two questions:
+ “Does it break anything?”

+ “How dangerous is it?”

+ So we dealt with updating our tools...

+ ...and did a “security survey” of the IDN landscape...

+ ...four or five years ago

+ (mostly people wanting to add a native-script version of their domain)

= W orsc
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Updating the IDN Landscape Security Survey

+ At start of this project, it wasn’t on our radar:
+ Chris had personally added a grand total of 3 IDNs to the database.
+ A 3" party malware feed had added 24

+ Meanwhile, our “Malnet Tracker” module had quietly added 41K+
+ Yikes! Okay, it's on the radar!

+ Found 3 blog posts on IDN abuse (2 from Trend, 1 from Kaspersky)

+ No conference talks on IDN abuse?

+ (in contrast, there have been a couple good talks on bitsquatting)

L = =
S, . o e
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3. IDN Abuse/Deception

wikipedia.org vs. wikipedia.org
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IDN Abuse: The Basics

Deceptive
Unicode

Xn--bluecoa-393c.com

bluecoat.com

BLUE COAT

Deceptive
Unicode & Punycode

xn--bluecoat-cma.com

bluecoat®.com

15

Deceptive
Punycode

xn--bluecoat-w44e.com

bluecoat® .com
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Deceptive IDNs from Our Logs

IDN (encoded) IDN (decoded)

xn--google-analytics-cwa.com/ga.js google-Aanalytics.com
xn--I13cabki0dg2hg8p.comgoogle-
analytics.com/ga.js amaiialng.comgoogle-analytics.com

xn--yuk-6nal3b.com youku.com

xn--taobao-hr3e.com.cn . taobao.com.cn

Xn--microsoft-z6h.com bmicrosoft.com
xn--milliyet.com.tr IR IR BRI .com.tr
xn--texasholdm-j7a.net texasholdém.net
xn--pkertv-bxa.com pokertv.com

BLUE COAT s
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More Deceptive IDNs

xn--youtub-lua.com youtubc.com

xn--youtibe-j2a.de youtilibe.de

xn--youtuberepeat-v33b.com youtubewrepeat.com

Xn--myspce-Ilta.com myspace.com

xn--hotail-kya.com hotuail.com
xn--faebook-6pf.com facebook.com
Xxn--maigoogle-sub.com maitgoogle.com

_BLUE COAT 1
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A Family of Deceptive IDNs

adgwtoysrus.com Xn--toysrus-4wa635nh9ra2080l.com
ad ¢ «target.com xn--target-9ta873ghgaf118j.com

44’8 Alinkedin.com xn--linkedin-zza467iwmo454p.com
aifEfacebook.com xn--facebook-b6e4sz8cf26ph6up.com

Sl facebook.com  xn--facebook-3tr398egiak142imhij.com

fi@: 4 Gfacebook.com  xn--facebook-t2j712griah215Is30c.com

=l4d “Ygoogle.com XNn--google-v6e474mynv7p63b.com

(o5 :google.com.ph  xn--google-vib662enweyv28b.com.ph

=|4,d*lyahoo.com xn--yahoo-7he455k3ut7h49a.com s i

. b ¥
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Note that Punycode can Obscure Patterns

IDN (encoded)

xn----8sbcifesaroOaiadpkhsbau
xn----8sbaasvapc5aeheogffhlbav
xn----8sbfmfiap4aefafohjrbat
xn----dtbiamanctnibbojhrbat
xn----jtbhaciqgjcjlnnbadm7r
xn----otbahsfhjjbaleo9h
xn----8sbfmjdapdc2adefbhrttbavj9e
xn----8sbflekabpg9alnpihbas

BLUE COAT

12,

IDN (decoded)

npocTuTyTKn-benropoaa
NpOCTUTYTKN-KpacHo4apa
NPOCTUTYTKM-BOPOHEXa
NPOCTUTYTKM-KEMEPOBO
IPOCTUTYTKN-THOMEHN
MPOCTUTYTKN-YPBbI
NPOCTUTYTKY-HOBOKY3HELIKa

MPOCTUTYTKU-UKEBCKA

RSACONFERENCE2014 t



Fun with IDNs

IDN (encoded) IDN (decoded)

xn--bluecoat.com P E g .com
Xn--rsaconference.com “‘com

xn--hughthompson ‘0 - .com
xn--sharelearnsecure.com KENWChuWBhXkABF.com

RSACONFERENCE2014 t



More Fun with IDNs

IDN (encoded) IDN (decoded)

xn--tba.net 9.net

Xxn--yes24-eslc.com yes¥24.com

xn--wtime06u00-09u00-cw8k.com wtime¥06u00-09u00.com

xn--web-ufa.com web°®.com

xn--ldk.com / .com

xn--eda.com i.com

Xn--61laa.com e€é.com

xn--books-ix3b.com ebooks.com

XN------- dho6ccd1b0d9b2bxcf9j.be ne-To-g-n-g.be (“y-o-u-t-u”.be) —

- W rsc
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Even More fun with IDNs

IDN (decoded) IDN (encoded)

Oe&=LOREe&@ ¥ DOORE® xn--
OEOE 2@ (@m=.com 30haaaaaaa592azr09nu7galfcdbl16cqagad9sd
fc0jgiOnbegd30g.com

¥OLFBANE.COM Xn--0-v2adixa41w812dpbax80c.com

singie-jungre Xn--se--9tbc87rj5abau62ht2dfa8d.net

= g el L - |

AL com nbaad46uc79bocbg4ebadt8qgcudbOa5b6a5agbOi
olmka.com

ssta®fa--2¢cgu.com xn--ss-3daai34abs7mx7dj5lwg3h8fg.com

xn--ebaaaaaaaaaaaaaaaaaaa.com §§8555855855555858588888.com C

- — W rsc
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IDN Label Depth: Where are IDNs used most?

<deeper>.subdomain2.subdomainl.domain.tld

0.36% 0.70% 6.05% 94.29% 7.95%
IDN Labels
(per hostname)
1 91.37%
2 7.96%

3 0.61% ; ;_-
% W rsc
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Top TLDs using IDNs (by number of unigue sites)

1 com 43.30%

2 net 10.91%

3 de 9.79%

4 Xn--plai 7.76% p¢ (Russian Federation)
S se 3.28%

6 biz 2.94%

7 org 1.66%

8 ch 1.54%

9 dk 1.38%

10 info 1.37%

35 xn--3e0b707e 0.15% 3t= (krcc)
74 xn--wgbhlc 0.01% == (egcc)
77 xn--mgbaam7a8h 0.01% <kl (ae cc)
79 xn--kpry57d 0.01% &J& (tw cc)

BI_“E [:UAT- 145 xn--90a3ac 0.00% cpb (serbia cc)
25
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Top TLDs using IDNs (by traffic)

BLUE COAT

© 00 N O o kA W N P

=
)

37
52
58
67
6

\‘

com
xn--plai
de

net

se

dk

ch

ip

fi

no

xn--3e0b707e
xn--mgbaam7a8h
xn--kpry57d
xn--wgbhlc

Xxn--90a3ac

37.40%
14.49% pdc (Russian Federation)
13.33%

6.78%

5.97%

2.23%

2.22%

1.73%

1.49%

1.44%

0.11% 3t= (kr cc)
0.03% <kl (ae cc)
0.01% %HE (twcc)
0.01% (egcC) r=as
0.00% cpb (serbia cc)

26
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Unicode blocks used in IDNs

- Unicode block Unlque Chars

Basic Latin

Cyrillic

CJK Unified Ideographs
Katakana

Latin-1 Supplement
Thai

Hangul

Arabic

Hebrew

© 00 N o g ~ W DN PP

[EEN
o

Hiragana

BLUE COAT

55.85%
13.13%
10.79%
4.76%
4.67%
3.26%
2.96%
1.50%
1.05%
0.91%

164
8771
95
128
92
1811
163
91
88
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Phishing IDNs (Unicode block mismatches)

IDN (decoded) Odd Character Type Combinations

ad¢:toysrus.com _ _
Yi Syllables, Armenian, Hebrew

a8/ Uinkedin.com Gujarati, CJK Unified Ideographs, Armenian
aitEfacebook.com CJK Unified Ideographs, Greek and Coptic

Hangul Syllables, Bengali, CJK Unified Ideographs, Lao
CJK Unified Ideographs, Hangul Syllables, Bengali, Hebrew

sl SofEcifacebook.com

1)

=4 delgoogle.com Hangul Syllables, Cyrillic, Arabic

0o "google.com.ph  Hangul Syllables, Unified Canadian Aboriginal Syllabics,
= 5 gelyahoo.com Greek and Coptic, Oriya [

. b W mec
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Some Evil IDN Sites

xn--80atbrbl6f.xn--plai nakcnak.po Blackhole Exploit Kit host

Very little traffic; obviously designed for
mail.xn--yaho-sqa.com  mail.yahdéo.com phishing attack
xn--38jucsfn622a.com H ZIlF A .com Parked domains, but traffic is
xn--wabrzyszek-bOb.com watbrzyszek.com characteristic of a traffic-driving botnet
xn--amriqubec-c4ae.net amériquébec.net
96-zupvideo.xn-- “light” (fake-codec site, via Facebook
54qt02g.com 96-zupvideo.Z£5¢.com traffic)
Vide0335236346.xn-- video335236346. _fix “diode” (fake-codec site, via Facebook
4kgx96dm38a.com He.com traffic)

BLUE COAT -
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Malvertising Network IDNs

format.xn--b3ctq9d5c4e.com  format.aeii.com Thai
office.xn--4qrp95b8hd.com office. Z=35MM.com CJK Unified Ideographs
scandisc.xn--mxavifrh.gr scandisc.touputra.gr Greek and Coptic
freesoft.xn--1jv3sj28g.com freesoft. 2K HetE.com CJK Unified Ideographs
oracul.xn--bru-gla.ch oracul.baru.ch Latin
freesocks.xn--80apfkmnl.com freesocks.kynncam.com Cyrillic

BLUE COAT 2
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Neutrino Fake Search Network Sites

IDN (encoded) IDN (decoded) Character Types

xn--12cgakle6ac6er6lcse.com t & sEVEZ¥Adom

xn--4dbahkukfplhga.net 'MIDN7NRYT.Net
Xn--pgbgva3di.com Jidali com
XNn--mipiata-7za.com mipifiata.com
xn--80aabi5bj5b.com ByHrana.com
n--vurz41lk.com SEpk.com

Dozens more ...

BLUE COAT 2
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Hebrew

Arabic

Latin

Chyrillic

CJK Unified Ideographs
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Serving Malicious JARS

IDN (encoded) IDN (decoded)

xn--72-8kca8deo3b.xn--plai 720xpaHa.pd
xn----etbfovibhfeywli.xn--plai 9Hepro-npout.pd
xn--80atlau5a.xn--plai KyLuar.pd
xn--80ahdnnnlc9c5a.xn--plai aenbdaHus.pd
Xn--72-6kce7dfhb.xn--plai npopab72.pc
xn--blabfbatzelscdle0o.xn--plai 9HepropemcepBUc.pd

xn-----6kcbbf2cncfwleOaiicg50.xn--plai canoH-kpacoTbl-cknba.pd
Xn----7sbabalalb6agqs4prb.xn--plai  naHa-3aBbsAnoBa.pd

xn--80abehrsfcrepf.xn--plai Mupriombapaos.pd e

. & W mec
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BHEK, CoolEK, and redirectors

IDN (encoded)

Xn--74-mic9afteot8c.xn--plai

XNn--64-ilce3can.xn--plai
Xn--66-6kc8bflgfdz.xn--plai
xn--90abjn3alialk.xn--plai
xn--74-6kcpfgrd3bj.xn--plai
xnxn--plai
xn-----wlcjOb.xn--plai
xn---55-iddegw2blj.xn--plai

_BLUE GOAT ?

xouynetb/4.pd
64ropoa.pd
ypannpome6.pd
Bebpoccus.pd
nuaepnak/74.pdp
nnuTkoBed.pd
T-N-K.pdo
OEeHbIN-55.pd

IDN (decoded)

=

W wrsc
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Any Evidence of IDN use in DGAsS?

+ Two DGA types: random-ish (1) characters (2) words

+ We did an initial survey to hunt for Type-2 DGA evidence.:
+ Chinese, Korean, Japanese
+ Russian and other Cyrillic
+ Arabic and Hebrew

+ European
+ Nope — names usually look very plausible

¢ So what about Type-1 DGA evidence?

BLUE COAT 35
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IDN DGA?

PRiZEpn.com

700

g%‘\a‘ipn.com
BEC S pn.com
[ExEFdpn.com
FRhwifiipn.com
ad$pn.com
azfikHpn.com
#roQtwpn.com

Fkdgpn.com

HigaZEtepn.com
f@dgEepn.com
B @©;Falpn.com
E2sHfBpn.com
ablfpn.com
o2 ypn.com
ZEuypn.com
bP%%iﬁapn.com

SHfupn.com

BLUE COAT

xif?f@gﬁfﬁpn.com
doRlopn.com

fETZE9pn.com

g
5

2XTpNn.com

FEOTHESTpn.com
#E0pn.com
XHé68pn.com

HEQEEXpn.com

Skkwepn.com

":;F _ I _ pn.com
WECHE opn.com
fERzHpn.com
Ji#§563pn.com
JEFifon.com
én?g"*-pn.com
%S%Q’npn.com

$2%%rpn.com

36

46=lapn.com
0% 0N com
Xtm=ypn.com
»POZ UG com
[EffEnpn.com
Hoyfopn.com
#EqHgpn.com
28 48pn.com

EOZOpn.com

Ji - FE "= pn.com

2te] opn.com
kDU pn.com
B @0z fidpn.com
EAEEHQpn.com
BB Ypn.com

#fEEEEpn.com

024 Ppn.com

2 eeifapn.com
¥ fpn.com
2sBfi&pn.com
EoyEhpn.com
EAYiZopn.com
E|dfgdlpn.com

anZEnpn.com

H LS pn.com

$#E ol Spn.com

#ENfESpn.com
w b {hpn.com
{24 pn.com

7. pn.com
B suzpn.com
# ) pn.com
andlApn.com
fiopn.com

—YIF%/Zpn.com
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Sure Looks Like an IDN DGA...

¢ 750+ unigue domain names that begin “xn--pn-”

+ Punycode is ~9 bytes of random-ish character data
+ Unicode characters are always prepended to “pn”

¢ Most never resolved to an IP

+ Uses really odd character block combinations

¢ adai9pn.com [xn--pn-uia410a89I6l070s.com]

+ (Latin, Gujarati, Greek and Coptic, Cherokee)

BLUE COAT a7
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Takeaways

+ We expect continuing growth in IDN use (legit and shady)
+ (and in unusual places, like Tumblr site names)
+ Match this with coming explosion in TLDs...
+ (and bitsquatting!)
+ ...If you're concerned about Brand Abuse:
+ You will not be able to pre-emptively register your way out of danger

+ It's more of a monitor-and-quickly-react environment

BI.“E BUAT 39 ﬂCGNEERE&;;omC



Takeaways

+ Double-check your security infrastructure for IDN support
+ (both encoded & decoded forms)

+ Look for IDNs with characters from unrelated unicode blocks
+ Hebrew & Asian languages,

+ Unified Canadian Aboriginal Syllabics,
+ Dead languages...

+ If you're the sort that blocks all “.su” domains (and maybe “.ru”)

+ You want to also block “.xn--plai”

BLUE COAT - =

CONFERENCE2014 ¢
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