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Xay dung hé thong phat hién ma doc
trong thiét bi dinh tuyén dya trén mo phong
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Tom tit— Song hanh cung cugc cach mang
cdng nghigp 1an thir 4 1a sy phat trién mang luéi két
néi cac thiét bi 1oT. Pé dam bao sy thong sudt trong
toan b qua trinh trao déi thong tin giira cac thiét bi
10T, thi thiét bi dinh tuyén déng vai tro then chét.
Do d6, thiét bi dinh tuyén da va dang tré thanh muc
tiéu tan cong pho bién cia tin tic. Pidu nay dan téi
nguy co khong chi mat an toan théng tin cia thiét bi
IoT néi riéng ma con 1a nguy co gdy mét an toan, an
ninh mang ndi chung. Trong bai bao nay, nhém tac
gia dé xuat mdt phwong phap mé phong diy da
nham thu thap dir liéu hoat dong cita phan sun
(firmware) dé phat hién ma doc trong cac thiét bi
dinh tuyén.

Abstract— Nowadays, along with the Fourth
Industrial Revolution is the rapid development of
10T devices networks. The router, which is used as a
core to ensure the stability of the entire interacting
process between loT devices, has became a potential
target for hackers. This fact leads to the risk of not
only IoT devices’ security in particular but also the
cyber security in general. In this paper, the authors
propose a complete emulation method for collecting
firmware’s operation data to detect malware in
routers.

Tir khéa— Phan tich dong; Ma doc; 1oT; Thiét
bi dinh tuyén; Mé phéng.
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. GIOI THIEU

Sy phat trién nhanh chong vé sé luong cua
cac thiét bi IoT mang toi kha nang két ndi, trao
dbi thong tin ciia moi thiét bi véi nhau théng qua
mang Internet. Trong d6 c6 thiét bj duoc st dung
phd bién dé két ndi nhiéu thiét bj IoT voi nhau 1a
thiét bi dinh tuyén (Router). Tuy nhién, van dé
bao mat cho thiét bi dinh tuyén con chua duoc
quan tdm ding mirc.

Trong nghién cltu ciia minh, Andrei Costin va
cong su [1] da phat hién trong 32.256 firmware

Bai bao duge nhan ngay 25/05/2017. Bai bao dugc giri cho
phan bi¢n thu nhét vao ngay 20/06/2017 va nhan duoc y kién
ddng y dang cia phan bién tht nhit vao ngay 27/07/2017.
Bai bao dugc gui phan bién tht hai vao ngay 01/07/2017
nhan duoc y kién ddng y ding cua phan bién thir hai vao
ngay 31/07/2017.

ctia cac thiét bj mang duoc phan tich, co hon 38
loai 15 héng moi chua duge phat hién trudc do.
Thong qua cé4c 18 hong nay, tin tic co thé tan cong
lam chu thiét bi, tir d6 1am co s& dé tAn cong vao
mang ma céac thiét bi nay két nbi dén. Johannes
Ullrich d& cong bd nghién ciru vé ma doc Bashlite,
mdt trong nhitng ma doc lay nhiém phd bién trén
cac thiét bi IoT dé xdy dyng mang botnet, nhim
thuc hién tan cong DDoS. V&i hon 1 triéu thiét b
loT bi nhiém doc, Bashlite co thé phat dong cudc
tan cong DDoS 1én t6i 400 Gbps thong qua cac k§
thudt don gian nhu UDP hay TCP flood. Bashlite
duoc coi la tién than cia Mirai - loai m3 doc anh
huong t6i nhidu loai thiét bi IoT. Mang ludi
botnet cua Mirai dugc st dung trong cudc tAn
cong DDoS dat t6i ky luc 1a 1,1 Tbps voi 148.000
thiét bi IoT. Muc tiéu lay nhiém cha yéu ctia Mirai
la cac IP clia camera, DVR va thiét bi dinh tuyén
sir dung trong gia dinh. Pé dbi pho véi cac nguy
co ndy, cac nha nghién ctru vé ma doc da va dang
phat trién cac phuong phap va ky thuat phat hién
moi. Vé co ban, cac nghién ciru ndy c6 thé chia
lam hai nhém chinh 1a phan tich tinh va phéan tich
dong.

Phan tich tinh 1a phuong phap phan tich, kiém
tra cac phin mém, mi doc tryc tiép trén ma
ngudn, mi nhi phan tudng minh trong cac tap tin
ma khong can thyc thi chung. Cac nghién ctru sir
dung phuong phéap nay trén cac thiét bi IoT c6 thé
ké dén nhu Angr [2]. Phan tich tinh cho phép chi
tiét hoa toan bd ludng diéu khién (Control-Flow
Graph) va ludng dit liéu (Data-Flow Graph) cho
ting tap tin hé thong trong firmware. Tur d6, phat
hién ma doc bang k¥ thudt phan tich dic trung
nhu: ma trung gian (bytecode), header, system-
calls APl hay Printable-Strings-Information (PSI)
[3]. Phuong phap phan tich tinh cho phép phan
tich chi tiét cac tap tin va dua ra cai nhin tong quat
vé tat ca cac kha nang kich hoat ciia ma doc [4].

Tuy nhién, phuong phap phan tich tinh kho
ap dung d01 voi cac loai md doc str dung céac ky
thuat gay réi phtc tap (obfuscations) nhu sap xép
lai cau 1énh, chén ma 1&€nh v6 nghia [5]. Mét han
ché cua phuong phap nay 1a cong nghé dich
ngugc cac ban ma nhi phan thanh ban ma bac cao
con nhiéu han ché [4] 1am cho viéc phan tich mat
di tinh chinh xac.
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Do d6, theo Andreas Moser [5], phuong phap
phan tich tinh nén dugc sir dung nhu mot phan bo
sung cho phan tich dong.

Phén tich dong la phuong phap giam sat, thu
thap va phan tich cac hanh vi cia hé thong dé tir
d6 phat hién ma doc [6]. Ky thuat nay dya trén
nguyén 1y st dung tap luat binh thuong dé duy tri
va xem xét mot chuong trinh c6 ¢ y vi pham
nhting tdp ludt dugc dinh trudc hay khong. Mot sb
nghién curu phan tich dong phat hién ma doc trén
thiét bi IoT c6 thé ké dén nhu Avatar [7], phan
tich 16 hong bao mat trén thiét bi dinh tuyén —
Firmadyne [8]. Yéu ciu quan trong nhat ddi véi
phan tich dong cho cac thiét bi IoT 1 xdy dung
mot mdi truong md phong day du cac chiic ning
can co cua thiét bi, c6 kha niang giam sat cac hanh
vi cia firmware khi thyc thi va trdnh lay nhiém
ma doc sang mdi truong thuc té.

Dé giai quyét yéu cau trén, Jonas Zaddach va
cong su gioi thidu vé Avatar [7], cho phép md
phong hoat dong cua CPU va tai st dung toan bd
phan ctng cta thiét bi dinh tuyén phuc vu muc
dich mo phong trén. Tuy nhién, han ché cua
Avatar 1a kha nang hoat dong thoi gian thyc, Vi
viéc xur ly va phéan tich thong tin gitta moi truong
mb phong Qemu va thiét bi that théng qua kénh
UART, Jtag 1a rit cham. Do do, viéc sir dung cong
cu Avatar phat hién ma doc theo thoi gian thuc
trén céc thiét bi IoT 1a bat kha thi.

Mait khac, Daming Chen va cong su da trinh
bay vé Firmadyne trong nghién ctru cua minh.
Pay 1a hé thong phan tich dong voi muc tiéu cu
thé 1a thiét bi dinh tuyén trong ha tang mang [8].
Tuy nhién, Firmadyne chi cho phép mé phong
phan giao dién web quan tri cua cac thiét bi dinh
tuyén véi dau vao 1a Firmware cta ching. Piéu
nay phuc vu muc tiéu 1a quét 156 hong bao mat cua
cac thiét bi dinh tuyén bang cach st dung cac
cong cu nhu Metaspoit va Nessus, chir khong cho
phép phat hién ma ddc.

Uu diém noi bat ciia phuong phép phan tich
dong 1a hiéu qua va do chinh xac, cho phép xac
dinh nhanh chong va téng quat vé ma doc duoc
phén tich, théng qua c&c hanh vi cua chang. So
v6i phuong phap phén tich tinh trong viéc dich
nguoc, g& roi (deobfuscation) thi phwong phap
dong cho phép phan tich dé dang ngay ca voi
nhimg mi doc c6 ciu tric, ma ngudn phirc tap.

Tuy nhién, phan tich dong chi c6 thé gidm sat
don ludng thyc thi. Diéu nay da duoc T. Ronghua
[4] chung minh trong cong bd cua minh rang: khi
cac diéu kién méi truong anh hudng tryc tiép dén
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viéc kich hoat ma ddc nhu time-bomb, bot,... thi
phuong phip dong khong thé gidm sat hét cac
hanh vi tiém tang cua ma ddc. Viéc gidm sat dugc
tat ca cac kha nang thyc thi cia ma doc trong phan
tich dong doi hoi nhiéu thoi gian véi dit liéu ghi
nhén 1a rat 1on.

Mic du c¢6 nhitng han ché, nhung phén tich
dong c6 uu diém nodi bat so voi phan tich tinh &
kha nang ap dung trén dién rong va tranh dugc cac
ky thudt lam 16i nhu di néu. Do d6, phuong phap
dé xuét trong bai bio nay dya trén phuong phap
phan tich dong va bd khuyét cho Firmadyne bang
cach xay dung mét mdi truong mé phong day du,
bao gom ca phan giao dién web quan tri cho viée
quét 15 hong va phan hoat dong cua hé diéu hanh
thiét bi dinh tuyén cho viéc phan tich mi doc.

Bai bao dugc trinh bay theo bd cuc sau: Sau
Muc Gidi thiéu, Muc II gidi thiéu tong quan vé
ciu trac cua cac thiét bi dinh tuyén va firmware.
Muc III trinh bay quy trinh xdy dung mdi trudng
mo phong va phan tich. Két qua thuc nghiém cy
thé s& duge dua ra trong Muc IV va cubdi cung la
Muc Két luan

1. TONG QUAN VE CAU TRUC CUA CAC
THIET BI PINH TUYEN VA FIRMWARE

A. Téng quan cdu tric thiét bi dinh tuyén

I nterface

Hinh 1. Céu tao cua thiét bj dinh tuyén
Thiét bi dinh tuyén 1a thiét bi mang 3 16p cua
mé hinh OSI (Open Systems Interconnection) vai
cau tao dugc thé hién trong Hinh 1, gom cac phan
cu thé nhu sau:

e CPU: diéu khién moi hoat dong cuia bo dinh
tuyén trén co s& cac hé thong chuong trinh
thuee thi ciia hé diéu hanh.

e ROM: chtra cac chuong trinh ty dong kiém
tra va c6 cac thanh phan co ban nhat sao
cho bd dinh tuyén c6 thé thuc thi duge mot
s0 hoat dong to0i thiéu ngay ca khi khong co
hé dicu hanh hay hé dieu hanh bi héng.
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e RAM: cép phat ving nhé cho cac qua trinh
nhu: luu trlr cac bang dinh tuyén, cac vung
dém, tap tin cAu hinh khi chay, cac thong s6
dam bao hoat dong cta bo dinh tuyén.

e Flash: 1a thiét bi nhd c6 kha ning ghi va
x6a, luu dit liéu khi mat ngudén. Thong
thudng, firmware ciia bd dinh tuyén duoc
lwu trir & day. Tuy thudc cac thiét bi dinh
tuyén khéac nhau ma hé diéu hanh s& duge
chay truc tiép tir Flash hay dugc tai 1én
RAM trudc khi chay. Tép tin cau hinh ciing
¢6 thé dugc luu trit trong Flash.

¢ NVRAM (None-Volatile RAM): c6 chirc
nang tuong ty nhu Flash nhung c6 kha
nang luu trir it hon. NVRAM thuong chua
tap tin c4u hinh cta thiét bi dé dam bao khi
khoi dong, ciu hinh mic dinh cua thiét b
dinh tuyén s¢ dugc ty dong nap vé dang
trang thai da luu git.

B. Tong quan cdu tric firmware

Céu trac cua firmware rat da dang, phu thudc
vao chirc nang va thiét ké cua timg nha san xuat.
Céc firmware duoc chia thanh cac kiéu nhw sau:

o Full-blown (full-OS/kernel + bootloader +
libs + apps): ddy thuong la mét Linux hoac
Windows firmware vi chung chira mot hé
diéu hanh hoan chinh di duoc tbi gian. Cac
mg dung c6 thé chay trong ché do nguoi
dung, kernel modules, drivers.

¢ Integrated (apps + OS-as-a-lib): day la mot
ban firmware khong day du, cac chirc ning
va hé diéu hanh dugc xiy dung nhr mot thu
vién chir khong co ddy du cac thanh phan
can thiét nhu trong ban Full-blown.

o Partial updates (cac ung dung / cac thu
vién / cac tai nguyén / cac hd tro): Loai
firmware nay chi chtra cac tap tin dung
trong viéc cap nhat cho ban firmware can
nang cép.

Bai bao nay, tap trung phén tich loai Full-
blown bai vi khi chiing c6 chtra ddy du céac tap tin
hé théng can thiét cho viéc phan tich dong. H¢
diéu hanh hoan chinh nhung t6i gian trong céac
firmware loai nay théng thudng chira cac tap tin
hé théng nhu sau:

e Bootloader: la mot doan mi dugc thuce thi
truge khi hé diéu hanh bit dau chay va no
cho phép nha san xuat thiét bi quyét dinh
nhitng tinh nang nao nguoi st dung dugc
phép diing hoc bi han ché.

e Kernel: duogc hiéu 14 hat nhéan - thanh phan
trung tam cula thiét bi dinh tuyén, ¢oO trach
nhiém gitp cho phan cimg va phin mém
ctia thiét bi c6 thé giao tiép dugc voi nhau.
Kernel 1a thanh phan quan trong nhat trong
thiét bi, néu kernel bi hong thi thiét bi dinh
tuyén sé dimg hoat dong. Kernel thuong
duoc luu trir trong bd nhé Flash cua thiét bi.

e File-system images: chira cic tdp tin h¢
thong co chiic ning to6 chirc va kiém soat
qué trinh hoat dong cua thiét bi nhung,

o Web-server/web—interface: day chinh la
thanh phan quan trong gilp cho nguoi ding
c6 thé tuong tac duge voi thiét bi mot cach
dé dang. Tat ca cac thong tin va cu hinh
thiét bi phan 16n dwoc thao tac thong qua
Web-—server va Web—interface.

Khac véi cac thiét bi may tinh c4 nhan khi bo

vi xir 1y da phan dung nén tang i386 va hé diéu
hanh Windows, 86% cac thiét bi dinh tuyén dung
cac bd vi xtr Iy nhu MIPS va ARM véi hé diéu
hanh Linux [11].

Do d6, yéu cau ddi v6i mot mdi truong mod
phong day du cho cac thiét bi dinh tuyén phai thoa
min diéu kién 1a hd trg da nén tang vi xur Iy:
MIPS, ARM, PowerPC, SPARC,... va da nén
tang hé diéu hanh, dic biét 1a Linux. Bén canh do,
mot cau hoi dit ra 1a firmware cai dat sin trong
céc thiét bi dinh tuyén luc xuat xudng va cac ban
firmware cong bd trén mang cé khac nhau. Piéu
nay quan trong khi chiing ta chi cé thé kiém tra va
phat hién ma doc trén cac ban firmware dugc cong
bd chtr khong phai cac ban cai dat sin trén thiét bi.
Vi vy, viéc boc tach ban firmware trén thiét bi dé
phan tich va phat hién ma doc 1a can thiét.
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Hinh 2. Nén tang hé diéu hanh sir dung phé bién trong
firmware trén cac thiét bi dinh tuyén [1]

Pé giai quyét nhimg van dé trén, quy trinh
xdy dung mdi truong phéan tich ma doc trén cac
thiét bi dinh tuyén dé xudt duoc trinh bay trong
Muc IlI.
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I. QUY TRTNI—! XAY DUNG MOI TRUONG
MO PHONG VA PHAN TIiCH
Quy trinh xay dung mdi truong md phong day
du va phan tich dugc gidi thiéu trong Hinh 3 véi 3
budc chinh nhu sau:
* Budc 1: Trich xuat firmware cua thiét bj
dinh tuyén voi cong cu C500-Extractor.

e Bugc 2: Tao ban anh phu hgp cho méi
truong md phong day du hoat dong cua
thiét bi dinh tuyén v&i cong cu C500-
Standardization.

e Budc 3: Phan tich cac hanh vi thu nhan
dugc dé phat hién hanh vi bat thuong, tir d6
dua ra canh bao c6 ma doc hay khong trong
firmware cua thiét bj dinh tuyén v6i cong
cu C500-Detector.

A. Cong cu C500-Extractor

Viéc trich xuat firmware duoc thuc hién trén
cac dong thiét bi dinh tuyén SOHO (Small Office
— Home Office) thong qua mot sé phuong phap
nhu sir dung chirc ning backup cua thiét bi, sir
dung cong diéu khién nbi tiép (Serial) hay kénh
kiém tra 16i (Debug Jtag). Tuy nhién, trong mot
vai truong hop, nhitng phuong phép trich xuét nay
c6 thé khong dat dugc hiéu qua nhu mong
muén. Nguyén nhan 12 do nha san xuat di khoa
cac cdng nay trén bangmach va khong cho phép
ngudi ding can thiép vao thiét bi ciia hdng. Trong
trudng hop ndy, viée trich xuit truc tiép dir liéu
firmware tir thiét bi 1 can thiét, va la myc tiéu ma
thiét bi trich xut C500-extractor hudng toi.

C500-extractor dugc thiét ké dé 14y dit lidu tur
chip Flash chtra firmware nam trén bang mach cua
thiét bi dinh tuyén. Phién ban mau duoc thiét ké
va ché tao c6 kha ning 14y dit lidu tir cac kiéu chip
Flash trén cic dong thiét bi dinh tuyén phd bién
ctia TP-Link va Linksys, bao gom: W25Q32FV,
W25Q64FV, W25Q128FV (hdng Winbond);
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FM25Q64 (Fidelix); MX25L1606E (Macronix);
EN29LV3 20B-70TC (Eon).

Thong qua tién hanh thyc nghiém trén nhiing
chip Flash nay, hai chuin giao tiép dugc sir dung
dé doc dir liéu ra tir chip Flash 1a giao tiép SPI
(Serial Peripheral Interface) [9] va giao tiép
FSMC (Flexible Static Memory Controller) [10].
Do d6, mau thlet ké nay da duoc tich hop hai cong
FSMC va cong SPI. Trong dé, cong FSMC duoc
ding dé doc chip Flash cua hang Eon va cong SPI
dugc st dung cho chip Flash cta cic hang
Winbond, Fidelix va Macronix. Vi diéu khién
chinh duogc sir dung trén thiét bi trich xuit nay la
vi diéu khién dong STM32F10. Vi diéu khién nay
¢6 thé hd trg giao tiép véi chip Flash thong qua ca
SPI va FSMC.

Hinh 4. Hoat dong cua thiét bi C500-Extractor

Pé tién hanh qué trinh trich xuét, chip Flash
can duoc trich xuét s& dugc dit trén khay doc chip
twrong ung trén thiét bi C500-Extractor nhu trén
Hinh 4. Sau do, thiét bi trich xut s& doc ID code
cua chip Flash dé xac dinh chip dugc dit vao la
loai chip nao va diéu chinh cac théng s phu hop
phuc vu cho qua trinh doc dir li€u. Tét ca dix liéu
trén chip Flash dugc doc ra va luu vao mot tép co
dudi .bin va luu trén thé nhé ndm trong thiét bi
trich xuat. Sau khi qua trinh trich xuét két thac,
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tép nhi phén nay s& dugc chuyén vao may tinh
thong qua két ndi cap micro USB. Dt liéu trén tép
nhi phan nay thudng bao gém cac thong sé ctia
NVRAM, vmlinux, bootloader va rootfs. Sau khi
cac tép nhi phan nay duoc ldy ra, ching s& duoc
luu trlt vao co so dir liéu phuc vu cho nhiing quy
trinh tiép theo.

B. Cong cu C500-Standardization

Sau khi da trich xuat dugc firmware tir thiét bi
dinh tuyén, viéc chuan hoa firmware ma khéng
lam thay doi hoat dong cua thiét bj dinh tuyén
dugc hoan thanh thong qua hai budc sau:

e Boc tach firmware va xac dinh kién tric
phan cimg dé bd sung céc cong cu thich hop
bang cong cu C500-Reverse.

e B sung thém céng cu theo ddi 1oi goi hé
thdng (system-call), cac hanh vi mang bang
cdng cu C500-Addition.

C500-Reverse duogc xay dung dya trén muc
tiéu xdc dinh kién triic phan ciing, giai nén ma
ngudn nhi phan cia firmware thanh cac tap tin hé
thong twdng minh va xac dinh phién ban nhan
Linux. Sau do, qua trinh boc tach firmware tur tép
tin .bin duoc thuc hién dé thu cac tap tin hé thong
boi cong cu C500-Reverse. Trén thuc té, d3 co sa
nhimg cong cu cho viéc boc tach firmware, c6 thé
ké dén nhu:

¢ Firmware-mod-kit (FMK) [11]: mét tap cac
cau lénh dudi dang kich ban (script) va
cong cu tich hop nhim muc dich dich
nguoc va dong goi cac firmware co6 nén
tang hé diéu hanh 1a Linux. FMK chira mot
tap cac phién ban khac nhau cta bd cong cu
unsquashfs, sau khi dung FMK dé xac dinh
diém offset ciing nhu phién ban nén cua
phan nhan chira tap tin hé théng, FMK s&
thir 1an luot timg phién ban khac nhau c6
trong bo cong cu unsquashfs ciia minh dé
dich ngugc. Phuong phap nay c6 mot sb
diém yéu, dang chu y nhit 1a viéc dich
nguoc bang mot bd coéng cu unsquashfs
nhit dinh chua chic chin la phién ban
chuan dung khi ‘bién dich squashfs. Viéc
nay d& xay ra néu nha san xuit thuc hién
viéc thay ddi ndi dung trong phan Header
cua tap tin.

e Binwalk [12]: cong cu ding dé phan tich,
dich ngugc va giai nén dit liéu chira trong
anh cua cac firmware. Binwalk dugc sir
dung phd bién nhét hién nay va d& dang
twong thich véi cac cong cu phan tich ma
doc khac vi dugc viét chii yéu bang ngon

ngit Python. Bang cong cu Binwalk, Costin
va cong su [13] da thir nghiém phéan tich
tinh cac ban firmware cta thiét bi dinh
tuyén. Theo két qua thir nghiém, nhom tac
gia da chi ra rang Binwalk khong thé nhan
dang duoc mot sé firmware lwu dudi dang
tép nhi phan, dan dén ty 1& dwong tinh gia
kha cao boi khong thé tim thdy dau hiéu
(signal) hodc diu hiéu da bi thay ddi khi sir
dung ddi sanh trong tap tin magic [8]. Pic
biét, ty 1& nay la cao ddi véi nhitng dong
thiét bi ciia Cisco khi dit liéu nén kiéu gzip.
NoGi cach khac, han ché cia Binwalk khong
thé xac dinh dugc cac loai firmware
Integrated hay Partial updates.

e Extracter ctia Firmadyne: 1a cong cu duoc
Daming D.Chen cung dong su [8] str dung,
trong d6 da lam min cac chirc nang cé trong
Binwalk. Tuy nhién, kha nang dich nguoc
ctia Firmadyne ciing con han ché khi ti 18
thanh cong chi chiém gan 33%.

Dé cai thién céac ton tai trén, mddun C500-
Reverse da dé xuit tai hoi thao SOIS 2016 [14]
cho thay c6 ti 1¢ boc tach tot hon. Ly do cia két
qua nay la C500-Reverse c6 nhiéu modun dé dich
nguoc firmware theo cac kiéu tap tin hé théng
khiac nhau nhu squashfs, cramfs, jefferson,
yaffs,... chiém t&i 97% trén tap thir nghiém bao
gom 13275 firmware. Cac kiéu tap tin hé thong
phd bién nhat dugc trinh bay tai Hinh 5.

0,08%,
{.08%
1,82%

WSquashFs
wJFFS2
BFAT
®NTFS
W CramF5S
YAFFS
BROMFS
® Linux EXT
WUbIFS
M50 9660 CD-ROM

W Not found

Hinh 5. Cac kiéu tap tin hé thdng phd bién nhit [14]

- - X

usr var linuxrc

Hinh 6. Céc tap tin hé thong cuia firmware
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Hon nita, C500-Reverse dugc xay dung theo
cac mddun riéng cho phép viéc cdp nhat thuong
xuyén [14]. Cac dic trung vé phuong phap dich
nguoc, sai sb khi dich ngugc va kiém chung dich
nguoc di dugc trinh bay cu thé trong bai bao
“Phét trién cong cu dich nguoc firmware trén thiét
bi dinh tuyén” [14]. Mot vi du vé céac tap tin hé
thong cua firmware Netgear WNAP320 version
2.0.3 sau khi dich nguoc bang C500-Reverse duoc
trinh bay trén Hinh 6.

Bén canh nhitng thu muc thuong thdy trong
hé diéu hanh Linux nhu bin, dev, etc, nhimg thu
myc chira giao dién web cua thiét bj dinh tuyén
dugc tim thay ¢ thu muc www, cli trong thu muc
home. O giai doan nay, viéc xac dinh nhimg thanh
phan con thiéu cta firmware dé mo phong day du
giao dién web va hé didu hanh 1a rat quan trong.
DPé md phong giao dién web, Firmadyne [8] da
trinh bay chi tiét qua trinh va cach sir dung céc
cong cu quét dé phat hién cac 16 hong. Duéi day,
ching t6i gidi thiéu cach dé mo phong hé diéu
hanh dé phat hién ma doc dua trén cac 101 goi hé
thdng (System-calls) va cac hoat dong mang.

Trén thuc té, dé giam kich thudc firmware cua
thiét bi dinh tuyén xudng duéi 8 Mb, céc nha cung
cép da tuy chinh firmware bang cach loai bé cac
phan “khong can thiét”. Vi vay, Busybox duoc sir
dung rong rii trong cac hé thong nhung vi né tich
hop céc phién ban nho cua nhiéu tién ich phd bién
trén UNIX [15]. Tuy nhién, dé dam bao su nho
gon nén Busybox khong dugc tich hgp cac cong
cu dé theo ddi céc 10 goi hé théng va theo doi cac
hoat dong mang.

Hinh 7. Busybox véi day du chirc ning
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Theo két qua nghién ciru caa Landley [15] ty
bién véi cac phién ban Busybox khac nhau, ching
t6i co thé tiy chinh dé c6 thém nhiéu chiic ning
hon ma khong lam thay d6i hay anh huéng dén
hoat dong cua thiét bi dinh tuyén. Péi v6i mdi
firmware, mot phién ban Busybox thich hgp véi
day du chtc nang hon dugc thay thé cho Busybox
vbn ¢ cua firmware tim thay trong thu muc bin.
Mot Busybox day du cac cong cu dugc thé hién &
trong Hinh 7.

Tiép theo, viéc xac dinh cic thu vién con
thiéu va tich hop cic cong cu giam sat vao
firmware 1a can thiét. Ching t6i da chon Strace
[16] dé theo d&i cac 10 goi hé théng va Tcpdump
[17] dé theo ddi cac hanh vi mang. Strace la cong
cu cho phép nguoi dung giam sat cac twong tac
giita cac tién trinh va nhan Linux bao gdm cac 1oi
goi hé thdng, sy phan phdi tin hiéu va su thay ddi
trang thai cua tién trinh. Tcpdump 1a cong cu phan
tich cac goi dir liéu mang, cho phép chan bat va
hién thi cac goi tin duge truyén, nhan trén mot mang
ma no két ndi dén.

Cong cu C500-Addition xac dinh nhiing thu
vién con thiéu dé phuc vu cho viéc cai dat Strace
va Tcpdump. Bé d& dang hon, chung t6i sir dung
QEMU [18] dé mé phong firmware trude tién va
sau d6 s& bd sung cac thu vién con thiéu. O giai
doan nay, QEMU doi hoi mét tap cac gia tri cau
hinh mic dinh cua cac thiét bi ngoai vi va luu cu
hinh nay lién tuc vao NVRAM. Tuy nhién, nhiing
gia tri nay doi khi khong c6 trong dir liéu duoc
trich xudt tir Flash, vi mot s6 nha cung cép luu trir
san trong mot thanh phan khac cua thiét bi. Bé
gidi quyét vin dé nay, mot giai phap thay thé
dugc dé xuat 1a sir dung thu vién libnvram.so nhu
Firmadyne da lam. Thu vién ndy bao gdm cic
thiét 1ap co ban vé cau hinh giao dién web nhu cai
dat mang wifi, dia chi MAC va cac xac thyc truy
cip cho giao dién web. Bing cach sir dung thu
vién ndy, Firmadyne da md phong thanh cong
52,6% trong tong s0 cac firmware dugc boc tach
(4992 trong s6 9486 firmware dugc kiém tra) [8].

Sau d6, C500-Addition bat ddu mé phong
firmware va bd sung tit ca nhiing thu vién con
thiéu. Nho vao viéc thay d6i Busybox voi ddy du
chtre ning, ching toi co thé cai dat duoc Strace
va Tcpdump dé thuc hién theo ddi hé théng.

Cong cu Strace chay 6n dinh trén phién ban
nhan Linux 3.2.x, trong khi trén phién ban nhan
Linux 2.6.x dugc tuy chinh bdi Firmadyne lai
chua hd trg.
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[*#*] Processing script.rc for ERB directives.
resource (script.rc)> setg RHOST 192.168.0.150

RHOST == 192.168.0.150

resource (script.rc)> setg RHOSTS 192.168.0.150

RHOSTS == 192.168.0.150

resource (script.rc)> spool exploits/exploit.®.log
[*] Spooling to file exploitsfexploit.®.log...
resource (script.rc)> use exploits/linux/httpfairties login cgi bof

resource (script.rc)= exploit -z

*#] Started rewverse TCP handler on 192.168.0.149:4444

L
[*] Accessing the wvulnerable URL...
Exploit aborted due to failure:
the wvulnerable URL
[*] Exploit completed,
resource (script.rc)=> spool off
[#] Spooling is now disabled
resource (script.rc)>= sessions -K
[*] Killing all sessions...

unknown:

192.168.0.150:80 - Failed to access

but no session was created.

resource (script.rc)> spool exploits/exploit.1.log
[*] Spooling to file exploits/fexploit.1.log...
resource (script.rc)> use exploits/linux/http/belkin_login_bof

resource (script.rc)> exploit -z

[*] Started reverse TCP handler on 192.168.0.149:4444

Accessing the vulnerable URL...

Hinh 8. Két qua quét véi Metasploit

Vi gan 86% thiét bi dinh tuyén sir dung nhan
Linux 2.6.x [1], nhém nghién clru phai tuy chinh
nhan Linux 2.6.x dé cic cong cu Strace va
Tepdump c6 thé chay nham phuc vu cho viée thu
thap thong tin phat hién ma doc trong thiét bi dinh
tuyén.

C. Cong cu C500-Detector

Cong cu nay dugc xay dung dya trén kiém tra
cac hanh vi twong tac cia ma doc véi thiét bi theo
thoi gian thuc. Cac quy tic phat hién dua trén tap
cac hanh vi bat thuong ma ma doc tuong tac véi
cac tap tin hé théng, mang va cac tién trinh.
Chung tbi da phén tich cac thong tin dugc thu thap
boi cong cu Strace dé xac dinh cdc hanh vi bat
thuong vé viéc tao, x6a cac tap tin ma khong co
quyén cta nguoi st dung; cong cu Tcpdump glam
sat cac hanh vi 1ang nghe, mo va quet cac cong
trai phép; két nbi dén IP trong danh sach nghi van.
Két qua thu dugc tir moédun C500-Detector dugc
trinh bay trong phan két qua thyc nghiém.

IV. KET QUA THUC NGHIEM

Trong phan nay, nhom tac gia trinh bay két
qua thuc nghiém ma bd cong cu C500-toolkit
giam sat ma doc Linux/Mirai thyc thi trén thiét bi
dinh tuyén. Ma doc Linux/Mirai duoc tai vé tir md
ngudn cong bd trén Internet [19]. Ma doc nay lay
nhiém hang loat thiét bi IoT, bién ching trd thanh
mang botnet dé thyc hién tin cong DDoS. Sy kién
nay dugc danh gia 14 cude tin cong tir chdi dich
vu 16n nhdt tr truéc dén nay. (MD5:
8e36alfb6161718ec0b621a639437d8b) Kich ban
thir nghiém nhu sau:

e Hai ban sao cua firmware Netgear
WNAP320 dugc st dung dé thyc hién mo

phong. Trong d6, mot ban c6 1ay nhiém mi
ddc Linux/Mirai va ban con lai thi khong.

e Thyc hién cac budc duoc trinh bay tai Muc
III @€ chuan hoéa hai firmware.

e Tién hanh thyc thi hai firmware nay trén
mdi truong mod phong day du va thuc hién
qua trinh giam sat, phan tich: St dung
Metasploit quét ca hai firmware khi dang
md phong dé kiém tra lidu c6 thém 15 hong
nao trong subt qua trinh Linux/Mirai thyc
thi hay khong; Str dung Tcpdump dé giam
sat hanh vi mang cta ca hai ban firmware;
Str dung Strace quét firmware bi nhiém ma
doc dé ghi lai moi hanh vi thé hién dudi
dang cac cudc goi hé thong.

e Dua trén két qua thu dugc tir Metasploit,
Tcpdump va Strace, C500-Detector phat
hién cac hanh vi bat thudng co thé c¢é trong
sudt qua trinh mé phong firmware, tir do
quyét dinh xem c6 ton tai mi doc trong
firmware hay khong.

Sau khi md phong thanh cong hai firmware,

két qua thu dugc nhu sau:

Déi voi cong cu Metasploit, két qua thu duoc
la mot 16 hong giébng nhau trén ca hai ban
firmware, c6 mé la: CVE-2016-1555. Két qud nay
dong nghia voi viéc khong xuét hién thém mot 16
héng nao trong sudt qua trinh Linux/Mirai thuc
thi. Két qua quét véi Metasploit duoc trinh bay tai
Hinh 8. Déy cling la dong gop chinh cua mdi
truong mo phong day du dé xuat khi ma sir dung
Firmadyne khong thé phat hién ra ma doc trén cac
thiét bi dinh tuyén.
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Dbi v6i cong cu Tepdump, thdng tin giam sat
cac hanh vi mang thu dugc 1a giéng nhau. Két qua
nay cho thy, diém han ché trong phuong phap
md phong dé xuit 1a chua giam sat dugc hoan
toan cac hanh vi mang cia ma doc. Két qua giam
sat duoc trinh bay tai Hinh 9.

bdi vai cong cu Strace, thong tin thu duoc co
nhiéu diém nghi van. DSi véi ban firmware co
chira Linux/Mirai, 2 tién trinh méi duge tao va
dugc thé hién ¢ Hinh 10 (hai tién trinh ¢6 PID la
537 va 538). Trudc khi phan tich chi tiét hai tién
trinh 537 va 538, phan tich so b ban dau khi
dung Strace giam sat thong tin tuong tac gitra
Linux/Mirai va Kernel thi phat hi¢n hanh vi mo
tap tin /dev/watchdog ¢ trang thai cho phép doc va
ghi ¢ dong dau tién:

open ("/dev/watchdog", O RDWR)

Sau do, socket PF_INET cho giao thiic TCP
dugc mé thong qua mot cong dic biét (53) dé két
ndi véi may chit DNS ciia Google (8.8.8.8):
socket (PF_INET, SOCK DGRAM,

IPPROTO IP)

connect (3, {sa family=AF INET,

.494163
.494224
.493832
.493878
.493757
.598264
.598313

Request who-has
Request who-has
Request who-has
Request who-has
Request who-has
Request who-has
Request who-has
Request who-has
Request who-has
Request who-has
Request who-has
Request who-has
Request who-has

.682166
.682246
.681926
.681994
.681681
.681803

sin port=htons (53),
sin addr=inet addr("8.8.8.8")}, 16)

O giai doan nay, cac thong tin chua co gi khac
thuong, tuy nhién khi tiép tuc s& thiy Linux/Mirai
mé mot cong TCP ngiu nhién (48178) dua trén
socket PF_INET trudc d6 téi mot dia chi cu thé 1a
192.168.0.150:

getsockname (3, ({sa family=AF INET,
sin port=htons (43847),

sin addr=inet addr("192.168.0.150")
b, [14])

Mac du nhimg thong tin nay chua day du dé
xac dinh viéc m¢ cong hau (backdoor) va su thay
d6i cac tap tin hé thong khi bi nhiém ma doc
nhung n6 thuc sy thé hién mot sd hanh vi: sira ddi
tap tin watchdog, mé mdt céng TCP dén mét dia
chi IP cu thé, ling nghe cac két ndi tir bén ngoai.
Dé c6 thé khang dinh chinh x4c vé cac hanh vi cia
mi doc nay, két qua thu duge tir hai tién trinh 537
va 538 véi Strace nhu sau:

e Vi tién trinh 537: d& dang thay duogc day 1a
mét hanh vi cta backdoor khi két ndi véi IP
65.222.202.53 thong qua HTTP & cbng 80.
Chi tiét dugc trinh bay ¢ Hinh 12.

(C]
N

.

[clcNcNooooNoNoNoNoNol
[cHoNoNoofooooNoNoNoNol

.

NNNNNNNNNNNN

Hinh 9. Két qua giam sat bang cong cu Tepdump

socket(PF_IhET, SOCK_DGRAM,
onnect(3, {sa_family=AF_INET
getsockname(3,
lose(3) =0

socket(PF_INET, SOCK_STREAM, IPPROTO_IP) = 3

setsockopt(3, SOL_SOCKET, SO_REUSEADOR, [1], 4) =

fentl(3, F_GETFL) = 8x2 (flags O_ROWR)

fentl(3, F_SETFL, O_ROWR|O_NONBLOCK) =0

IPPROTOHIP> z
, sin_port=htons(53),

bind(3, {sa faw\ly AF_INET, sin_port=shtons(48101), sin_addr=inet_addr(*127.0.6.1%)}, 16) =
sin_addr= inet _addr("0.6.0.0%)},

onnect(3, {sa_ famtly AF_INET, sin_port=htons(48161),
rt_stgprocmask(SIG_BLOCK, [CHLD], [INT], 16) = @
rt_sigaction(SIGCHLD, NULL, {6x10060000,
anosleep({5, 0}, ox7fdée566) =0
rt_sigprocmask(SIG_SETMASK, [INT], NULL, 16) = @

lose(3) =0
socket(PF_INET, SOCK_STREAM, IPPROTO_IP) = 3
setsockopt(3, SOL_SOCKET, SO_REUSEADDR, [1], 4) = 0
fentl(3, F_GETFL) = Bx2 (flags O_ROWR)
fentl(3, F_SETFL, O_RDWR|O_NONBLOCK) =0
bind(3, {sa_fanily=AF_INET, sin_port=htons(48161),
listen(3, 1) =0

sin_addr=inet_addr("8.8.8.8")},
{sa_family=AF_INET, sin port htons(38723), sin_addr=inet_addr("192.168.0.150")},

, SA_NOCLOSTOP}, 16) = 8

16) = 0
[16]) = ©

-1 EADDRINUSE (Address already in use)

16) = -1 EINPROGRESS (Operation now in progress)

sin_addr=inet_addr("127.0.68.1")}, 16

Hinh 10: Két qua phén tich so bg vdi strace
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Cac t1én trinh sau khi Mirai thuc thi
PID USER TAT COMMAND
1 root init
2 root kthr
3 root k
[watchdog/8] 4 root
[events/8] 5 root [e
[khelper) 6 root , [khelper]
[async/mgr] 7 root [async/mgr]
8 root ¢ [sync_supers] 8 root [sync_supers)
9 root S [bdt-default])
t 8S kblockd/
}[.3 ::;. S {Seaﬁgac 0] .1 root S [ataje]
12 root SW  [ata_aux] 12 root {ata_aux]
3 13 root S [khubd ]
13 root S [khubd 2 p -
14 root S [l:',ari:}d] 3: £00% ~ jhseriod)
$% Foot - [knncd] 15 root [kmmed) :
o . = g 16 root S [cfoBo211)
16 root 0 SW [cfoBo211] 17 root SW  [khungtaskd]
17 root S [f.Pan:rlnl.c; 18 root [kswapda)
18 root [kswapd@] 19 root [ksad)
19 root N [ksad] 26 root sW[alo/8]
20 root [ato/0] 21 root S [crypto/e]
21 root @ SW  [crypto/6] 31 root SW  [scsi_eh 8]
31 root 0 SW [scsi_eh 8] 32 root SW  [scsi_eh_1]
32 root [scsi _eh 1) 33 root [mtdblockd]
33 root S [mtdblockd] 42 root S [kpsmoused]
42 root [kpsmoused] 43 root [usbhid_resumer]
43 root S [usbhid_resumer) 98 root
88 root 6s [flush-8:8] 234 root
98 root 84 S fsbin/klogd -c 1 245 root
234 root 224 S fusr/sbin/configd 273 root
245 root 2628 S fsbin/Ulighttpd -f fetc/lighttpd.conf 297 root
273 root 9 S Jusr/sbin/dropbe 375 root
297 root ! y L 377 root
375 root
377 root
378 root
421 root
84 root a8 fbin/sh Jusr/local/bin/ntpclient-wrapper time-b.netge
r,;n rc.?z 84 S ,’E)M;S\f:?o 3 537 root an © fauwcrcaBfasd
:,-J; (W: 116 :.1 538 root 2S fduwcrcasfnsoine37ies
209, FOOL o v 541 root 6 ps

9 root S [bdi-default]
18 root W [kblockd/8]

378 root u J pd .

421 root 2 fusr/s! X etc/smb.conf D

484 root 2S /oin/sh fusr/local/bin/ntpclient.-wrapper time-b.netge
508 root S sh

583 root 24 5 sh

533 root 48 S Jusrflocal/bin/ntpclient -s -h time-b.netgear.com -p

nanosleep({1, @}, 8x7ffdbfan) =0
rt_sigprocmask(SIG_SETMASK, [INT], NULL, 16)

socket(PF_INET, SOCK_STREAM, IPPROTO_IP) = @

fentl(@, F_GETFL) Bx2 (flags O_RDWR)
fentl(@, F_SETFL, O_RDWR|O_NONBLOCK) B
connect(®, {sa_family=AF_INET, sin_port=htons(80), in_addrzinet_addr["GS,222,292,53"]},116]
_newselect(4, [3], [@], NULL, {1@, 8}) 8 (TimeouT)

close(@) ]

rt_sigprocmask(SIG_BLOCK, [CHLD], [INT], 16) = @

rt_sigaction(SIGCHLD, NULL, {@x1P8GAA6A, [], SA _NOCLDSTOP}, 16) =

nanosleep({1, 8}, Ox7ffdbfae) =0

rt_sigprocmask(SIG_SETMASK, [INT], MNULL,

m n=nnu

Hinh 12. Linux/Mirai két ndi véi IP 65.222.202.53 qua cong 80

sendto(@, "E\B\G(\3718\0\0@\61361\371\300125010%226)3041335\t\224\365\6108127\304) 335\ t\224\e\e\0\a". ..,
40, MSG_NOSIGNAL, {sa_family=AF_INET, sin_port=htons(23), sin_addr=inet_addr("196.221.9.148"}}, 16) = 40
sendto(®, "E\B\@(\371&\0\B@\67\263\300\250\0)226\245v\333A\365\6\0\27\245v\333A\0\0\0\0". .., 40, MSG_NOS
IGNAL, {sa_family=AF INET, sin_port=htons(23), sin_addr=inet_addr("165.118.219.65")}, 16) = 48

sendto(@, "E\B\G(\3T18\0\0@\6\247K\ 300258104226\ 160 \n\ 25743656027 \16g\n\ 2570\ @\0\@". .., 48, MSG_NOS
IGNAL, {sa_family=AF_INET, sin_port=htons(23), sin_addr=inet_addr("14.113.18.175")}, 16) = 4@

sendto(@, "ENB\G(\3T1R\0\0@\61\225F\300%250\01226)325 3220213656027 \325\32202\0\@\0\@". .., 40, MSG_NOS
IGHAL, {sa_family=AF_INET, sin_port=htons(23), sin_addr=inet_addr("213.210.85.58")}, 16) = 40

sendto(@, "E\G\G@(\371&\0\0@\6\263)3041300425010%2261 264 X\ 2351365610127\ 264\ £X\ 235\0\0\B\A" ..., 48, MS
G_MNOSIGNAL, {sa_family=AF_INET, sin_port=htons(23), sin_addr=inet_addr("186.9.88.157")}, 16) = 40
sendto(@, "E\B\G(\3T18\0\0@\6a\236Y300%250\01226)232Y\3045Y 36561027 \232Y\304s\0\@\0\@". .., 48, MSG_NOS
IGNAL, {sa_family=AF_INET, sin_port=htons(23), sin_addr=inet_addr("154.89.196.115")}, 16) = 48

sendto(@, "ENEVO(\3T1R\0\0@\61233<\300%250\012261272Vi\3301365\6\0\27\272Vi\330\0\0\0\". .., 40, MSG_NOS
IGHAL, {sa_family=AF_INET, sin_port=htons(23), sin_addr=inet_addr("186.86.166.216")}, 16) = 48

sendto(@, "E\E\G(\3T1R\0\0@\6!1233\300250\0%226+)26551331365\610'27+\2655133\0\0\@\0". .., 4@, MSG_NOSIG
NAL, {sa_family=AF_INET, sin_port=htons(23), sin_addr=inet_addr("43.181.115.27")}, 16) = 48

sendto(@, "E\B\G(\3718\0\0@\6H\217\300%258\0Y226k)\ 36\ 276136560\ 27k \36\F\27a\0\@\0\@". .., 40, MSG_NOS
IGNAL, {sa_family=AF_INET, sin_port=htons(23), sin_addr=inet_addr("107.308.12.1908")}, 16) = 40

sendto(®, "E\B\G(\371&\0\B@\6Y332Y\3001250Y0Y2260)3271224:\365\6\012701\327\224:\@\6\0\G". .., 48, MSG_NOS
IGNAL, {sa_family=AF INET, sin_port=htons(23), sin_addr=inet addr("81.215.148.58")}, 16) = 4@

sendto(@, "E\B\G(\3T18\0\0@\6135\231\3001250104226) 274X\ 346y 36560\ 27\ 274X\ 346y\ @\ 0\G\0". .., 40, MSG_N
OSIGMAL, {sa_family=AF_INET, sin_port=htons(23), sin_addr=inet_addr("188.88.230.121")}, 16) = 40
sendto(@, "E\BVG(\3T1R\0\0@\61233\332\300125010%226E 34413361254\ 365\6\042TE\ 344\ 336\ 254\ 0\a\e\0". .., 40
, MSG_NOSIGNAL, {sa_family=AF_INET, sin_port=htons(23), sin_addr=inet_addr("69.228.222.172")}, 16) = 40

Hinh 13. Linux/Mirai quét cong telnet dé tu dong lay nhiém
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e Tién trinh 538 c6 chuc ning quét cac cong
telnet (cong 23) tir cac dia chi IP khac nhu
189.34.200.158 va 153.55.105.31,.... Chtrc
nang nay phuc vu cho muc dich tg dong lay
lan sang cac thiét bi khac cia ma doc nay.
Chi tiét dugc trinh bay ¢ Hinh 13.

Pén day, ching t6i co thé khéng dinh, miu
ma doc nay c6 nhing hanh vi bét thuong nhu mo
cong hau két nbi véi IP 65.222.202.53 va quét
cong telnet dé phuc vu cho muc dich lay nhiém
cua ma doc nay.

VI. KET LUAN

Bo cong cu C500-toolkit thyc hi¢n quy trinh
mo phong day du nham thu thap, phan tich va phat
hién ma doc trong cac thiét bj dinh tuyén. Quy
trinh nay cho phép chay céc firmware thiét bi dinh
tuyen trong méi trudng mé phong va giam sat cac
hanh vi caa firmware nay. Tir nhitng thong tin thu
thap duoc, ¢ thé xac dinh dwuoc cac hanh vi bat
thuong ciia ma doc 1y nhiém trong firmware cta
céc thiét bi dinh tuyén mot cach nhanh chéng ma
khong can t6i thiét bj that. V6i vu thé st dung moi
trudng mo phong dé chay cac firmware cia nhiéu
dong thiét bi dinh tuyén khac nhau ma khéng phu
thuoc vao phan cang that, bo cong cu C500-toolkit
c6 kha ning phan tich dién rong véi nhiéu dong
thiét bi dinh tuyén khéc nhau.

Do tap luat ma nhom tac gia sir dung dé phat
hién ma doc trén thiét bi dinh tuyén con it, vi vay
chua thé phat hién duoc chinh xac ma doc trong
mét s6 trudng hop. Trong twong lai gan, nhdm tac
gia s& bd sung tap cac hanh vi bat thuong, két hop
vé6i ky thuat hoc may ap dung vao nghién cuu cac
dir liéu thu thap duoc tir b cong cu C500-toolkit
dé phat trién cong cu day du dé tu dong xac dinh
mé doc xuét hién trong firmware cua thiét bi dinh
tuyén. Bén canh dé, nhom tac gia s& cai tién C500-
toolkit dé nang cao kha nang trich xuat, 40 hda cac
thiét bi phan cimg nham giap cho méi trudng mod
phong day du hon, md phong céc firmware cua
nhiéu dong thiét bi dinh tuyén, ap dung cho nhiéu
loai CPU hon (ARM, PowerPC,...) nhiam phat
hién cac loai ma doc mai xuat hién trén thiét bi
dinh tuyén trong tuong lai gan.
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