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Vién Khoa hoc - Cong nghé mdt ma

Tdn céng phdn tich néng lirong don gian (Simple Power Analysis - SPA) la mét dang

tan cong kénh ké diroc sir dung phé bién trong linh viee tham ma. Tan cong nay khai

thac moi quan hé tuyén tinh giira nang hrong tiéu thu va cdc qua trinh thiee thi cia

thudt toan mdt mé nhém tim ra khéa leu trie trong thiét bi. Béi bdo nay trinh bay két

qua thiee hién tan cong SPA 1én phép nhan diém phirong phdp nhi phan ciia mdt ma
dirong cong Elliptic (Elliptic Curve Cryptography - ECC). Tén céng dieoc thiec hién

théng qua viéc phdn tich va nhdn dang cdc phép tinh co ban khi thudt todn thiec thi

trén phan cimg.

CC duoc gidi thiéu vao nam 1985 nhur mot

hé mat khoa cong khai thay thé cho céac hé

mat khoa cong khai cii nhu DSA, RSA [2]
[3]. Do co nhiéu wu diém so véi cac hé mat khoa
cong khai trede do, nén ECC dugc timg dung ngay
cang nhiéu trong thwe té. ECC dwoc chimg minh 1a
an toan trén ly thuyét. Tuy nhién, ECC c6 thé bi tan
cong kénh ké khi trién khai bang phan cting.

Mot trong cac dang tAn cong kénh ké thuong
dwoc sir dung trén ECC 1a tan cong phan tich ning
lrong. Téan cong nay dua trén mdi twong quan
gitta nang lwong tiéu thu va cac qua trinh tinh toan
bén trong cua thiét bi mat ma. Cé nhiéu dang tAn
cong phan tich nang hrgng khac nhau, trong d6 tan
cong SPA c6 thé thue hién chi véi mét 1an do nang
lugng tiéu thu cia thiét bi. Bai bao nay chirng minh
tinh hiéu qua ctia SPA 1én phép nhan diém phwong
phép nhi phan ciia ECC. Chwong trinh tin céng s&
str dung mot dau vét nang hrong (Power Trace) dé

tim khoa duoc lvu trong kit Arduino Uno. Kit nay
¢6 mdt vi diéu khién 8 bit Atmega328p dé thue thi
firmware phép nhan diém cua ECC.

Pé thuc hién tan coéng phan tich ning lrong
SPA, can hiéu thuét toan mat ma dang chay trén
kit. Trong bai bao nay, phép nhan diém ciia ECC
chay trén kit duoc lya chon nhu sau:

Phép nhan diém 14 phép tinh co ban cia ECC.
Gia sir ¢ diém P trén dudng cong Elliptic, két qua
O cua phép nhan diém P véi khoa K 1a phép cong
K lan ctia diém P vao chinh né6 va ky hiéu O = KP.
Dé tinh KP ¢6 thé thuc hién theo phép tinh Nhan
d6i va Cong (Double and Add) dira trén biéu dién
nhi phén cia khéa X = (k_,...k)),, trong d6 k£, la
bit 16n nhét ctia X. Phép nhan diém phwong phap
nhi phan theo hé sé giam dan c¢6 dang nhw sau [4]:
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input ik =(k, ;,....k),, P € E(F,),k, =1
output : Q = KP

1.O<« P
2. fori=n—2downto0do
2.1.0« 20

2.2.if (k, =1)then Q <« O+ P
3.return(Q)

Thong thwong, néu khoa K duwoge tao dit manh
thi s6 bit “1” trong K s& x4p xi bang /2. Khi d6, s6
phép tinh can thuee hién cia thuét toan trén sé gém
¢6 n/2 phép cong diém va n phép nhan doi diém.
Vé lwra chon dwong cong ECC

Nhom tac gia st dung Elliptic NIST P-256, boi
day la duong cong duroc sir dung nhiéu trong thure
té. Puong cong nay c6 cac tham sé nh sau [5]:

Phuong trinh dwong cong:
¥ =x-3x+
41058363725152142129...
32612978004726840911...
44410159937255548352...
56314039467401291

S6 prime:
p=1157920892103562487626...
9744694940757353008614...
3415290314195533631308...
867097853951

Bac cua duong cong:
n=1157920892103562487626...
9744694940757352999695...
5224135760342422259061...
068512044369

Piém gbc:

G = (4843956129390645175905258...
52527979142027629495260417...
47995844080717082404635286;
36134250956749795798585127...
91958788195661110667298501...
5071877198253568414405109)

Pau tién, kit Arduino Uno thuc hién phép nhan
diém véi khéa duoe lru san trong bo nh¢ cua kit.
Cung luc, may tinh yéu cdu may thu R&S®ESR
do nang hrong tiéu thu khi m6-dun mat ma hoat
dong. Két thuc phép do, dau vét nang lrong thu
dwoc s& duwoe giri 1én may tinh didu khién dé phan
tich tim khéa bang SPA.

Kit Arduino Uno 14 ¢6 mét vi diéu khién 8 bit
Atmega328p dong vai tro la module mat ma. Kit
nay hoat dong vadi clock la 16 Mhz, dién ap 5V.
Kit c6 mot b nhé Flash 32KB du dé luu firmware
thyre thi phép nhan diém phwong phéap nhi phan
cho NIST P-256. Vi tri do nang lrong tiéu thu trén
kit duge biéu dién trén Hinh 1.

Hinh 1. Vi tri két néi ciia dau do véi cdc chdn nguon va
ddt ciia vi diéu khién Atmeg328p

Pé do nang lwong tiéu thu cua kit truc tiép la
diéu khong thé véi thiét bi do nay. Vi vay, can do
théng qua gia tri gian tiép (Hinh 3) 1a cong suét
tiéu thu P, cia m6-dun mét ma. Gia tri nay duge
tinh nhw sau:

Bk =VD2D /R (D

Trong do: V,, la dién ap ngudn cia vi diéu
khién, R 1a tr& khang cua vi diéu khién hoic cua
mot dién tré trén dwong ngudn. Néu R khoéng
d6i, thi nang lwong tiéu thu sé ty 1é thuan véi
diénap V.

Luu vy rang, nang hrong tiéu thu 1a cong suét
tiéu thu theo thoi gian. Nhur vay, viéc do truc tiép
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nang lrong tiéu thu duge thay thé bang bai bao do
dién ap trén vi diéu khién khi kit hoat dong.
Voo (Ngudn)

1Y 1 (current)

D R (dién tré&)
‘ B

Module
méat ma

= Ground

Hinh 2. So do vi tri do ctia ddu do va dién tre dimg
trong phép do

Nhu so d6 Hinh 2, ¢6 thé do dién ap giita diém
A va diém B hoic do gitra diém B va diém C. Ca
hai cach do nay déu dwa ra duoc gia tri dién ap ty
1é thuan vdi ning luegng tiéu thu trong qua trinh
hoat dong cua vi diéu khién Atmega328p. Tir day
vé sau sé dung khai niém nang lwong tiéu thu dé
chi két qua do dién ap.

Thong thwong, phép do dwgc thue hién tai cac
tan sb 1a hai cua tan sb clock. Qua thuc nghiém
thay rang, két qua do dau vét nang luong t6t nhat
quan sat duoc tai tan sb 47.9 MHz.

Két qua do cho thay dwge c6 thé phan biét giita
céc lan thuc thi phép nhan diém duoc thuc hién
trén kit.

Tén céng SPA trén ECC can thue hién hai giai
doan: Tim dac diém cac phép tinh ECC trong dau
vét nang lrong va nhéan dang dac diém.

Cén biét rang, phép nhan diém 14 két qua ctia mot
chuéi céc phép cong diém va nhan d6i diém. Khi
thue thi trén kit, moi phép tinh nay sé& tiéu tén khoang
thoi gian khac nhau. Gia sir c6 hai diém trén duong
cong Elliptic P=(P,,P,),0=(Q,,0,) va P #—Q, cic
phép tinh co ban trén ECC dwrgc biéu dién nhr sau:

Phép cong diém:
§=(S8,,8,)=P+0
0,

P -0, ()]
S.=A-P-0,
S, =MQ,-5)-0,

Phép nhén déi diém:
D=(D,,D,)=2P 3)

3.~ 1)

2P

¥
D, =2A*-2P.
D,=M(F,-D,)-P,

i:

Qua hai cong thitc trén c6 thé suy ra s6 phép tinh
co ban can ding trong méi phép tinh nhan d6i/cong
diém, dwgc mo ta trong Bang 1 duéi day.

Bdng 1. Thoi gian thuee thi cdc phép tinh co bdn

trén ECC [6]
< .| Uérc lwong
Tén phép tinh S‘;ih;o’nog,lf €D thoi gian tinh
A eoDal | chu ky clock)
Phép cong 206
Phép trir 273
Phép nhén 15803
Phép nghich dao 12790
1 phép nghich
Phép cong diém |dao, 6 phép trir, | 64524
2 phép nhan
c e 1 phép nghich
g?éemp nhan doi | 1. 4 phép trir,| 95857
4 phép nhan

Pé tinh toan bo chudi khoa, can nhan dang dac
diém cua hai phép tinh co ban ciia ECC trong toan
b6 diu vét nang lwong thu duge. Chwong trinh
nhan dang duogc viét trong Matlab véi luu a6 thuat
toan nhu Hinh 3.

Cac bude cua heu do trong Hinh 3 thwc hién
nhw sau:

52 So64(056)2020 @



Birée 1. Poc dit liéu do nang lwong tiéu thu do
B3t dau may thu ESR giri vé.

Birée 2. Tim vi tri thuc hién phép nhan diém

A2 trong dau vét nang lrong thu dwoc. Mot khung
Poc diu vét ning treot kich thwde N = 100 mau dwoge sir dung dé tim
luong tir bo nho vi trf bt dau va két thic phép nhan diém (Hinh 4).
Vv — '

Tim vi tri bat d3au
thwce hién tinh toan

Hinh 4. Két qua tim khung dit liéu tiwong img
v6i phép nhan diém
ves Burée 3. Néu tim durge vi tri bat dau thi chuyén sang
loc dit liéu. Néu khoéng tim thi Kkét thiic chuong trinh.

Cho tin hig¢u qua bd Buée 4. Loc dir liéu tim nén nhiéu véi bod loc
loc MA (LPF) .
trung binh dong (Moving Average - MA) ¢6 d¢ rong
W = 10001, mau c¢6 dap tmg tin s6 nhw Hinh 5.

; wﬂlllwvuln'] .

h 4

Tim dudng bao tin
hiéu

A4

Nhan dang phép
nhan déi/cong diém

oo ons o0s
ormakend Froquntcy | rasample)

h 4

Hinh 5. Pdp img tan s6 ciia bé loc

Suy ra khéa lwu trong , ] )
kit Biréc 5. Tir ket qua cia Bude 4, thuce hién loai bo

bét nhidu va tim dwrong bao cuia tin hiéu (Hinh 6).

Lae vatim Jucrg bao in 5 o
' ' l

N/ L

Hién thj két qua

X

y
B3t dau

2 B . s € [l . s o
s

Hinh 3. Liweu do thudt toan chirong trinh phdn tich khéa

e Hinh 6. Két qua loc va tim diromg bao tin hiéu ciia mot
trén ddu vét ndng lirong thu diroc

doan tin hiéu
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Burée 6. Dua trén bién dé va dé réng cua
xung tin hiéu, tim phép nhan déi diém va cong
diém. Gia tri d6 rong cac xung nay phu thudc
vao nhiéu yéu t6 nhu tée d6 clock, cach lap trinh
mo-dun mat ma. Qua thuc nghiém nhan th:fiy,
voi kit Arduino Uno, dé réong xung D (phép
nhan d6i diém) ~ 8.5 ms, d6 rong xung A (phép
nhan d6i diém) ~ 5 ms.

Burée 7. Két hop két qua nhan dang & Budc 6,
suy ra khéa dwogc sir dung trong phép nhan diém
bang 2 nguyén tic. Thit nhit, néu c6 mot phép
nhan d6i diém thi 1a bit 0 cia khoéa. Thir hai, néu
c¢6 phép nhan déi di kém véi phép cong diém thi
la bit 1 cua khoa.

Buréc 8. Hién thi két qua va két thic chwong trinh

So sanh khéa phan tich bang SPA (Hinh 7.a)
véi khoa hwu trong kit (Hinh 7.b) nhéan thay,
chwong trinh da phan tich dung khéa dung trong
phép nhan diém phwong phap nhi phan ECC.

DVATNVMM - Vien EKH-CNMM

I
I
| Chuong trinh SPA tren ECC
I

Ket qua tim khoa (SPR) :
CL1E4753AFDECIEGRECEASBY92F43FEDDOCTARBSS
3072708B6522468B2FFROGFD

>

& cous "

14:13:32,129 -» bat dau @

14:13:32.128 -> Liem goc (Bxz, Gyi :

14:13:32.129 -» GE17DLT2E1204247TIBCEEES 630440F 2710370812 DER3IA0E4AL 39450808C2 45
14:13:32.164 => 4FEI42F2FF1RTT9BAZETEEATCIFOF162BCEI3576531 52CECERE406BITBIS1FS
14:18:32.164 -
14:13:32.164 -
14:14:40,696 -» ket qQua nhan (%, ¥) &

14:14:40.696 -> 942C9F4DBERCCDE2D34R1EIRGAS2TEREIE2DOFTRZE448023EE1661 4398ECCETE
14114240, 696 -> BCOEAFACDI4TCYIFCEIRANIE 2 J6REZEEESL CRERLTFESFU2BCAO4ASDOEEL9A]

Ehoa X @
CE1E4753AFDECIE6BECGRSBS 5 2FA3FEDDOCTARS3Z0727JBBEC22453B2FEROGID

b/

Hinh 7. Két qua phan tich khéa ciia chirong trinh a/ va
khéa heu trong kit b/

C6 nhiéu bién phap dé chéng lai tin cong SPA
nhw: sir dung thuét toan sao cho can bang ning
lwgng cac qua trinh tinh toan trén kit (phwong
phap Montgomery ladder), sir dung phép tinh phu
nham che di s khéc biét trong nang lrong tiéu thu
gitta nhan d6i va cong diém (phuwong phap chéng
SPA cua Coron) [1].

input .k = (k, ,,....k)),, P € E(F,),k, , =1
output : ) = KP

LR, <0
2.R <P
3. fori=n—1downto0 do
if (k, =0)then
3.1.R, <R+ R
3.2. R, < 2R,

else
33.R, <R+ R

34.R < 2R
4.return(R,)

input :k = (k,_;,....k,),, P €E(F,),k, =1
output : ) = KP
1.0[0] « P
2. fori=n-2downtoOdo

2.1. Q[0] « 20]0]

22.Q[1]« Q0]+ P

23. 00« Olk ]
3.return(Q)

Két qua do nang lwgng tiéu thy trén kit khi sir
dung phurong phap Montgomery ladder va Coron

so sanh vg1 phwong phap Double and Add (da
trinh bay trén) dugc biéu dién trén Hinh 8.
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b/

c/
Hinh 8. Két qua do va phan tich vét némg heong véi
phirong phdp Montgomery ladder (a), phirong phdp ciia
Coron (b) va phirong phdp Double and Add (c)

Co6 thé thay rang vét nang hrong tiéu thu trén
Hinh 8.2 va b khac so véi c. Diém khéc biét 1én
nhat 1a thoi gian va bién d6 cua tin hiéu sau khi
loc. O Hinh 8.a va b nang lrong kit dung dé tinh
phép nhan diém véi bit <0” va bit <1° caa khoéa 1a
tirong dwong nhau ca vé thoi gian va bién d6. Con
Hinh 8.c thay 13 st khac biét khi tinh bit ‘0’ va bit
‘1°. Piéu nay da dugc du doan tir cach trién khai
thuat toan & trén va dugc ching minh théng qua

két qua do nang hrong tiéu thu. Nho dic trung nay
ma ECC vdi phuong phap Montgomery ladder va
Coron chéng dwoc tan cong SPA.

Can hru ¥ rang, cac bién phap nay c6 thé bao
vé ECC tredce tan cong SPA, nhung c¢6 thé khong
hiéu qua trude cac tan cong phan tich ning lrgng
dang khac nhu DPA, High-order DPA, cac dang
tan cong cha dong.

Bai bao da trinh bay qua trinh thwce hién tAn
cong SPA 1én phwong phap nhan diém phwong
phap nhi phan cia ECC. Thong qua phén tich va
nhan dang dac diém cac phép tinh co ban trén dau
vét nang hrong da khoi phuc duroc khoa lru trong
kit. Két qua cua bai bao cho thiy c6 s mét an
toan caa phép nhan diém nhi phan ECC déi véi
tan cong phan tich nang hrong SPA. Thuc nghiém
duoc thue hién trén duong cong NIST P-256. Tuy
nhién, tan c6ng nay c6 thé mé rong cho duong
cong bt ky .+
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