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CAP NHAT TINH HINH AN TOAN THONG TIN TRONG NUYO'C 6 THANG DAU NAM 2021
Trong nlra dau nam 2021, VCS-Threat Intelligence ghi nhan va phan tich rat nhiéu cuédc tn cong Ion
clia cac nhom APT, cu thé nhu sau:

e Murc cao:
o Thang 1/2021 - Canh béo chién dich tAn céng ctia nhém APT nhadm vao cac nha nghién
ctru bdo mat, str dung 16 hédng 0-day khai thac RCE vao Google Chrome dwa vao Visual
Studio Project.
o Théng 2/2021
» Canh bao vé& chién dich tAn cong nguwdi dung loi dung mot sé ban cap nhat ti
NoxPlayer. Trong chién dich, cac ha tang cia BigNox d3 bj loi dung dé phat tan ma
déc.

= Canh béo vé hoat ddng méi clia nhém APT32 dwoc ghi nhan trén khdng gian mang.
Trong chién dich, nhém APT32 s&r dung ma doc loi dung dinh dang ActiveMime dé
tai v& Cobalt Strike dé tan cong ngwdi ding Viét Nam.
o Théang 3/2021 - Canh b&o v& mau ma doc KerrDown Malware ctia nhém APT32 nham
vao nguwoi dung Viét Nam.
o Théang 4/2021 - Canh bao hoat déng ctia nhém APT Trung Quéc tan cong vao tb chirc
& Viét Nam. Chién dich dién ra tlr thang 6/2020 dén thang 01/2021 nham vao céac tb
chtrc chinh phd, quan déi & Viét Nam.
o Thang 5/2021
= Nhom APT 1937CN da thwe hién tan céng cé chi dich vao Viét Nam loi dung céc
van ban lién quan dén chinh trj tai Viét Nam.

= Chién dich tAn cong I&n cta mot nhém APT chwa xac dinh d& nham vao Viét Nam.
Theo ghi nhan cta VCS-Threat Intelligence, da cé nhiéu trwéng hop bi khai thac
thanh céng.

= Ghi nhan hang chuc bién thé ma déc cia APT Trung Quédc dang ngay cang cai tién
S0 v&i cac mau trwdc day. DAy 1a loai ma doc co lich st tAn cdng mang nham vao
céac tb chirc, ca nhan tai Viét Nam trong chién dich Supply Chain cudi ndm 2020 va
phan mém gia l1ap NoxPlayer dau nam 2021.

e Mtc trung binh:

= Canh b&o cac hoat ddng méi cta nhém APT Trung Quédc tAn cong truc tiép vao
Nga. Lich sl tAdn cdng c6 nhiéu nét twong déng véi cac chién dich nhdm vao Viét
Nam trong quéa khtr.

= Canh bao ma doc Poison Ivy ctia APT Trung Quédc tAn cong vao nhiéu ha tang trén
thé gidi. Ma doc dwoc st dung cé nhiéu nét twong déng véi chudi tAn cong Supply
Chain nham vao nguoi ding NoxPlayer dau nam 2021.
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Vé 16 lot théng tin, VCS — Threat Intelligence ghi nhan mét sé nguy co xay ra trong nira dau 2021 nhw sau:

e Murc nghiém trong:
=  Nguy co di liéu bi 16 ra chra hon 77 triéu théng tin khach hang dang dwoc rao ban
trén khéng gian mang cia nhirng ngwdi dung da tirng dang ky hoac str dung dich vy
cua NitroPDF.
= Tap di¥ liéu chira hon 1 triéu thdng tin tai khoan cta nhiéu trang web xuét hién trén
Khdéng gian mang.
= RO ri 17GB di¥ liéu KYC cta nguwoi dung tai Viét Nam, hang nghin chirng minh thw
nhan dan bj rao ban trén khéng gian mang.
e Murc trung binh:
o Nhiéu théng tin ca nhan clta khach hang xuét hién trong nhiéu tap dir liéu dang
Combolist.
o Trén dién dan RaidForums, di¥ liéu lién quan t&i Viét Nam dwoc rao ban rat rAm ro voi
céc tiéu dé nhu :
= 8.38 triéu ban ghi vé di liéu dan cw va 2.8 triéu vé doanh nghiép Viét Nam.
= Cac van ban tuyét mat ctia B& Coéng an va Boé Québc phong Viét Nam.
= D liéu 2 triéu ngwoi dung tlr cac cong ty ban 1é dién may.
= Tap di¥ lieu 50 nghin nguwdi dung tr san két néi tai chinh TIMA.
Nhin chung, nira dau nam 2021 ghi nhan cac vu 16 lot thong tin di liéu Ién khach hang cla céac
doanh nghiép I&n Viét Nam (ngan hang, tai chinh, ban 1&). Nguyén nhan dwoc nhan dinh xuét phat to:
- Viéc khach hang sir dung email ndi bd dé dang ky cho cac dich vu tlr bén thir ba khéng may bi
ro ri thdng tin.
- MAy tinh c& nhan hoac may tinh ndi bd bi nhiém ma ddc danh cap théng tin ca nhan.
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Phishing/Impersonate (Ltra dao, str dung thwong hiéu caa khach hang)

Trong ntra dau ndm 2021, cac hoat déng lira dao, lam dung thwong hiéu di&én ra manh mé. Cac cudc
tAn cong Ilra ddo gia tang & ca tan suét 1an sy phlc tap, dat ra mdi de doa dang ké voi tat ca cac to
chtre, dac biét 1a hinh thirc tAn cong Ilra ddo cé cha dich, nhdm vao céac té chirc tai chinh, ngan hang,
cac cbng thanh toan dién tl, vi dién tl. Theo thdng ké trén hé théng cta VCS - Threat Intelligence,
6 thang dau nam 2021, ghi nhan gan 3,000 domain ltra dao, lam dung thwong hiéu, gap 3 lan so
v&i cung ky nam ngoai.
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B&o céo sé lurong tén cong phishing, impersionate trong 6 thang dau ndm

Céc cudc tan cong llra ddo dwoc chia thanh 2 hinh thiec chinh:

e Thdng qua céc trang mang xa hoi: Déi twong gid mao ngwdi mua cac san pham trén cac group,
trang ban hang, dé nghi nan nhan thuc hién giao dich chuyén tién online, Ia nan nhan truy cap
vao cac dwong link Itra ddo, hodc loi dung cac chwong trinh tri an, tring thwéng qua tang dé
yéu cau nan nhan cung cép thdng tin ca nhan.

e Thdng qua gid mao SMS Brandname: Day la hinh thirc dang phé bién hién nay, st dung tin
nhan dinh danh (SMS Brandname) gia dé danh Ilra ngwoi dung, tao niém tin day Ia tin nhan t
hé thdng that, du ho dang nhap vao website gid mao nham danh cép théng tin tai khoan ngan
hang.
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Tan cong DDoS tai Viét Nam. Thdng ké sb lwong tan cong theo cac lwu lwong tAn cong trong 6 thang

dau ndm 2021
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THI TRWONG AN TOAN THONG TIN TAI VIET NAM NAM 2021

Thi trwdng an toan théng tin (ATTT) toan ciu dat 162.5 ti d6 la My vao ndm 2020 véi tbe dd tang
trwdng hang nam kép (CAGR 2020 - 2025) khodng 12.5%, dw kién dat 418.2 ti 6 ly My vao nam 2028.
Trong d8, khu vwe Chau A Thai Binh Dwong (APAC) dv kién dat téc d6 CAGR tr 16 — 18.3% tir ndm
2020 — 2025 (Mordor Intelligence, 2021 va Gartner, 2021).

Thi trwéng Viét Nam véi toc dd tang trwdng CAGR khoang 16.9%, cé quy md khodng 61.3 triéu do
(twong dwong khodng 1409 ti ddng Viét Nam) vao ndm 2019 va dat 81.4 triéu d6 la My vao nam 2020
(Ken Research, 2021). Trong nam 2021, quy md thi trwong ATTT Viét Nam dw kién dat 97.9 triéu d6 la
My, twong dwong 2,252 ti dong Viét Nam.

Toan cau APAC Viét Nam

Téc d6 tang truong kép (CAGR) hang ndm 2020 — 2025 (Ken Research. Mordor Intelligence, Gartner)

mmm Quy m6 thi trvong (triéu dé la My) Téc d6 tang tru‘c’mg
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Quy mb va téc do tang trirong hang ndm

thj trirong Viét Nam ndm 2019 — 2022 (Ken Research, 2021)
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Ti trong theo nhém khach hang

Theo bao céo cua Ken Research, v&i mirc do
trwdng thanh ATTT cao, Tai chinh va Ngan
hang chiém phan 16n ti trong nhu ciu vé ATTT
tai thi trwong Viét Nam. Trong d6 dac biét la
nhém Ngan hang Thwong mai c¢d phan va céac
cong ty chirng khoan c6 sy bung nb vé lwong
giao dich trong ndm 2020 va nira dau nam
2021.

Céc chi dinh va théng tw ctia Chinh pha vé bao
mat, ATTT goép phan gia tdng nhu cau trong
nhom Chinh phu va nha nwéc. Ngoai cac don
vi tinh, Ngan hang, Kho bac nha nwéc, mét sb
don vi lién quan t&i Y té va Strc khée bat dau
chd trong vao ATTT do tinh hinh dién bién
COVID-19 phtrc tap va thdng tin vac-xin.

Quy mé thi trevdng theo nganh
(Ken Reserach, 2019)

40.0%

19%

8% gy,

s Ngén hang & Tai chinh = Chinh phu
Hang khéng IT & Vién théng
Khac



viettel

security
Ty trong doanh thu ctia cac giai phap An toan thong tin tai Viét Nam
San pham va dich vu ATTT standalone chiém ty trong thi phan cao trén 50% va cé xu hwéng tang ti

nam 2019 — 2025. Dich vu MSS chiém ty trong trong khoang tlr 32% - 23% thi phan, cé xu hwéng gidm
trong nam 2019 — 2025.

Theo loai hinh san phdm, cac dong san pham Firewall van ndm gitr ti trong cao nhat tlr 25% nam 2019
t&i 22% vao nam 2025. Antivirus va Endpoint security cé sy thay déi khdng dang ké, khoang 15-17%.

Ty trong doanh thu theo cac gidi phap ATTT Viét Nam 2019 - 2025
(Ken Research)

11% 12%
29% 23%

2021 2025

® San phdm © MSS = Dijch vu khac

Ty trong doanh thu theo loai hinh san phém ATTT taiViét Nam, 2019- 2025
(Ken Research)
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% san phdm & dich vu néi dia nuéc

Theo b&o cédo cla Ken Research, thi trwong ngoai 2019 - 2025
ATTT tai Viét Nam c6é sw canh tranh gay gt  100%
gilra cac hang néi dia va hang nwdc ngoai. 90%

80% 42% 40% 35%
Vé san pham, ndm 2019 chiém 75% san pham 70%
nwéc ngoai, 25% san pham ndi dia. Nam 2025, 60%
dy kién sadn phdm nwdc ngoai gidm con 46%, 50% - .
san pham trong nuéc ting 54%. 40%

30%

Vé dich vy, dich vu SOC, Pentest, Security  20%
Audit & cac dich vu ndéi bat dwoc cung cap 10%

nhiéu b&i cac cong ty ndi dia nhe vao tinh canh 0%
tranh con nguw&i, chuyén gia va doi ngl xt ly sw 2019 2021 2025
c6 nhanh chéng, kip thoi. San phdm nwéc ngoai
B San pham ndi dia
Dich vu

Tuy nhién véi khodng 20 hang nwéc ngoai thdng qua kénh phan phéi tao strc canh tranh 16n
tai thi trwong véi cac dong san pham: Firewalls, EDR, Security Web Gateway, Security Email
Gateway, SIEM/ SOAR.

V&i mé hinh kinh doanh direct to customer va qua kénh phan phdi, cac doanh nghiép ATTT
Viét Nam dan mé réng thi phan nhé vao loi thé canh tranh ndi dia, hanh lang phap ly. Tuy
nhién, diéu do khéng phi nhan strc canh tranh cao tir cac hang nwéc ngoai.

Nam 2025 dy doan thi phan san pham noi dia tang 21%, dat 35% ngang véi dich vu ATTT.
San phadm nwéc ngoai dw doan giam thi phan tir 44% (2019) xubng 30% (2025).
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Yéu té thuc day nhu cau An toan thong tin tai thj trwong Viét Nam
Sw gia tang cac nguy co tan cdng mang la yéu té quan trong nhat din dén sy gia tdng nhu ciu vé

ATTT tin tai Viét Nam. Cac yéu td khac nhw quy dinh, van ban phap luat vé ATTT ciing gép phan
khéng nhé vao nhu ciu ATTT.

Sw gia tang nguy
co tAn céng mang

- N&m 2021 ghi nhan sw gia tang tAn cdng an ninh mang vao cac té chirc
tai chinh, ngan hang va chinh pha Viét Nam
- Kich ban tan cong va mire do phire tap clia cac vu tAn céng ngaly cang gia tang

Quy dinh, van ban
phap Iuat Viét
Nam

-Théng tw s6 09/2020/TT-NHNN quy dinh vé an toan hé théng théng tin
trong hoat ddng ngan hang, ban hanh ngay 21/10/2020

- Coéng van 1552/BTTTT- CATTT V/v Dén dbc td chirc trién khai ddm bao
ATTT theo mé hinh “4 I&p” ban hanh ngay 28/04/2020

Sw thiéu hut nhan
sw nganh ATTT

- Nhan sy ATTT thiéu hut, dac biét cac chuyén gia cé nang luc cao, dam
b&o quan tri an ninh mang in-house cda céac té chirc, doanh nghiép
- Cong tac dao tao, nang cao nang lwc nhan sy ATTT con han ché

Xu hwéng cbng
nghé thong tin

- Sw gia tang cac giai phap trén ha tang cloud tao nén thach thirc méi cho
an ninh mang

- Xu huéng “work from home” ctia cac doanh nghiép, té6 chirc tiém &n nhiéu
nguy co tdn cdng mang

- ng dung IoT va Machine Learning trong cac gidi phap van hanh ATTT

Canh tranh gia ca

Thi trwdng canh tranh gitra cac hang nwédc ngoai va ndi dia, trong do cac
hang nwéc ngoai véi wu thé thwong hiéu, cong nghé va chirng chi. Hang
ndi dia canh tranh vé& nhan sy trong nwédc va gia ca.

Co ché gia linh
hoat theo nhu cau

Chién luoc va co ché gia linh hoat theo nhu cau ctia khach hang trong nuéc
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YEU TO BEN NGOAI TAC PONG TO'I THI TRWONG ATTT NAM 2021

Tinh hinh kinh té Viét Nam 2021

Theo bao céo clia Asia Development Bank
2021, tang trwdng GDP cua Viét Nam dy bao
dat 6,7% trong nam 2021 va 7% vao nam
2022. Tang trwong GDP dau nguwoi dy bao dat
5,4% trong nam 2021 va 5,6% nam 2022. Viét
Nam duwoc dy doan la nwéc co tbe do tang
trwdng GDP nam 2021 cao nhét trong khu vuc
Déng Nam A. Nhin chung, kinh té Viét Nam c6
s hoéi phuc kha nhanh so vé&i cac nwéc trong
khu vyc trong nam 2021.

Tuy nhién cac hoat dong dau tw vao ATTT cla
cac b, ban, nganh co6 thé chirng lai vi wu tién
nguén kinh phi cho ctru tro COVID-19 va hdi
phuc cac nganh kinh té.

Téc d6 téng trwedng GDP: Vietnam (%)

7.00% 6.70% 7.00%
I 1 I I
2019 2020 2021 2022

Nguén: Asia Development Bank, Asian Development
Outlook 2021

Dw doan tbc d6 tang trwuéng GDP 2021
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Tinh hinh chinh tri, xa héi Viét Nam tinh t&i nira dau nam 2021

Trong 6 thang dau nam 2021 ghi nhan sw kién chinh trji I&n ctia ndm - Bau ct qudc hdi khda XV nhiém
ky 2021 — 2026. Tinh dén 23/5/2021 ca nwéc c6 99,57% cl tri di bu ctv. Can ct vao bién ban téng
két cudc bau clr trong ca nwdc, Hoi ddng bau cir qudc gia tién hanh cong bb két qua bau cir va danh
sach nhirng ngwdi tring civ dai biéu Quédc hdi cham nhét 1a ngay 12/6/2021 (hoac 20 ngay sau ngay
bau ctr). Bau ctr qudc hoi la sy kién quan trong anh hwdng dén tinh hinh ké hoach dau tw chi phi cta
céc tinh trong ntra ddu ndm 2021 khéng ¢é quéa nhiéu dw &n mé thau.

Tai Nghi quyét phién hop Chinh pht thuwéng ky thang 5/2021, Chinh pha théng nhat véi d& nghi cta Bo
Tai chinh tai van ban sé 103/TTr-BTC ngay 02/06/2021 vé: Cét giam tbi thiéu 50% kinh phi héi nghi,
cbng tac trong va ngoai nwéc con lai clia cac bd, co quan trung wong, dia phwong (Trir cac hoat déng
quan trong, cap bach va phuc vu cdng tac phong chdng dich ctia cac Bo: Bd Quéc phong, B6 Cong an,
B& Y té, kinh phi hoat déng ngoai giao qudc gia khac ctia Bd Ngoai giao) va tiét kiém thém 10% chi
thwdng xuyén con lai cia nam 2021 dé bd sung ngudn phong, chdng dich COVID-19, tdng dau tw phat
trién va nhiém vu an ninh, quéc phong can thiét.

Bao cao qudc hoi cho phép thu héi cac khodn kinh phi thwdng xuyén da giao cho cac Bo, co quan
trung wong va dia phwong nhung dén ngay 30/6/2021 chwa phan bb hodc da phan bd nhung chuwa
trién khai thwe hién (chwa phé duyét dw doan, chwa tb chirc dau thau) va cac khoan phi thwong xuyén
chwa thwc sy can thiét d& bd sung ngudn dy phong ngan sach trung wong va ngan sach dia phuong
chi cho céng tac phong, chéng dich COVID-19 va phuc vu chién dich vac-xin.

Tinh hinh COVID-19 dén gitra nam 2021 van vé cung phirc tap, anh hwdng dén ké hoach chi tiéu va
dau tw cta cac bo, ban, nganh va cac dia phuong.

“Cét giam tdi thiéu 50% kinh phi hdi nghi, cdng tac trong va ngoai nwéc con lai ctia cac bd, co quan
trwong wong, dai phwong (Trir cAc hoat ddng quan trong, cap bach va phuc vu céng tac phong chdng
dich cta cac Bo: B6 Qudc phong, B Cong an, Bd Y té, kinh phi hoat déng ngoai giao québc gia khac

cta B Ngoai giao) va tiét kiém thém 10% chi thwérng xuy@n con lai cia nam 2021 dé bd sung ngudn
phong, chéng dich COVID-19, tdng dau tw phat trién va nhiém vu an ninh, quéc phong can thiét.”

Trich “Van ban s6 103/TTr-BTC ngay 02/6/2021 ctia Bo tai chinh”
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Tinh hinh phép luat Viét Nam tinh té&i nipa ddu nam 2021

Ngoai cac thong tin luat phap ndi bat trwéc ndm 2020 lién quan téi ATTT tai Viét Nam nhu:

Cap nhat vé luat phap lién quan t&i An toan thong tin tai Viét Nam (2015 — 2021)

Chi thj 14/CT-
TTg nam 2019

Quyét dinh

1017/QD-TTg

nam 2018

Luat An ninh
mang

24/2018/QH14

Théng tw
31/2017/TT-
BTTTT

Quyét dinh

05/2017/Qb-

TTg

Vé viéc tdng cudng
bdo dam an toan,
an ninh mang nham
cai thién chi sé xép
hang cua Viét Nam

Pé an giam sat ATTT
mang déi véi hé théng
dich vu CNTT phuc vu
chinh pha dién t&r dén
nam 2020, dinh hwéng
dén nam 2025

Luét An ninh mang

Quy dinh hoat déng
giam sat an toan hé
théng thong tin

Ban hanh quy dinh
vé hé théng phuong
an &ng clu khan
cép bao dam ATTT
mang quéc gia

Céc b0, co quan ngang bé bao dam ty Ié kinh phi chi cho
cac san pham, dich vu ATTT mang dat téi thiéu 10%
trong téng kinh phi trién khai ké hoach &¢ng dung céng
nghé théng tin hang nam

DPéi véi cong tac giam sat, ing ctvu sw c¢d ATTT mang,
bao vé hé théng thong tin thudc quyén quan ly: Két néi,
chia sé théng tin v&i Trung tdm Giam sat khéng gian
mang qudc gia

Khuyén khich cac co quan nha nwéc thué dich vu k¥
thuat va nhan sw trong trién khai giam sat ATTT mang
cho hé théng phuc vu Chinh pha dién tw.

Luat quy dinh vé hoat ddng bdo vé An ninh quéc gia va
bao dam trat tw, an toan xa hoi trén khéng gian mang,
trach nhiém cla co quan, tb chirc, ca nhan cé lién quan.

Doanh nghiép dich vu ATTT mang cé tradch nhiém phc")i
hop vé&i chi quén hé théng théng tin trong viéc giam séat
yéu ciu cla Bd Théng tin va Truyén théng (B6 TT&TT),
cung cép céc thong tin vé ha tang ky thuat theo yéu cau
va phuc vu cho hoat déng giam sat ctia B TT&TT.

Kinh phi thwc hién cac hoat déng tng ctvu sw cd ATTT
mang dugc bd tri trong dy toan chi ngan sach nha nwéec.
Ngan sach trung wong dam bao cho hoat déng co quan
diéu phéi quéc gia, hd tro xay dwng, ap dung chuén 1SO
27xxx va cac chuan quéc té vé ATTT mang.
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N&m 2020 va 2021, tinh hinh luat phap c6 mét sé diém ndi bat nhw Céng van sé 1552/BTTTT-
CATTT V/v DBén déc t6 chirc trién khai bao dam an toan théng tin cho hé théng thong tin theo
mo hinh “4 |&p”.
Trong d6, d& nghj cac bd, co quan ngang bd, co quan thudc chinh pha, cac Gy ban nhan dan tinh
thanh phd tryc thudc Trung wong hoan thanh viéc trién khai bado dam ATTT cho hé thdng théng tin
theo mé hinh “4 1&p” trwd'c ngay 30/09/2020.
Ngay 15/06/2021, Bd Théng tin va Truyén thdng da ban hanh Céng van sé 2085/BTTTT-CATTT
V/Iv khuyén khich str dung san pham, giai phap an toan, an ninh mang Make in Viét Nam. Theo
do, Bo6 Thong tin va Truyén théng da thuwe hién nghién ctru, danh gia va lwa chon nhirng san pham
an toan, an ninh mang tiéu biéu do doanh nghiép Viét Nam san xuét dé khuyén nghi cac co quan, t6
chire, doanh nghiép nghién cu st dung theo nhu cau thuc tién cda td chirc, doanh nghiép trong
nwéc. Danh sach bao gom:
1. San phdm an toan cho thiét bj d4u cudi:
- Viettel Endpoint Detection & Response
- Giai phap phan tich hanh vi b4t thuwéng (VCS — KIAN)
- CMC Malware Detection and Defence
- Phan mém diét vi-rat Bkav Endpoint Al
- Cyradar — EDR
- FPT.EagleEye MDR
2. San phdm an toan lép mang
- RealTech UTM Firewall
- Viettel Network Access Control
- Viettel Anti-DDoS
Viettel Security Information & Event Management
Viettel Network Security Monitoring
FPT.EagleEye malBOT
Bkav — IPS Firewall
- Giai phap kiém soét chinh sach an ninh — Bkav Total NAC
- CyRadar — SIEM
- FPT.EagleEye mGuard
3. S&n phdm an toan 16p ung dung
Viettel Web Application Firewall/ Viettel Smart Web Protection
Viettel Email Security Gateway
Hé thdng phéat hién cac méi de doa nang cao (CyRadar — Advanced Threads Detection System)
- RealTech WAF
- RealTech Antispam mail
4. Giai phap an toan, an ninh mang khac
- Viettel Threat Intelligence
- Viettel Security Orchestration Automation & Response
- Né&n tang quan ly an toan thdng tin — VNPT MSS
- VNCS Phan mém ra soat ha tAng mang internet VNCS CyberScan
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Mot sb cap nhat méi nhat vé luat phap lién quan téi ATTT ndm 2021 ndi bat véi thdng tin: Ngan
hang nha nwéc Viét Nam ban hanh Théng tw s6 09/2020/TT-NHNN c6 hiéu lwc thi hanh tr ngay
01/01/2021.

Théng tw 09/2020/TT-NHNN

D 4

Quy dinh vé an toan hé théng théng tin trong hoat ddng ngan hang

Thong tw nay ap dung di v&i cac td chire tin dung, chi nhanh ngan hang nwéc ngoai, cac td chirc cung
¢ng dich vu trung gian thanh toan, céng ty théng tin tin dung, cdng ty cd phan Thanh toan quéc gia Viét
Nam, Céng ty quan ly tai san cla td chirc tin dung Viét Nam, Nha may in tién quéc gia, Bao hiém tién gvi
Viét Nam

T chire ra soat quy ché ATTT téi thiéu mdi nam mot 1an.

Quan ly st dung thiét bj di ddng: Cac thiét bi di dong khi két ndi hé théng mang ndi bd phai dwoc dang ky
dé kiém soat. V&i thiét bi di dong la tai san cda td chirc, kiém soat cdc phan mém cai dat, st dung tinh
nang bao vé thdng tin ca nhan, théng tin néi bo, théng tin bi mat, thiét lap ma khoéa bi mat, cai phan mém
chéng ma doc va cac 16i bao mat khéc.

Hé théng dich vu giao dich truc tuyén phai dwoc 4p dung cac bién phap dé giam sat chat ché va phat hién,
canh béo vé:

a) Giao dich dang ng® dwa vao céc tiéu chi téi thiéu gdm: thoi gian giao dich, dia diém giao dich (vi tri dia
ly, dia chi IP mang), tan suét giao dich, sb tién giao dich, sb lan xac thwc sai quy dinh;

b) Hoat ddng béat thwdng cdia hé thdng;

c) Céac cudc tan cong tir chdi dich vu (DoS - Denial of Service attack), tAn cong t& chéi dich vu phan tan
(DDoS - Distributed Denial of Service attack).

Td chire c6 trach nhiém gt béo céo vé Ngan hang Nha nuwéc (Cuc Cong nghé théng tin): Bao céo sw cb
ATTT trong vong 24 gi¢r ké tr thdi diém sw cd dwoc phéat hién va bao cao hoan thanh khéc phuc sw cb
trong vong 05 ngay lam viéc sau khi hoan thanh khac phuc sy cb.

i Nhin chung, théng tw 09/2020/TT-NHNN ctia Ngan hang nha nwéc rat chi tiét vé yéu ciu bao mat
\ ATTT trong ngan hang va céac té chirc tin dung, tai san. Pac biét khuyén khich st dung cac san
i pham, dich vu c6 chieng chi quéc té. Tuy nhién diéu nay ciing gy ra sw canh tranh rat |&n giiva
: hang nwéc ngoai véi cac hang néi dia vi khéng c6 yéu cau nao doi héi san pham Make in Viét
. Nam va cac diém néi bat ctia san pham (selling points) chi cac hang néi dia m&i cung cap dwoc.

1
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Ngan hang, nhém nganh dan dau vé An toan théng tin tai Viét Nam

Nhém ngan hang dwgc danh gia cé do trwéng
thanh twong dbéi cao trong ATTT & Viét Nam.
Vé tang trwdng ndm 2020, ngan hang van ting
3%, dw bao tang 15% vao nam 2021 (B4o cao
thi trwdng ngan hang clta SSI, 2020). Tang
trwdng tin dung giam vao nam 2020, ky vong
phuc hdi vao nam 2021 (11-12%).

Nhém ngan hang nang déng (ACB, MBB, TCB,
VPB, VIB, TPB) nhém c6 téc doc ting truwdng
cao hon vé tin dung, ghi nhan tang trwdng kha
quan, it &p lwc 1ai suat dau ra.

Nhém ngan hang lon (AGR, VCB, BIDV,
Viettin) ap lwc gidm I3i suat dau ra, chwa phuc
hdi hoan toan vao 2021. (Vietcombank
Security Report, 2020).

Ngan sach danh cho ATTT ctda nhém ngan
hang khoang 10-15% téng ngan sach cong
nghé théng tin. Tinh hinh COVID-19 cang
thang trong 6 thang dau nam 2021 di kém céac
vu tdn cbéng an ninh mang vao hé théng ngan
hang Viét Nam, thic ddy nhanh hon qua trinh
chuyén dbi sé6 va an ninh mang trong hé tang
thong tin.

Chién lwoc phat trién céng nghé théng tin cla
nganh Ngan hang dén nam 2025, dinh hwéng
dén nam 2030 v&i muc tiéu thwe hién thanh
céng chuyén déi sé trong nganh Ngan hang.
Theo d6 nhan manh tdm quan trong cta ATTT
trong viéc bao mat, dam bao an ninh cta hé
théng thdng tin nganh ngan hang.

Mot sd chi tiéu cu thé nhw: it nhat 50% céac
nghiép vu dwoc thwc hién trén moi trwdng sb
nam 2025 va dén nam 2030 dat 70%. Chi tiéu
vé sb lwong giao dich cha khach hang trén cac
kénh sb dat it nhat 70% nam 2025 va 80% vao
nam 2030. Chi tiéu vé& ty l1& quyét dinh giai
ngan, cho vay cla Ngan hang thwong mai,
cong ty tai chinh déi v&i cac khoan vay nho 18,
vay tiéu dung cua khach hang ca nhan dwoc
thwe hién s6 héa: dén nam 2025 dat téi thiéu
50% va ndm 2030 dat t6i thiéu 70%.

Ngan hang nha nwéc Viét Nam ban hanh
Thong tw s6 09/2020/TT-NHNN quy dinh vé& an
toan hé théng théng tin trong hoat déng ngan
hang. Théng tw quy dinh yéu cau téi thiéu vé
dam bao an toan hé théng thoéng tin, trong do
phan loai cap ddc bi mat cta théng tin.

Céc hoat déng clia ngan hang va céac td chirc
tai chinh ngay cang dwoc quy dinh gat gao
gao vé cac ATTT. Déc biét doi hoi st dung cac
san pham, dich vu cta bén th& ba dat tiéu
chudn quéc té. Diéu nay dan téi cudc canh
tranh gilra cac hdng néi dia va nwdc ngoai
ngay cang gat gao hon trong nhém nganh nay.
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Chirng khoan va bao hiém — Nhém nganh ting trwéng dau nam 2021

Mac du tinh hinh COVID-19 gay ra thiét hai I&én
vé kinh té cho mot sb nganh nghé dac biét du
lich va hang khéong. Tuy nhién, nam 2020 va
nira dau nam 2021 ghi nhan sy ting trwdng
manh mé cua ching khoan, tin dung va bao
hiém.

Nhiéu ky luc trén thi trwong Viét Nam nira dau
nam 2021 dwgc ghi nhan. Sy tang trwdng cua
nganh nay vuot xa dy bao cla cac chuyén gia
trwdc do. VN-Index chét phién cubi ndm 2020
& mrc 1.103,87 diém, dau nam 2021 ghi nhan
dinh mai 1,308,58 diém trong vong 20 nam du
chiu ap Iwc nho ttr hiéu rng “Sell in May”.

Nhan dinh xu hwéng cudi ndm 2021, cac
chuyén gia dw doan thj trworng van tang, tuy
nhién khdng qua manh mé nhw dot trwdc, dw
doan cé thé dat 1.400 diém nam 2021.

S6 lwgng tai khodn mé mai tang chong mat do
|&i suit ngan hang mac thap. Thang 01/2021
ghi nhan 113.191 tai khodn m& m¢i, thang
4/2021 ghi nhan 109.998 tai khoan mé& mai.

Khéi lwong giao dich Ién trén 23.000 ty déng
khién san HOSE lién tuc roi vao tinh trang nghén.

Diéu nay dan t&i tiém an nguy co tan cong an
ninh mang rat cao véi cac cong ty chirng khoan.

Theo bao céo ctia Bd Tai chinh, tinh dén hét
thang 4/2021, tbng tai sdn cac doanh nghiép
bdo hiém dat 608.324 ty dong, tang 22.72%
cung ky nam 2020. Doanh doanh thu phi bao
hiém dat 61.208 ty déng, tang 19,12% so v&i
cung ky nam 2020.

Thi trwéng bao hiém Viét Nam c6 72 doanh
nghiép, trong d6 31 doanh nghiép bdo hiém
phi nhan tho, 18 doanh nghiép bao hiém
nhan tho, 2 doanh nghiép tai bao hiém, 20
doanh nghiép moi gi¢i bdo hiém va 1 chi
nhanh doanh nghiép bao hiém phi nhan tho
nwdc ngoai. Trong dé 50-60% thi phan cla
thj trwérng bao hiém thudc vé top 5 cong ty
bdo hiém: trong d6 Bao Viét 1a cong ty Viét
Nam, c&c cdng ty con lai chi yéu la cong ty
nwdc ngoai nhw Prudential, Manulife, Dai-
ichi,... Ngoai ra, con cé céc cdng ty bao hiém clia
ngan hang nhuv Vietin Metlife, MB Ageas Life,...

RGi ro an ninh mang, rdi ro mét théng tin
khach hang va thiéu nhan Iyc 1a nhirtng khé
kh&n 1&n nhét trong qua trinh InsurTech cla
cac doanh nghiép bao hiém.
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Doanh nghiép I&n — Trién vong dau tw ATTT nam 2021

Bang xép hang VNR500 nam 2020 tiép tuc ghi nhan sw Ién manh clia cac doanh nghiép nhém
dich vu va céng nghiép, chiém hon 97.3% ty trong doanh thu. Nhém nganh néng nghiép chi chiém
ty trong 2.7%.

Cac nganh hang cao vwot trdi so véi mire trung binh ctia toan bd khédi doanh nghiép, bao gdm: co
khi, xay dwng — vat liéu, bat déng san, tai chinh, van tai — logistics, vién théng, cong nghé théng
tin.

Céac doanh nghiép top dau van gitv virng vi thé nhw: Céng ty TNHH Samsung Electronics Thai
Nguyén, Tap doan Dién lwc Viét Nam, Tap doan dau khi Viét Nam, Tap doan Céng nghiép — Vién
thdng Viét Nam, Tap doan Xang dau Viét Nam, Tap doan Vingroup — Céng ty ¢ phan, Tap doan
Than & Khoang san Viét Nam, Cong ty ¢ phan Dau tw thé gi&i di dong.

Nh¢& vao tinh hinh kinh doanh va téc d6 tang trwéng kha quan ndm 2021, nhém doanh nghiép I&n
dwoc danh gia tiém nang va trién vong dau tw ATTT trong cac ndm tiép theo. Cac nhém nganh
tiém ndng nhu: Bat déng san, Dién, Vién thdong, Cong nghé théng tin, Dau mé, Ban 1&, Than &
khoéng san.



XU HPONG AN TOAN THONG TIN TAI VIET NAM

NCra ddu nadm sau 2021 tai Viét Nam tiép tuc chiu &nh hwéng cta dich COVID-19, nén kinh té va céac
hoat ddng chwa thé hoat dong tré lai binh thwéng trong théi diém nay. Cac xu hwéng ATTT nam 2021
duoc dy doan bao gém:

Xu hwéng 1:

Xu huwéng Internet of Things (loT) dwoc dw doan sé co tac ddng manh mé t¢i ATTT. Dy doan t&i nam
2025, s& c6 khoang 30 ti két ndi 10T, gan 4 thiét bj 10T/ ngwdi. Xu hwéng 10T ¢6 &nh hudng rét Ién dén
ATTT trén toan cau va Viét Nam.

Xu hwéng 2:

Theo béo clia cla Flexera vé xu hwéng st dung dién toan dam may cho biét chi phi dau tw trong nam
2021 sé tidng 47% va trién khai & tat ca linh vwc. Cac doanh nghiép 1&n tai Viét Nam nhw One Mount,
VP Bank bat diu chuyén dich 1én ha tAng Cloud, tiém an cac nguy cao tAn cdng an minh mang va 19 lot
thong tin. Cloud-based security tiép tuc 1a méi quan tam cho cac doanh nghiép dé phong ngira va dam
bao bao mat ATTT trén cloud.

Xu hwéng 3:

Nhu c3u lam viéc tir xa tdng cao trong théi diém COVID-19 kéo theo rat nhiéu rdi ro vé an ninh mang.
Céc xu hwéng méi nhw Zero Trust thay cho cac gidi phap VPN truyén théng dang dwoc cac cong ty,
doanh nghiép quan tam. Zero Trust dwoc gidi thiéu 1an dau tién vao nam 2010 b&i John Kinderrvag,
Forrester Research analyst v&i nguyén ly co ban “Never trust, always verify”. COVID-19 nam 2020 -
2021 da ddy nhanh quéa trinh &ng dung Zero Trust trong bdo mat ATTT. C4c gidi phap Zero Trust
Network Access, Secure Access Service Edge (SASE) dang thu hit sy quan tam trén toan cau.

Xu hwéng 4:

Theo bao cao “Do Al and Machine Learning make a difference in cybersecurity” cia Webroot nam
2020, 96% nguoi tham gia hién dang st dung cac san pham Cybersecurity véi Al Cybersecurity and
Machine Learning.

ng dung Al & Machine Learning gip phéat hién cac hanh vi bat thwong, phat hién sém, APT dang
duwoc cac cong ty an ninh mang ap dung dé nang cao trong cac gidi phap ATTT nhw UEBA, SIEM.

Xu hwéng 5:

Nam 2020 theo khao sat CISO Effectivness cua Gartner, 78% CISOs c6 tir 16 cdng cu an ninh mang
tr& lén. Viéc st dung nhiéu hang ATTT dan dén van hanh phirc tap va gia tdng nhu ciu nhan lwc. Xu
hwéng hop nhét va tich hop cac san phdm ATTT dwoc cac hang Ién quan tam. Diéu nay xuét phat tir
nhu cau gidm chi phi, gidm thiéu rai ro khi van hanh.
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