Khoéng xac dinh duy nhat ciia mit ma Zodiac-340
TS. Tran Duy Lai

Zodiac-340 1a mot ban ma dua trén cac ma phap co dién 1a thay thé va hoan vi,
nhung viéc pha né khong hé dé. Trong [1] cling da trich dan nhiéu bai viét vé 10i
giai cua Zodiac-340. Trén trang web cta Hiép hoi quéc t& vé nghién ctru mat ma,
ngdy 12/12/2021 d3 xuét ban bai viét ciia Joachim von zur Gathen v&i nhan dé
“Unicity distance of the Zodiac-340 cipher”. Bai viét nay sé& trinh bay lai két qua
cuia nghién ctlru nay.

Mé dau

Vao thang 12/2020, David Oranchak, Jarl Van Eycke va Sam Blake da giai duogc
mot bi 4n 51 ndm: mat ma Zodiac gdm 340 ky hiéu. Tinh dung dan cua 10i giai do
khong bi nghi ngo va [2] dua ra mét 1ap ludn c6 lgi cho néd: khoang xac dinh duy
nhit cta hé théng mat ma tdi da 1a 152.

Trong 2 nam 1968 va 1969, mot ké sat nhan hang loat da giét chét 5 ngudi ¢ khu
vuc Vinh San Francisco. Ké sat nhan di khoe khoang vé chién cong cua minh
trong nhimg 14 thu giri cho S& Canh sat va bao chi dia phuong. Mot s trong sd
chung da dugc ma hoa, mot thu c¢6 408 ky hiéu va mét thu khac c6 340 ky hiéu.
Chung dugc goi lan luot 1a Zodiac-408 va Zodiac-340. Mot sb burc thu khac cling
duoc ma hoa nhung chung qua ngan dé cho phép giai ma. Nhidu vu giét ngudi va
cac tin nhin khac dugc cho 1a ¢6 lién quan dén Zodiac, nhung ching chua duogc
xac nhan. Bit chdp nhiéu manh mdi ma ké sat nhan cung cap, tén t6i pham chua
bao gi¢ bi phat hi¢n.

Zodiac-408 st dung phép thé da biéu va di duogc giai trong vong mot tuan boi thay
giao Donald Harden va vo ong la Bettye. Nhung Zodiac-340, birc thu dugce gui
trén mot tim buu thiép vao ngay 08/11/1969, van 1a mot thach thic lon d6i voi
nhirmg nguoi pha ma. Nhiéu ngudi da bi thu hat boi thir thach nay. Mot s6 161 giai
cling da duoc dé xuat, nhung khong co 10i giai nao thuyét phuc duoc da sb cac
chuyén gia. Mot cau hoi dat ra 1a: dé tim ra 1oi giai cho mat ma nay c6 can dén cac
kién thtrc toan hoc phuc tap ctia mat ma hién dai cling nhu stcc manh tinh toan cua
cac siéu may tinh?

Vao thang 3/2013, David Oranchak - k§ su phan mém ngudi My da lap ra trang
web zodiackiller[.]net, noi t6 chuc cac nd luc dé giai Zodiac-340 mot cach co h¢
thdng, két hop ca tai khéo 1éo ctia con ngudi va ning luc tinh toan, voi cac quan sat
ctia nhitng ngudi quan tdm va cac du an phan mém. Dy 4n tinh toan va tu duy cong
d6ng nay da thanh cong vao ngay 11/12/2020 khi Oranchak cing véi nha toan hoc
ngudi Uc Sam Blake va nha 1ap trinh ngudi Bi Jarl Van Eycke, tuyén bd phéa v&
mat ma.



Tinh dung dan cua 10i giai
cua ho chua co thach thuc
dang ké va di dugc FBI
xac nhan cong khai. Cong
trinh [2] cho thiy rang ly
thuyét ctia Shannon vé
khoang xac dinh duy nhat
trong giai ma ung ho loi
giai nay.
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Khoang xac dinh duy
nhit

Trong sd nhiéu 16i giai cta
Zodiac-340 di duoc dé
xuat, 101 giai nao la "tdt
hon" hay "dung"? Mbdi
ngudi s& c¢6 nhitng v kién
khac nhau, dac biét la
nhitng nguoi di dé xuét ra
lo1 giai.
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Nhung c6 mét cau tra 101

khoa hoc cho céu hoi nay

Hinh 1. Bén ma Zodiac-340 dva trén ly thuyét cua

Shannon vé€ khoang xac

dinh duy nhat. N6 yéu cau

mo ta cua hé mat sir dung khoa bi mat va mot khoa cu thé duogc sir dung. Ly thuyét

din dén mot gia tri nhat dinh, dugc goi 1a khoang xac dinh duy nhat (unicity

distance), ma két qua giai ma cia mot ban ma dai hon gid tri ndy véi xac suit cao
1a duy nhét va theo 1y thuyét nay dugc chip nhén 1a ding.

Nha toan hoc, ky su dién va mat ma nguoi My Claude Elwood Shannon (1916-
2001) ¢ dua ra nén tang ly thuyét théng tin cta truyén tin va mat ma. Ong d dinh
nghia cac khai niém vé entropy thong tin va noi dung thong tin trén cac khong gian
xac suat. Chiing ta quan tdm dén khai niém cua 6ng vé khoang xac dinh duy nhat d:

d = I(khoa)/[log:(d6_dai) — H(ngdn ngir)]. (*)

Piéu nay ap dung cho viéc gidi ma mdt ban ma c6 do dai bit, duoc ma hoa trong
hé mat véi cac khoda c6 nd1 dung thong tin /(khoa) bit, trong d6 cac ban ro dén tur
mot ngdn nglr co6 entropy bang H(ngon ngir) va log> 1a logarit theo co s6 2. Pinh



Iy noi tiéng ctia Shannon khang dinh rang khi ban ma c6 nhiéu hon d ky hiéu, thi
vi€c giai ma dugc mong doi la duy nhat.

Trong [2] da wdc lugng khoang xac dinh duy phét (*) cua mot ma phap ma da tao
ra Zodiac-340, do 1a su két hop cua 4 thanh phan sau:

e MOt phép thé da biéu duge chon ngiu nhién cua 26 chit cai bién thanh 63
ky hi¢u;

e Phép chia ban ma thanh tdi da 3 phan doan ngang hodc doc;

e Phép chuyén vi cho tdi 51 vi tri;

e Mot s6 thay doi bt quy tic & cac chir cai riéng 1é.
Cic phép thé da biéu
Entropy cua cac lua chon ngiu nhién dong mét vai tro trung tAm trong ly thuyet
cua Shannon. Phién ban don gian nhat clia nd dé cap dén mot khong gian xac sut
hiru han 4 c6 cac phan tr a duoc gan kém xac suat xay ra khong am p,. Co mot
di€u kién 1a Z,c4 p. = 1. Khi do6 entropy la

= —2.p.log,(p,).

acA

Déu “—* 1a do dai lugng loga(pa) 1a s6 khong bao gio duong. B¢ do nay thich hop
trong mot s6 truong hop, vi du, ddi véi viéc lya chon ngau nhién deu cua cac khoa
trong s0 S kha nang. Khi d6 p, = 1/S cho tat ca cac khoa a, mdi s6 hang trong tong
& trén bang 1/ - log21/5) = - loga(S)/S. C6 S s6 hang va H = logx(S).

Pbi v6i phép thé da biéu, n6i chung c6 hai tap hiru han (bang chir cai): X gdém m
chir cai ban 16, Y gom n ky hiéu ban ma va mdi lién két gitta mdi chir cai ban rd véi
mot ) ky hi€éu ban ma, cling c6 thé khong co. V& mit toan hoc, d6 khong phai 1a
mot ham tir X vao ¥, ma la mot ham f© ¥ — X. Ham f nay tuong tmg voi bude giai
ma, ma két qua cua né duoc gid dinh l1a duy nhat.
S6 cua tat ca cac ham f nhu vay 1a m". Trong truong hop cua Zodiac-340, m = 26
van =63 (Hinh 1). Do d6, khong gian khoa cho cac phép thé da bi€u nay bao gom
chinh xdc 26% phén tr va ndi dung thong tin cia mot khéa duge chon ngau nhién
déu la

I(cac phép thé) = log2(26%) = 196.13.
Ban ma dugc phan doan
Mat ma bao gdm 20 hang, mdi hang c¢6 17 ky hiéu. Trong qué trinh nghién clu,
nhimg nguoi pha v& Zodiac da nghi ngd (mot cach chinh xac) rang ban rd co thé
da dugc chia thanh nhiéu phan. Ho da thtr tir 1 dén 3 phan doan theo chiéu ngang,



mdi phan doan bao gém cac hang ngang lién nhau trong sé 20 hang trong ban ma
va tuong tu doi voi cac phan doan theo ¢t doc cua 17 cot.

Néu cac phan doan ndm ngang chua ri, r2, r3 cac hang lién ké, voi cac gia tri khong
am r; va ri + r, + r3 = 20, thi cac s0 nay tao thanh moét sy két hop cua 20 s6 thanh

. . . . ; \ [—1
nhi¢u nhat 1a 3 phan. S6 cach ghép cua / phan tir thanh ding i phan la ( J , va
l p—

do d6 sd cac kha nang cho cac phan doan theo chiéu ngang va doc 1a

19 16
> > = 191x137 = 26167.
1<i<3 i_l 1<i<3 i_l

Do vay, dong gép entropy cua vi¢c phan doan la
I(phan doan) = log2(26167) = 14.68.
Cac chuyén vi
Phép chuyén vi 1a mét bién ddi cb dién trong mat ma. Ban ro duoc trinh bay dudi
dang chudi xo, x1, x2,. . ..., ;-1 cua / ky hiéu va d¢ dai chuyén vi 7 (chinh xac hon,

phép chuyen vi & day du’oc hinh thanh trén co s¢ phép ldy cach déu theo ) dugc
chon. Bit dau véi yo = xo, moi chit cai thtr ¢ ctia x xudt hién trong van ban chuyén vi

v
(VOa V1525 o5 yl-l) = (x0, X1, X21, .., x(l—l)t),
trong d6 cac chi sd cua x duoc 1ay theo modulo /. Néu / va ¢ nguyén t cing nhau,
thi khi chay tur 0 dén (/ -1) thij = (i-7) mod / s€ 1a mgt hoan vi cua (0, 1, ... , [-1).
Trong budc giai ma, y; duoc cho va i dl]SQ’C xac dinh brglng i=jt! mo‘d A trong do ¢!
1a nghich dao m6 dun cua ¢ modulo /. O day co mot an y la sau phén tir cudi cung
s€ dén phén tur dau ti€n. Chuoi s6 khong phai la mét doan thang ma dugce coi nhu
mot vong tron ma hai dau cua doan dugc dan vao nhau.
Viduvéil=9-17 =153 vat =19, chudi chi s6 bat dau bang
0123456789...chox,
01938577695114 133152 171=18...choy

nén chuyén Vi cua X0, X1, X2, X3, X4, X5, X6, X7, X8, X9, ... la
Y0, V15 Y2, V3, V4, V55 V65 V75 V85 V95 - -
= X0, X19, X38, X57, X76, X95, X114, X133, X152, X18, ...

Tac6-819=-152=-153+1=1mod 153 va vi thé ' = 19" = -8 = 145 mod 153.
C618=9-19 mod 153 va 9 =18-145 mod 153.



O trén, ban rd duoc dua ra dudi dang mot chudi trong dinh dang mot chiéu. Mat
ma Zodiac-340 sur dung mot bién thé hai chiéu cta nd. Hinh 2 cho th'éiy bién thé 2
chiéu d6 dugc ap dung vao 9 (trong s6 20) hang trén cing. Panh sb cac hang 13 0,
l,..., 8 vacaccotlao, 1,..., 16 trong ban ma Zodiac-340. Phan tir tht hai & trén
noi rang y1 = x19 va c6 thé duge nhin thdy trong 6 mau vang & hang thir hai va cot
thir ba. Tuong tu, ys = x152 dugc hién thi bang con sé 8 (mau xanh luc-vang) & goc
dudi bén phai. O d6 mang chi s6 16n nhét, cu thé 1a 152.

Vi chiéu dai chuyén vi 19 16n hon chiéu rong 17 cta hinh chir nhat 2 don vi, nén
viéc cong thém 19 tuong tng v6i chuyén 2 budc sang phai va 1 budc xudng dudi.
Day chinh 1a phép ‘1,2-decimation’ dugc noéi téi trong [1].

116 125 134

Hinh 2. Chin dong phia trén ctia Zodiac-340 duoc chuyén vi

Pén sau phan tir cudi cung 13 phan tir dau tién. Vi vay, hinh chit nhat bién thanh
mot chiée banh ran, noi cic canh bén trai va bén phai cling nhu trén va dudi duoc
dan lai v&i nhau. T vi tri ctia 6 c6 s 8, nudce di 2 budc sang bén phai va 1 budc
xudng dudi dua ching ta téi 6 ¢6 s6 9.

Piéu nay xay ra mot cach co hé thdng. O canh bén phai, budc di chuyén ma ching
ta quan tim dua ching ta 2 budc sang phai, & hang tiép theo, roi 1 budc di xudng.
Nhung budc di xuéng khong duge thyc hién, thay vao d6 chi 1a budc di 2-0. Picu
nay tranh dé lai mot hang khong dugc sir dung va ching ta goi quy trinh nay 1a
khong c¢6 hang khong dugc st dung (no unused rows).

Toan bd vin ban dugc chia thanh ba hinh chit nhat ndm ngang, tAt ca co 17 cot va
tuong tmg 9, 9 va 2 hang. Cac hinh chit nhat ¢ giita va dudi cing dugc thé hién
trong Hinh 3.
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208 217
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322 326 325 334 333 332 331 330 327 335 336

Hinh 3. Cac phan doan giita va dudi caa Zodiac-340 dugc chuyén vi

Phan dudi cung c6 hai hang khong lién quan dén bat ky su chuyén vi ndo. Trong s6
chin tir ctia no, ba tir duge viét dung chinh ta (cic con sb ting dan) va sau tir duoc
viét nguoc (cac con sd giam dan). Viéc dao nguoc cac tir khong tao ra van dé 1éon
d6i voi viée giai ma va do d6 khong dong gbp nhidu vao viéc bao mat. Chung ta bd
qua no trong phan sau ngoai trir viéc chung ta cap mot bit cho viée c¢6 "sir dung dao
nguoc tu" hay khong.

Bay gio, 46 dai chuyén vi tiiy ¥ chay tir 0 (khong c6 chuyén vi) dén 51 va lya chon

hai bit cho viéc ¢ hay khong co hang khong dugc sir dung va co6 dao ngugce tir hay

khong. Pi¢u nay cho tong so6 52-2 -2 =208 kha nang va dong gép vao I(khoa):
I(chuyén vi) = log>(208) ~7.70.

Cic phép thé bit quy tic

Mot s6 khia canh ciia mat ma Zodiac-340 khong nim trong quy luat da duoc xem
xét & trén ctia phép thé da biéu, phan doan va chuyen vi. Do la:

Léi chinh ta

e Nam tur bi sai chinh ta: FAN, BRINGO, BECAASE, SOOHER, E déang ¢ 1a
FUN, BRINGS, BECAUSE, SOONER, I.

e Phép thé Zodiac-340 khong ¢6 ky hiéu ban ma cho K, va hai 1an xuat hién
cua chir K lai duoc viet 1a V: WORYV, VNOW I[€ ra la WORK, KNOW.



e PARADICE khéng chuan xac (phai la PARADISE) da xudt hién ba lan N
trong Zodiac-340 (n6 cling xuat hién trong Zodiac-408) (trong d6 c6 1 161
danh may thanh PARADLCE).

Ky tw gia

Céc tir LIFE IS ¢ hang ap chot ctia van ban 1a cac ky tu gid, c6 thé phuc vu dé 1am
cho van ban khép chinh x4c vi mang hinh chit nhat cia nd.

Bo qua

Trong hang 15 (hang tht sau cua phan gitra), mot chir cai dugc chuyén tir vi tri
thich hop ctia n6 ¢ cdt thur tu dén cot cudi cung trong cung mét hang. Pay 1a 6 co
nhan 248 trong Hinh 3.

Tat ca nhitng diéu bat quy tic trén c6 thé dugc mo ta bang cach cho phép vat thay
thé (replacement) trong ma hoa (replacement 1a ‘vat thay the’/ ’vat duoc thay the

con ‘substitution’ 1a ‘hanh dong thay thé’). Can gia dinh rang bang chit cai tleng
Anh 26 chit cai c6 thém mot chit cai nita, d6 1a khoang tréng *. Nhung day khong
phai 14 mot trong binh thuong, ma 1a mot ky ty vo hinh. Do d6 BRINGO va
BRIN*GO duoc coi 1a nhu nhau. Thay d6i mot chir cai bang * c6 nghia 1 loai bo
chir cai d6. Trong [2] d4 tinh co ca thay 21 vat thay thé. Nhu vy ching ta c6 tong
cong 21 vt thay thé trong van ban 340 ky tu, no khoang 6.18%. Néu chiing ta cho

g 340
phép mot cach rong rai 25 vat thay thé, thé thi c6 R = [ i j -27% kha nang, voi

dong gop vao I(khoa) bang
I(danh d6i) = loga(R) ~ 244.12.
Entropy cia khoéa va do dai van ban

Bay gid di sin sang dé xac dinh gia tri ctia /(khoa). Mot khoa bao gdm 4 thanh
phan, moi thanh phan dugc chon mdt cach ngau nhién déu va doc 1ap. Cac gia tri
duoc lam tron la:

Phép thé da biéu: I(phép thé) = log2(2663) ~ 296.13.
Phan doan: /(phan doan) = log>(26167) = 14.68.
Cac chuyén vi va dao nguoc tir: I(chuyén vi) = logx(208) ~ 7.7.

. . 340
Vit thay thé: I(vat thay theé) = logz[( . j - 2725J ~ 244.12.

Téng cong: I(khoa) = 562.62 bang cach cong 4 dong gop trén.



Theo 1y thuyét cua Shannon, cac ky hiéu ban ma duge cho 1 ¢6 phan phdi déu va
gi0 day gia dinh mat ma Zodiac-340 ciling vay. Khi d6 ndi dung thong tin cia mdt
ban mid gom k ky hiéu 1a klog, 63~598 -k bit. Ddi v6i Zodiac-340, s& la
340 -log, 63~ 2032,28 bit, ta co:

loga(len) = logx(2032,28) ~ 10,99 ~ 11.

Trong cong thirc & Muc 2, entropy cua ngdn ngit H(ngdn ngit) khong dé cap dén
ban mé, ma 13 ban rd cia mat ma, va khong lién quan truc tiép dén cong stc giai
mi. Dau tién phai xac dinh d§ dai ctua ban rd. Cé thé gid dinh né 1a 340 chir cai,
nhung diéu d6 khong chinh xéc.

Béng cac phép thay thé va hoan vi, ta s& nhan dugc mot doan cd 340 chit cai,
nhung chic chin d6 khong phai 1a mot vin ban tiéng Anh. N6 (gan nhu) trd thanh
mat van ban tiéng Anh néu chung ta chén 90 khoang tréng mét cach thich hop, nhur
da thuc hién ¢ trén. Do do, ban r6 bao gém 430 ky tu trong mot bang chir cai co6 27
ky tu, bao gom ca khoang tréng. Noi chung, d6 dai tir tiéng Anh trung binh duoc
udc tinh 14 4,5 chit cai khac v6i 6 trong. Do d6, mot van ban tiéng Anh gdbm  ky
tir ¢6 thé giam xudng con k= (1 - 1/4,5) ky tu khi x6a bo cac khoang tréng. Noi
cach khac, mot van ban rat gon c6 k chir cai tuong rng vo1 mot van ban thong
thuong c6 = 9%/7 chir cai. Va thuc su, phan s6 9/7 =~ 1,286 kha khép voi gia tri
430/340 = 1,265. Do do, chung ta s& léy k-430/340 chtr cai lam d0 dai cia mot ban
10 dugc ma hoa bai k ky hiéu.

Entropy ctia ngon ngir

Thanh phan duy nhit cho (*) van con thleu 1a entropy ngon ngtr H(ngdn_ngir). Co
thé noi, d6i voi mot khong gian xac sudt phirc tap, cac vin ban bang ngdn ngit tu
nhién nhu tiéng Anh, viéc ap dung coéng thirc — > p,log,(p,) da duara & trén

acA
khong phai 1a do do thich hop. Cong thirc nay chi tinh dén sy phan bd tan sb trén
cac chir cai riéng 1€ va dugc goi 1a monogram entropy (entropy ctia mot chir cai).
No béng khoang 4,1 trong mot s6 linh vuc van hoc thong thuong. Nhung c6 mot )
van dé khi uéc luong entropy cua tiéng Anh nhu vay. Chang han, ky tu thuong gip
nhat trong van ban tiéng Anh bi bé qua: khoang tréng . ..

Kho dir liéu ngdn ngit Zodiac ¢ chira tit ca 14859 chir cai va [2] da dua ra két
luan: Entropy cta no6 c6 thé dugc udce tinh 1a khoang 1,8. Viéc nay dan dén

k > I(khoa)/[log263 — (430/340)H(ngbn_ngir)]
~ 562,062/[5,98 — 1.8- 430/340] ~ 152,03.

Khoang xac dinh duy nhat cia mat ma Zodiac-340 nhiéu nhat 1a 152. Chiéu dai
thuc t€ 1a 340 ciia mat ma 1én hon nhiéu so voi dd dai nay.



Ban ro
Ban r6 da duoc dich ra la:

I HOPE YOU ARE HAVING LOTS OF FAN IN TRYING TO CATCH ME THAT WASNT
ME ON THE TV SHOW WHICH BRINGO UP A POINT ABOUT ME I AM NOT AFRAID
OF THE GAS CHAMBER BECAASE IT WILL SEND ME TO PARADLCE ALL THE
SOOHER BECAUSE E NOW HAVE ENOUGH SLAVES TO WORV FOR ME WHERE
EVERYONE ELSE HAS NOTHING WHEN THEY REACH PARADICE SO THEY ARE
AFRAID OF DEATH I AM NOT AFRAID BECAUSE I VNOW THAT MY NEW LIFE IS
LIFE WILL BE AN EASY ONE IN PARADICE DEATH

Céc khoang trong dd duoc chén vao mot cach thich hop. Cac 15i chinh ta & nguyeén
ban da khong duoc chinh stra. California da sir dung phong hoi ngat vao thoi diém
d6 dé thuc hién hinh phat tir hinh.

Khi tinh dén cac thay doi bat quy tic, ching ta c6 ban rd 1a

I HOPE YOU ARE HAVING LOTS OF FUN IN TRYING TO CATCH ME THAT WASNT
ME ON THE TV SHOW WHICH BRINGS UP A POINT ABOUT ME I AM NOT AFRAID
OF THE GAS CHAMBER BECAUSE IT WILL SEND ME TO PARADLCE ALL THE
SOOHER BECAUSE E NOW HAVE ENOUGH SLAVES TO WORK FOR ME WHERE
EVERYONE ELSE HAS NOTHING WHEN THEY REACH PARADISE SO THEY ARE
AFRAID OF DEATH I AM NOT AFRAID BECAUSE I KNOW THAT MY NEW LIFE WILL
BE AN EASY ONE IN PARADISE DEATH

Ban dich tiéng Viét:

TOI HY VONG BAN DANG CO RAT NHIEU NIEM VUI TRONG KHI CO GANG BAT TOI
PO KHONG PHAI LA TOI TREN CHUONG TRINH TRUYEN HINH DIEU NAY DUA RA
MOT DPIEM VE TOI TOI KHONG SO PHONG HOI NGAT VI NO SE bPUA TOI BEN THIEN
PUONG SGM HON Vi BAY GIO TOI PA CO U NO LE PE LAM VIEC CHO TOI NOI
MA NHUNG NGUOI KHAC KHONG CO Gi KHI HO BPAT BEN THIEN PUONG NEN HO

SO CHET TOI KHONG SO BOI VI TOI BIET RANG CUQOC SONG MOI CUA TOI LA
CUQC SONG SE DE DANG TRONG CAI CHET THIEN BUONG

Tai liéu tham khao
[1] http://antoanthongtin.vn/mat-ma-dan-su/sau-51-nam-cuoi-cung-mat-ma-
zodiac-da-bi-pha-107606

[2] Joachim von zur Gathen, Unicity distance of the Zodiac-340 cipher,
https://eprint.iacr.org/2021/1620
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