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INTRODUCTION

v SUN MEDIA duoc thanh (v-/"""; v'SUN MEDIA Id nhi phén phéi

lap ngay 03 thing 05, . ” sy cung cdp hang dau cac giai phap
! Ha Noi A thAno 1,

2007, (/ truyén thong tich hop nhw
= H¢ thong Hoi nghi truyén hinh,

v Hién co tru so chinh tqi A & S

TP. H6 Chi Minh va hai chi Wt o: g " Amthanh hoi nghi,

nnan al a INol va a . ata Center,

hanh tai Ha Noi va Pa \ DS C
Nang. f » Ha tc?ng cong nghé thong tin,

=  Phdn mém vmg dung...

Chi Minh
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Linh Vyc Kinh Doanh

®
R'\! ML

Tich Hop Hé Thong

- Hé thong An Ninh Mang
- Hé Théng Trung Tam Dit Liéu
(Data Center)

- Hé Théng Ha Tang Cong Nghé
Thong Tin

- Hé thong camera gidm sdt

Dich vu Chuyén Nghiép

phan cirg, san pham.
-Dich vu Managed Service
-Dich vu IT Oursourcing
Dich vu bdo hanh, bdo tri, ho tro ky

-Dich vu thay thé tam thoi cac thiét bj

Truyén Thong Hop Nhat

- Xdy dung hé thong héi nghi truyén
hinh

- Hé thong cung cdp dich vu VoIP

- Hé thong tong dai, Call

Center, Asterisk

Phat Trién Phin Mém

2 Phan mém doanh nghiép
- Phan mém irng dung trén nén Web
- Phat trién cdc trang Web cao cdp va
thiét ké do hoa
- Nhitng ving dung phan mém Client -
Server
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KHACH HANG (Khoi Chinh Phu)

** Projects:

INFORMATION & COMMUNICATION DEPARTMENT OF:
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Province Province

Gia Lai

Province Province
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Pai Truyén Hinh Viét Nam
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KHACH HANG

% Retails:
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TRADING Ngan hang Kién Long - S4n long chia sé.

GEMADEPT
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‘ Gioi thiéu so lwoc vé Sunmedia

Set “Up “Your “Future

Website : hitp://www.smediavn.com , http://www.smedia.vn




®
CNTT la 1 trong 4 tru cot phat trién chinh phu dién tor @”N MEDIA

e-Government growth opportunity

Youlh

Fomale

Disabilities @

Ethnic

the Poor Minorities

-
- gy

Report conducted confidentioly by 10G Vietnom Source: Research Unit - IDG Vietnam
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®
An toan, bao mat théng tin @LIN MEDIA

la mét trong 3 nhan té trong xu hwéng phat trién CPDT.

New Trend

Report conducted confidentiolly by 10G Vietnom Source: Research Unit - IDG Vietnam
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Dinh hwéng UDCNTT nam 2013 tai cac Bo, nganh @ NMEDIA
hwéng dan giai phdp dam bao an toan théng tin o

Hé théng thw dién tie va HTTTquan Iy VB&DH:
v Bao dam tbi thiéu 35% van ban, tai liéu chinh thirc trao dbi gitra cac CQNN dwoc trao ddi hoan toan duwéi dang
dién to.
v Quan triét thyc hién Chi thj s 15/CT-TTg.
«  Céngltrang thong tin dién tu:
v Bao ddm 80% céac co quan quan ly nha nwéc (cap Cuc hodc twong dwong) co cong/trang théng tin dién t&r cung
cap day da thong tin
v Cung cép duoc it nhat 20% sé dich vu cdng dwoc wu tién cung cAp mirc dd 3.
+  Trién khai cac hé théng théng tin chuyén nganh: Uu tién trién khai cac hé théng théng tin chuyén nganh trén dién

rong, tao nén tang cho cac rng dung CNTT
« Trién khai trng dung cac giai phap bao dam an toan thong tin: Ting cwdng trién khai
QL ATTT theo Tiéu chuan quéc gia TCVN ISO/IEC 27001:2009; sd chir ki sb,...

- Pao tao nguon nhan lwc CNTT dic biét vé ATAN TT, quan ly dau tw
(nguén B6 TTTT 2012)
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®
ATTT dat ra nhieu thach thirc véi CPPT o NMEDIA

Sé liéu thdng ké 2011:

« Chicé 35% co quan, td chirc da xay dwng va ap dung chinh sach ATTT.

« Céc Cbng/Trang théng tin dién tl ciia co quan Nha nwée con ton tai nhiéu 16 hdng, chua
ap dung nhirng giai phap dam bao ATTT phu hop.

« Nhi*ng vu viéc mat ATTT, van nan thw rac, méat dir liéu, tAn cong xam nhap gia tang &

murc bao déng vé sb lwong, da dang vé hinh thirc va ngay cang tinh vi hon.

S Hack
pyware ackers rmm— (Theo ICTnews 2012)
Key
Loggers
- Lockups
Lost
Data Identify
Theft
Trojan
Horses oW
response

Computer
crashes

Online

Predators

Pop Root Kits
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®
ATTT can dwoc thwe hién song song véi xay dwng CPDT o NMEDIA

Chwong trinh qubc gia vé trng dung CNTT trong hoat déng ctia co’ quan Nha nwéec.
ATTT la 1 trong 5 tru cot dé phat trién CNTT:

Ha Tang

Cong Nghiép

ng Dung

Ngudn Nhan Lwc

ATTT

o~ 0D~

“Khi xay dwng CPDT, ATTT phai dwgc xem xét trén moi khia canh. ATTT can duorc thuc
hién song song vo&i xay dung CPDT”
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®
ATTT cé y nghia song con doi véi CPDT o bl =0 L

Ong Pao Pinh Kha, GP Trung tdm Chirng thyc chir ky sé qudc gia (Cuc Ung dung CNTT - Bd
TT&TT)

CPDT budc phai dat trén maéi trwéng online dé dem lai hiéu qua cao nhat cho Chinh phu
va nguoi dan. Cu thé, trong qua trinh hoat déng ctia CPDT va twong tac véi ngudi dan,
nguy co bj ro ri dir liéu rat cao béi nhivtng ngudi khéng cé thdm quyén, vi van ban phai
di qua rat nhiéu server khac nhau. Cac hé théng théng tin, website ngirng hoat dong vi
bi tin t&c tan cong, chiém quyén diéu khién hay di¥ liéu bi thay dbi 1a nhirng nguy co méat
an toan théng tin déi véi CPDT. "Vi thé, ATTT c6 y nghia séng con dobi véi CPDT*

(Theo ICTnews 2012)
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®
o L B T

Vai tro bao mat thong tin trong chinh phu dién tw

1. CNTT la 1 trong 4 tru cét phét trién chinh phd dién tor

2. An toan, bdo mat thdng tin la mot trong 3 nhén té trong xu hwéng phat
trién CPPT.

3. Binh huwéng UDCNTT ndm 2013 tai cac BO, nganh: huwéng dan giai
phap dam bao an toan théng tin

4. ATTT dat ra nhiéu thach thirc véi CPBT

5. ATTT can dworc thuc hién song song voi xay dwng CPDT

6. ATTT cé y nghia séng con dbi véi CPPT
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‘ Gidi thiéu so lwoc vé Sunmedia
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Cac rui ro vé bao mat, An toan théng tin

Viruses

A

V4

Spam mails ’s/ 4

‘g

e ~

~ i

iood

- Web threats
Spyware

T
Phishing
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Virus, Worm,
Trojan, and other
Malwares...

HTTP, HTTPS, FTP,
Mail Services
Normal

HTTP Attacks

Normal traffice
over allow
Protocols

URL filtering

Unnecessary Protocols

DoS and DDoS

Attacks over
Vulnerability of OS,
Services, Protocols,
Applications, Web...

Some Common:
Network Attacks

Attacks over allow
Protocols

Data loss




Cac rui ro vé bao mat, An toan théng tin

KHAO SAT TINH HINH TRIEN KHAI CAC HOAT PONG DAM
BAO AN TOAN THONG TIN SO (ATTTS)

11. Cic tin cong ma co’ quan/to chirc cia quy vi gip phai keé tir thing
1 nam 2011

Cac kiéu tan cong lam suy giam hiéu néng mang (vi d: do quét (scan) mang.
vori cu'ong do cao gay qua tai)

Khéng gip phai tén cong nao

DOANH NGHIEP DOANH NGHIEP
HCM

299

................

-------------------

...................

A7 ] 1110 1219
4 3% 39 %
3 3% 32 6%
46 39% | 162 | 31%
53 45% | 220 | 42%
30 27% 80 15%

Tong cong
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X - A s A > ~ ®
Khuyén cao mo hinh can bao vé @LIN MEDIA

Internet ‘ Mang WAN \ Déi tac Giai phap bao vé:
Tuwdng Ira/VPN

1.
2. Thiét bi chdng xam nhap (IPS)
3. Xac thyc dang nhap

\'Giéi phap bao vé:

Lo’p bao vé ngoai vi

Ngan cach vé&i mang ndi bd

1. Twong ltra
2. Thiét bi chéng xam nhap (IPS)

Ngan cach véi mang LAN

_ leal N
GIaI phap bao vé:

Ngan cach véi nguwi dung cudi

1. Twong lra
Thiét bi chéng xam nhap (IPS)

p

2
3. Xac thwc dang nhap
4

Do quét
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Giai phap nao can thiet cho ban?

KHAO SAT TINH HINH TRIEN KHAI CAC HOAT PONG PAM
BAO AN TOAN THONG TIN SO (ATTTS)

v, Bién phap ki thuit théng dun nhét
25. Theo nhw quin tri hé théng cia t6 chirc quy vi (hay chinh 1a quy
vi), t6 chikc ciia quy vi dang st dung cac céng nghé dim bao ATTT

527
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Giai phap nao can thiét cho ban? (VD tham khao) @UN M A'?,'fc\:)

Kiém soat truy cap: Thiét lap co ché kiém soat chirng thwc ngudi
dung nhiéu vong trwée khi cho phép truy cap vao hé thdng. Khdng chi
gi®i han trong viéc xac thwe ngudi dung, BPon vi con trién khai hé thong
NAC (Network Admission Control) Cisco dé kiém soat moi may tinh truy
cap vao hé thong mang. Cac may méc thiét bi két ndéi mang chwa dam
bado cac tiéu chuan vé mat an ninh (do don vi quy dinh) déu bi chan lai
hoac cb lap va théng bao v&i nguwdi quan tri.

Firewall: Hién don vi c6 hon 100 firewall cac loai dwoc trién khai &
vung core banking, vung ngan hang dién t&r va tai cac chi nhanh tao ra
cac vung bién gitra cac hé thong dé han ché va gidm sat ludng théng tin
giba cac hé thdng, ngan chan cac két ndi bat hop phap. Cac firewall
dwoc st dung va trién khai hiéu qua v&i cac chinh sach két noi khat khe
oham dam bao an toan hé thong.
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®
Giai phap nao can thiét cho ban? (VD tham khao) 'g'R'\! MEDIA

« Loc ndi dung: str dung cac céng cu phan mém loc bé va cam céac
truy xuat vao cac nguon théng tin hoéc tai liéu khéng thich hop cho
cong Vviéc.

« Xay dwng cac hé thong phong chdng va phat hién xam nhap.

Cac hé théng quét Virus, antispyware, antispam...

« Thuwce hién cac co ché ma hoa théng tin, xay dwng ha tang PKI.

«  Thwong xuy@n do tim, phat hién 16 hdng hé thong.

. Thiét Iap hé thdng cung cap ban va 16 hdng bado mat.

« Xay dwng co ché dw phong va phuc hoi hé thdng dam bao tinh lién

tuc clia hé thong.
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Dich vu: Panh gia ha tang bao mat

1{ Ut
oy

Phan Tich, Bao cao

DPanh gia ha ting bao mat théng qua:
1. Giam sat lwvu lwvgng mang

2. Phat hién threat thGng minh

3. Phan tich va bao cao thoi gian thuye

.'I' Data Center

Corporate Network

DDI

Core Switch

n



®
Giai Phap: Web Gateway o p Ll siot s

Web Gateway loc chan Virus, Web Gateway tw déng bao vé chc“'mg lai cac mbi de doa

Spyware, Phishing, trwdc khi  web khi ngwdi dung truy cap internet. Bang cach két

ching c6 thé thdm nhap vao hé  hop vdi diéu khién ng dung, quét phan mém déc hai,

thdng, ngan chan nguy co mat  kiém tra web reputation theo thdi gian thwe, loc URL, va

dir liéu. phat hién chéng botnet, Web Gateway bao v& mang cua
doanh nghiép khoi cac mébi de doa tw Internet.

Viruses

Web Gateway q]

Users

S

Spam mail BpN4 Data loss

Anti-virus

Anti-spyware

Anti-phishing
URL filtering

)

Phishing URL filtering

1® .

Web reputation

Spyware

—
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®
Giai Phap: Mail Gataway o p Ll siot s

Mail Gateway loc chan Virus, Mail Gateway duwoc tich hop kha nang phong chéng thw

Spam mail, Spyware trwdc khi rac nhiéu I&p va chdng lra ddo (anti-phishing) st dung

ching c6 thé tham nhap vao hé  bo loc ma déc va phan mém gian diép. Kha nang loc noi

thdng cuia ban. dung (content filtering) cua Mail Gateway giup doanh
nghiép dé dang thiét dat cac chinh sach kiém soat viéc
tudn tha CNTT cua ngwéi dung va ngan chan ro ri div
lieu

Viruses

Data loss

Contents filtering

Users / -
Mail Gateway q,

Anti-virus
‘ 53 | N |
Srr):l;; - & Anti-spyware § ‘0@

-~

9)

Spyware o

L ({
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®
Giai Phap: Ma héa Mail Gateway c, NMEDIA

« Email Encryption Gateway cung cap giai phap ma héa tich hop véi ha tang mail
san co, gidi phap cung cap kha nang trién khai va quan tri don gian.
« Email Encryption Gateway giai phap don gian bao vé mail quan trong khi gvi ra

bén ngoai td chirc

Messaging Security :
6 & & Gateway N ‘
¥ | | ty - — ! “I

Internet e

A\ \ AN

Email Encryption
Gateway
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®
Giai Phap: Security for Endpoint O NMEDIA

Loi ich cua giai phap Security for Endpoint

* Ngan chan virus trén cac may tram

« Kha nang chbng bung nd virus trong mang ndi bd

« Kha nang kiém soat viéc truy cap Web cua Client

« Kha nang quan ly tap trung toan bd hé thdng phong chéng virus

« Kha nang ngan chan Client truy cap t&i cac trang web “dbc hai”
trén Internet

CLIENT
* EndPoint Security *
‘ * Intrusion Defense Firewall
1 - + Mac Security

FILE SERVER
+ EndPoint Security
(o el ServerProtect for

= — — Windows/NetWare
: » ServerProtect for Linux

MANAGEMENT MOBILE DEVICE
» Control Manager Advanced * Mobile Security (Standard)
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Giai Phap: Kiém soat thiét bi ngoai vi NMEDIA

(Device Control)

Loi ich cla giai phap: Kiém soat dwoc thiét bj ngoai vi ndo dwoc phép
s dung trong don vi hay t& chirc. (co thé chan viéc ghi di¥ liéu 1én

thiét bi ngoai vi, ngan chan mat di¥ liéu quan trong)

Deploy settings w | & =
Q] — . Copying forbidden 4
: ' hnea/ B Inspectsdatacontentand
Log collection . - monitors/blocks its being taken out | @ <
! ¥

End Point Solution End Point Solution USB memory
Management server Client >
R - Log ,
| control function
Z O Alowed Log USB memory

A

Unauthorized Authorized
removable removable
memory memory
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‘ Gidi thiéu so lwoc vé Sunmedia
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®
Loi Két C, NMEDIA

“Chinh pha dién ti&r khéng phai va khéng bao gic’ Ia mét cuéc dan trdn vé céng nghé. Sw
dau tw dbng loat vé cdng nghé phai la khdu cubi cung...”, “viéc thay doi tw duy, tir tw duy
diéu khién sang tw duy phung sw, né béc va hudng dén xay dung mét dich vu céng hoat
déng hiéu qua hon danh cho nguoi dan thuc sw rat quan trong. Cac ban sé€ khong bao gio

c6 duoc chinh phd dién t& néu khéng thay doi duorc tw duy cdn bén nay.”

(Ong Mel Blunt tirng la c6 van cao cp ctia Chinh phia vé Cai cach hanh chinh, ddng thoi la Co van kj thuat cao cap
Chuwong trinh phat trién Lién Hop Quéc tai Viét Nam)
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NMEDIA

RFPT O™ R AL 9. 0O N

(G

Tran trong cam on
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