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I. TINH HINH AN TOAN,
AN NINH MANG



THUC TRANG

2015 — 2016: tinh hinh an ninh mang dién bién phtc tap

- Hé thong thu dién tir Bo Ngoai giao, hé thong may tinh Nha
Trang, Co quan quan ly nhan sy Chinh pha My (OPM), Ngan
hang JP Morgan Chase, cong ty chirmg khoan Dow Jones.. ..

- Hé thong phong thu tén lra va phong khong Patriot (Buc),
Quoc Hoi Puc, Uy ban Bau cir Trung wong Nga, Bo thuong mai

va Canh sat lién bang Uc....



1. TREN THE GIOI

PAhu:o;ng phap % « Cai ma doc, chuong trinh ctra hau
tan cong

g - tuong lira cuia hang Juniper & Fortinet
» mdt s6 dong méy tinh hang Lenovo ding phan
mém LSE

VP - Mot s6 dong dién thoai thong minh cua cac

hdng san xuat nhu Lenovo, Huawei, HTC,
Philips, Oppo...st dung bd vi xir ly MT6852
ctia MediaTek...cho phép tin tac tan cong,
kich hoat quyén quan tri (root).




1. TREN THE GIOI

Trong vong 5 nim t&i, hé thong y té cia My sé bi
thiét hai khoang 305 t1 USD néu bi tin tic tan




Pung s6 1 thé gidi vé ti 1¢ 1ay nhiém ma doc qua thiét bi luu trit
ngoai (theo Kaspersky)

may tinh bi lay nhiém; nguoi dung phai doi
mit voi ma doc bat nguon tir khdng gian mang
hon trang/cong TTDT c0 tén mién .vn bi tan cong, chiém
quyén diéu khién, thay doi giao dién, cai ma doc (tang 68% so vai
nam 2014), trong do6 co trang thudc quan ly cua cac co quan

nha nudc (giam 11% so véi nam 2014).
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Cac quy dinh cua phap luat vé an ninh, an toan thong tin
cua Viét Nam con cham ban hanh, thidu dong bo,hiéu qua

chua cao.

\
Cac trang thiét bi, giai phap k¥ thuat bdo dam an ninh,
an toan thong tin da phan do d6i tac nudc ngoai cung
cap

||

Cac cong thong tin, trang thong tin dién tir, hé thong
mang duoc Xay dung Khong theo mat tiéu chuan thong
nhat vé an ninh thong tin

/

Y thuc bao vé an ninh, an toan 'thong tin khi sir dung may
tinh ctia nguoi ding con han ché



I1. CONG TAC QUAN LY NHA
NUOC VE AN NINH, AN TOAN
THONG TIN



22/6/2015: chi thi 46/CT-TW (Bo Chinh tri)
14/10/2015, Chinh pha di ban hanh Nghi quyét 36a



GIAI PHAP
Y

Tang cuong tuyén
truyen, giao duc nhan
cao nhan thirc

Xay dung va hoan thién
cac quy dinh caa phap
luat

Tiang cuong tiém luc

cho co quan Quén ly

nha nudc ve an ninh,
an toan thong tin

Tang cuong hop tac
quoc te trong linh vuc
an toan, an ninh mang




CAM ON QUY VI PAI BIEU PA
LANG NGHE!





