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® Trung tdm Ung ctu Khan cip May tinh Viét nam - VNCERT duoc
thanh 1ap theo Quyét dinh s6 339/2005/QD-TTg cla Thi twdng
chinh phu ngay 20 thang 12 nam 2005.

© Quyét dinh 1778/QD-BTTTT cua Bd trwédng BO Théng tin va Truyén
thong ngay 26 thang 10 nam 2015 quy dinh chirc nang, nhlem VU,
quyén han va co ciu td chirc ctia Trung tdm Ung clru khan cip may
tinh Viét Nam.

® Chirc nang chinh:
- Giam sat an toan thong tin dbi véi hé théng, dich vu céng nghé théng tin
cua Chinh phu dién tir.
« Canh bédo cac van dé vé an toan mang.
- Diéu phdi cac hoat ddng &ng ctru sw cd.
» Thuc day hinh thanh céc t6 chirc CERT trong nwéc va la dau moi hop
tac v&i cac t6 chirvc CERT nwdc ngoai.
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Gioi thieu VNCERT

Cac hoat dong chinh trong th&i gian qua:

© ®© © ®© ©®© ©
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Xay dwng cac tiéu chuan ky thuat

Xay dwng van ban QPPL vé an toan théng tin (ATTT)

Canh bao tan céng va su cb an toan mang

Piéu phdi irng ciru — x& ly sw cd an toan mang

Giam sat an toan mang

Pau mbi nhém trng ctru sw ¢d (CSIRT) quéc gia

Thuc déy va ho tro thanh 1&ap cac nhém &ng ctru céc tinh, dia
phwong

Pau mdi CERT Viét Nam, lam viéc va hop cac voi cac td chirc
CERT cua cac nwéc cling nhw hop tac quoc té trong [inh vwe an
toan thong tin

Kiém tra, danh gid an toan mang va hé thdng théng tin

Quan ly, phong va chong tin nhan rac
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« Luat An toan théng tin mang, Luat Giao dich dién tt, Luat Vién thédng, Luat Céng
nghé théng tin, Luat Hinh sw, Cac diéu 224-226b vé ATTT sb, Luat Co yéu
® Nghi dinh
- ND 64/2007/ND-CP ngay 10/04/2007 - 'ng dung céng nghé thdng tin trong hoat
ddng cua co quan nha nuwoc
*ND 90/2008/ND-CP ngay 13/08/2008 — Chér)g thw rac va Nghi dinh 77/2012/ND-
CP ngay 05/10/2012 Stra d0i bo sung mét so dieu trong nghi dinh 90 vé Chong
thw rac, théng tw 12/2008/TT-BTTTT vé Chong thuw rac
« N 72/2013/ND-CP ngay 15/07/2013 - Quy dinh vé quén ly, cung cép, st dung
dich vu Internet va théng tin trén mang
© Nghi Quyét
Nghi quyét 36a/NQ-CP ngay 14/10/2015 vé xay dwng chinh phu dién t, trong do
giao viéc thyc hién giam sat an toan théng tin déi véi hé thong, dich vu CNTT
cta Chinh pht dién t& cho B Théng tin Truyén thong.

® Théng tw

« TT27/2011/TT-BTTTT ngay 04/10/2011 - Quy dinh vé diéu phdi cac hoat dong
mang lwéi t'ng cvu sw cd mang Internet Viét Nam
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Hoat déng Canh bao

® Canh bao, hwéng dan xtr ly cac sw co vé an toan mang:
v’ Ma doc, phan mém gian diép
v' Tan céng thay dbi giao dién
v’ Lira dao — Phishing
v" Mang may tinh ma, DDoS
v' Cac dia chi IP nhiém ma déc botnet

@ Canh bao ky thuat:
v' Canh bao 16 hdng bdo mat
v' Cé&c bién phap ky thuat han ché ruiro
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Hoat déng Piéu phoi - Ung ciru

Mang lwéi tpng clru sw c6 bao mat CSIRT
(Computer Security Incident Response Team)
® Co quan diéu phéi quoc gia: VNCERT
» Diéu phdi cac hoat dong (rng clru sy co trén toan quoc va cé quyen diéu dong
cac to chirc khac trong mang lwéi phoi hop ngan chan, xt&r ly va khac phuc sw ¢co
mang Internet tai ViétNam;
* Quyét dinh hinh thirc diéu phdi cac hoat dong rng clru sy co va chiu trach
nhiém vé cac yéu cau diéu phoi;
» Dau mai trao ddi thong tin vé hop tac (’ng clru sy co v6i cac to chirc rng clru
khan cap may tinh quéc té
® Cac nguyén tac hoat dong cua mang lwéi diéu phdi (rng ciru:
-« Bdao mat, bao vé thdng tin riéng cta cac té chirc
« Chép nhan ch,ia sé thong tin qua tai liéu, thw dién tr, dién thoai, fax. Cac thdng
tin s€ dwoc kiém tra va xac nhan

* Cac thanh vién sé nhan cac théng tin chia sé, cac kinh nghiém va tham gia cac
dién tap, cac khoa huan luyén vé phan (rng cac sy cb
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Hoat dong Pieu phoi - ng ctru

(120 thanh vién co quan, td chirc v&i hon 1000 thanh vién ca nhan)

Mang lwéi diéu phdi rvng cliru sw cd Internet Viét Nam
(Theo Thang tu sé 27/2011/TT-BTTTT ngay 4/10/2011 ciia Bo trwvédng Bo TTTT)

Céc CERT quéc gia

i_

Cac td chirc hop tac qubc
té v& ATTT (APCERT,
IMPACT, FIRST....)

ICac Csirt chia cac Cong ty/
Tap doan

B6 Québc phong

VNPT

Cac td chirc qubc té

ISPs

v |

| FPT

A4

Cacdonvi ATTT

Y

CO’ QUAN BIEU PHOI
(VNCERT)
B® Théng tin va Truyén
théng

Van phong Trung wong
Bang

e |

Van phong Quéc Hoi ]

| |

A

- Cac Trung tam TT cua cac B6 nganh
_ || va cac co quan ngang bé

" || - Cac s& Théng tin va truyén théng |
cac Tinh thanh phé

_—{ Van phong Chinh phu ]
|

Uy ban Dan téc |

_‘—{ Ngan hang nha nuwéc I

A
Vién Khoa hoc va Céng
ﬁ VNNIC nghé Viét Nam

16 Bo (Mofa, MoJ, MoF, MT,
v MoC, MoET, MoARD, MolT,
B Céng an L—| MoPI, MoH, MoST, MoNRE,

Ictcthinl‘l vién tw! MIC, MoHA, MoLISA,

nguyén MoCST)

Cac don vi ATTT

63 S& Théng tin va Truyén

[ Bis | [cMC Infosec |-

théng cua 63 Tinh Thanh phé




www.vncert.gov.vn

ISP 2

/' 4

Hoat déng Pieu phoi - Ung ctru

huyén gia/ Doanh
nghiép ATTT/ CERT,
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Hoat dong Dieu phoi - Ung ctru

@ Thanh vién chinh thirc cua APCERT (2008)

© Thoa thuan hop tac (MoU) véi JPCERT/CC (2009), KISA (2009), Bo
Vién théng va Internet Lao (2010)

® Phoi hop v&i KISDI, Microsoft, Google, TWCERT, LjSCERT, CERT-
Brazil va nhiéu td chirc CERT cua cac nwéc trén thé gioi

® T chrc cho mang Iudi ing ciu sw co quoc gia tham gia thuwdng
nién 03 tap tran vé An toan mang quoc té:

Tap tran hang nam cla APCERT, bao gom 20 quoc gia va ving lanh thd thudc
khu viee Chau A, Thai binh dwong

Tap tran hang ndm cua 11 Quéc gia ASEAN - Nhat Ban
Tap tran hang ndm clia CERT 10 Qudc gia ASEAN va cac qudc gia dbi thoai
® Tb chirc 01 tap tran toan quoc vé an toan mang cho cac thanh vién
mang lwdi iing ciu sy cd qudc gia.
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Hoat dong Pieu phoi - ng ctru

Cac sw co va dieu phoi 2015

©

16.837 website bi nhiEm ma doc va lay lan ma ddc dén cac may
tinh, trong do co 87 website/cdng thong tin dién tt& ctia cac CQNN
5.898 website bj tan cdng va cai ma phishing

8.850 tan coéng thay déi giao dién (deface), trong dé co 252
website/cdng théng tin dién t&r ciia cac CQNN

1.451.997 lwot dia chi IP tham gia cac mang botnet, trong doé cé
3.779 IP twr cac co quan Nha nuwéc

Piéu phdi va ngan chan 7.540 may cha diéu khién ma doc (C&C
Server).

Phéi hop v&i cac CERT qubc té dé ngan chan hon 200 website gia
mao: cac website gid mao gidy phép do B6 TTTT cép, gid mao
webmail cua VNN, VDC; gia mao website Ngan hang Nha nwéc.
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Cac sw co tai Viéet Nam
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Cac sw co tai Viéet Nam
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Hoat dong Pieu phoi - ng ctru

Cac cudc tan cong Ié&n va dién hinh
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Hoat dong Dieu phoi - Ung ctru
T thang 7/2015 dén 8/2015, Trung tdm VNCERT thuwec thi chién dich
ngan chan, phong chong ma déc, mang may tinh ma, va dé phong
cac cudc tan cong cé chu dich dwoc hd tro tir cac to chirc, Chinh
phu nwéc ngoai

» VNCERT phdi hop cac CERT Quoc té thu thap, phan tich, phat hién
7.540 may chu dat tai nhiéu Quéc gia truc tiép diéu khién hon 1 triéu dia
chi IP bj 1ay nhiém ma doc.

» Da gl 1énh diéu phoi dén:

» Viettel

VNPT

FPT

SCTV

vV V VYV V

» Ngan chan thanh cong 7.540 dia chi may chu diéu khién

- Y&u cau cac ISP hd tro hon 1.000.000 khach hang g& bé cac may tinh
nhiém ma doc botnet (dia chi IP)

\'4
N
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Hoat déng Canh bao noi bat

Nam 2015:

» VNCERT da kiém tra, danh gia va dua ra‘cénh bao 16 héng an toan
théng tin cia phan mém phan giai tén mién BIND.

» L6 héng nay anh hudng 70% s6 may chu trén thé gi¢i va Viét Nam.

- Phan mém BIND hién dang dugc st dung khé phd bién tai cac hé
thong thong tin trong diem (T(ung tam ha tang CN'I:T, Trung tam dir
liéu v.v..) cta Tinh, Thanh pho, Bd, nganh, doan thé Trung wong v.v.

Trong 03 thang dau nam 2016:

» GUi dieu phdi va canh bao ve ma doc Ransomware (doi tien chudc)
c6 bién thé va hanh vi ldy nhiém mdi

» GUi diéu phéj va canh bzo ve may chii c6 16 héng DNS tai Viét nam
bi loi dung dé tan céng DDoS sé lvong Ion

Théng tin chi tiét tai http://www.vncert.gov.vn
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Phwong hwéng — Pé xuat Kien nghi

Phwong hwéng quéc gia:
© Trién khai Nghi quyét 36a/NQ-CP ngay 14/10/2015 clGia Chinh phl vé Chinh pha dién
tor:
v" Thuc hién gidm sat an toan théng tin déi v&i hé théng, dich vu CNTT cta Chinh
pha dién t& trén pham vi toan quéc;
v Dy manh hoat déng ctia Mang luwdi Ung ctvu sw ¢d, hwéng dan trién khai cac
bién phap nham tdng cwdng ndng lwc cho cac can bd, bd phan chuyén trach
&ng cru sw cd6 mang (CERT);
v Dé xuét co ché wu dai thi diém cho cac can bo ky thuat an toan théng tin va luc
lwong (rng clru sw ¢d an toan mang.
© Hoan thién méi trwdng phap ly va co ché chinh sach vé giam sat, cadnh bao, diéu phbi
va ing clru sy cd an toan théng tin.
v Xay dyng va hoan thién Théng tw Giam sat.
v Xay dwng Quy trinh va hwdng dan hoat déng giam sat. canh bao, diéu phdi, rng
curu.
v Xay dwng cac dinh mire kinh t& ky thuat vé cac hoat ddng giam sat. canh bao,
diéu phdi, r'ng clru.
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Phwong hwéng — Pé xuat Kién nghi

Phwong hwéng quoc gia (tiep):

® Hoan thién cac hé thong ky thuat veé:
+ Giam sat an toan mang quéc gia
+ Chdng, ngan chan thw rac, tin nhan rac

® Tang cwdng dao tao, huan luyén kj ndng va hoat déng tap tran an
toan théng tin cho cac thanh vién mang lwdi ng clru sw cd quoc
gia.

© HO tro trién khai hé théng quan ly an toan théng tin tuan tha theo
tiéu chuan TCVN ISO/IEC 27001.
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Phwong hwéng — Dé xuat Kién nghi

Kién nghi dia phwong:

©®©

Thanh Iap va van hanh déi irng ctu khan clp sw cb an toan mang
cua tinh, khuyén khich xay dwng céac t6/ddi ing ctru khan cép cla
cac don vi, té chirc I&n va co diéu kién:

Cé ké hoach dinh bién nhan sw chuyén trach vé ATTT, cap tinh —
s& nganh —> quan huyén, lam nong c6t cho hoat ddng ATTT va céac
ddi ng ctru khan cap sw c¢d mang

Bb sung cac gidi phap dé bao mat hé thdng toan dién: ngan chan —
phong chdng — phat hién 16 hdng — phan tich danh gia — canh bao .
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Phwong hwéng — Pé xuat Kien nghi

Kién nghi dia phwong:

© Pao tao, tap huan ky ndng vé bdo mat ATM cho lwc lwong CNTT
Nang cao nhan thirc vé an toan TT cho can bd lanh dao, cdng chirc
vién chire va nhan dan trén dia ban

® BO tri ngan sach twong xirng cho hoat ddng an toan théng tin hang
nam: dao tao, thiét bj / gidi phap, van hanh

® Phdi hop voi VNCERT trong cac hoat ddng gidm sét, canh bao, tng
clru sw cd, ddm bdo an toan théng tin trong cac hoat dong tai dia
phwong va cac hoat dong cung cép dich vu vé an toan thong tin cho
cac td chirc, doanh nghiép va ca nhan trén dia ban
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TS.Nguyén Khac Lich

Pho Giam doc Trung tdm VNCERT
DT: 0912571223

Email: nklich@vncert.gov.vn




