
The best defense: Adaptive Trust
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Strong growth and ability to 
win large opportunities

• Streamlined onboarding of 
personal devices

• Highly customizable guest 
application

• Unique support of Bonjour 
capable devices

• Detailed diagnostic and visibility 
features

Leader in Network Access Control

2013 – 2014 Gartner NAC Magic Quadrant 



Agenda

• Mobility and the evolving perimeter 

• Threat Intelligence findings that can affect your network

• Introduction to Adaptive Trust Defense

• Policy Management overview

• Q&A
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Is the traditional perimeter enough?

• Mobile devices 

have changed the 

game



6CONFIDENTIAL © Copyright 2015. Aruba Networks, an HP company. All rights reserved.

User Behavior and the Shifting Perimeter

• 30% of users lost 

data on mobile

• Younger users are 

less responsible

• 60% of users 

share devices

* Aruba 2015 “Running the Risk” report
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Are All Verticals the Same? 

 Banking/Insurance/Finance

 Infotech

 Education

 Telecom & Media

 Healthcare

Global Information Security Workforce Survey

Frost & Sullivan



8CONFIDENTIAL © Copyright 2015. Aruba Networks, an HP company. All rights reserved.

Static Perimeter Defense

IDS/IPS

Firewalls

Adaptive Trust Defense

Perimeter 

Defense 

Auth and 

Automation

Physical

Components

A/V

Security and Policy 

for each user or 

group

Web

gateways

Time for a New Mobility Defense Model
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The Internet is not the perimeter

• Threats are rapidly increasing

• Targets are mobile users

- inside/outside of 

enterprise security 

defenses

• Weekends are worse

- out of the office and 

exposed to a variety of 

threats - drive-by, 

waterhole attacks, free 

mobile apps

Monday

Sunday

Tuesday

Wednesday

Thursday

Friday

Saturday

Enterprise Vulnerability Notification by day - NTTi3
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Threat Intelligence and Adaptive Trust

What if user 
access could be 

part of your 
mobile protection 

posture?

Threat Intelligence brings 
knowledge of the global 

threats into the corporate 
perimeter and can 
directly drive user 

protection systems.

Adaptive Trust works at 
the user boundary to 

integrate threat 
information from all 
sources and make 
intelligent access 

decisions. 

Blocking access to 
malicious sources, 

bouncing dangerous 
user activity, blocking 

access from rogues and 
separating employees 

from guests.
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Adaptive Trust in Action

Global Threat 

Intelligence

Adaptive Trust

Typical communications

Aruba
Threat Intelligence 

“suspicious communications”

Threat Intelligence 

Known threat communications

Customer 

Context



12CONFIDENTIAL © Copyright 2015. Aruba Networks, an HP company. All rights reserved.

Intelligence vs Actionable Intelligence

Perimeter Defense 

Infrastructure

MDM / EMM

Auth & Automation

Traffic 

protection: 

user and 

device 

data

Visibility 

and 

interactive 

control 

features

Device-

based 

Controls 

and 

Policies

Controls

for Wi-Fi 

and

wired
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A Changing Security Perimeter

Legacy security focused 

on a fixed perimeter

GenMobile dilutes the notion 

of a fixed perimeter
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Legacy Perimeter Defense Model

MDM Network Access Perimeter Defense

• Cellular policies

• Device controls

• IT access 

required

• User auth

• Network controls

• Little network 

policy

• Firewalls / UTM

• Data controls

• External threat 

protection

Protection Deployed in Silos 

X No network

context

X No device /

location context

X No user to

device mapping
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Time for Mobile Defense – Adaptive Trust

End-to-End Mobility Controls

Next-Gen Perimeter 

Defense 

Infrastructure

MDM / 

EMM

Granular traffic 

control with user 

and device data Network controls 

using real-time 

device data 

Visibility into 

location and time 

with granular 

controls

Multivendor 

integration✔

Context

sharing✔

Open API✔
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Adaptive Trust Context Sharing - Firewalls

• Thomas

• Mac OS 10.9.3

• Marketing

• 10.0.1.12
User and Device

FW policy adapts to needContext SharedEmployee Access

 Works with AD, LDAP, ClearPass dB, SQL dB 

 No agents/clients required
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Adaptive Trust Benefits

Complete End-to-End Protection 

ClearPass

Policies

Perimeter 
Defense

MDM/EMM

Wireless, wired and remote 

policies

✔

ClearPass as context store✔

Visibility and reporting -

users and devices

✔

Accurate rules enforcement   ✔

All security components work 

together  

✔



Aruba ClearPass Solutions

CLEARPASS POLICY MGR

Guest Onboard OnGuard

Hardware or 

VM Appliances

Expandable Applications

REMOTE LOCATION
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Why ClearPass

Multivendor & 3rd Party integration

User-experience driven applications

Scalability and cost advantages

Business oriented policy services

– building blocks, roles, troubleshooting tools 
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More Information
www.arubanetworks.com

ClearPass, Exchange, Adaptive Trust, promotions

http://www.arubanetworks.com/
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Thank You




