The best defense: Adaptive Trust
“Protection for inside the network™

Wee Keng Tong, HPE Aruba SE Manager

South East Asia and Taiwan
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Leader in Network Access Control

Strong growth and ability to
win large opportunities

. Cisco

. ForeScout Technologies

- Streamlined onboarding of

personal devic
- Highl |
@ Bradford Networks ap p I lca 3

Extreme Networks (Enterasys) '.

- Unique support of Bonjour
capable devices

» Detailed diagnostic and visibility
features

COMPLETENESS OF VISION
Source: Gartner (December 201.3)
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Is the traditional perimeter enough?

Mobile devices = =
have changed the
game |




User Behavior and the Shifting Perimeter

30% of users lost Younger users are 60% of users
data on mobile less responsible share devices

The age bracket with the highest
propensity of data and identity
theft are employees between

-3 (El25.34¢
DJ:C) years old

of workers admit to having lost share their work and personal

data due to the misuse of a devices with others regularly

mobile device

wETWANES \'l' N k\ whTwonas

* Aruba 2015 “Running the Risk” report
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Are All Verticals the Same?

DIFFERING MOBILE DEVYICES' SECURITY TECHNOLOGIES
IN USE AMONG SELECT INDUSTRY YERTICALS

—

Remote lock and wipe functionality i Ban k|ng/| nsurance/Flnance

Mobile device management (MDM) - InfOteCh

= Education

Frforeed FIN codes F
{
|

Data leakage prevention (DLP) . Hea|thCaI’

Secure containerization or secure sandbox &

Mobile anti-malware and -virus endpoint security !

0% 40%

Global Information Security Workforce Survey
Frost & Sullivan
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Time for a New Mobllity Defense Model

Static Perimeter Defense

IDS/IPS Web

- gateways

»

Physrca(
Components.. .

3 —

» - -
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Adaptive Trust Defense

Security and Policy

for each user or ~
group -




The Internet Is not the perimeter

Threats are rapidly increasing
« Targets are mobile users
- Inside/outside of
enterprise security
defenses
* Weekends are worse
- out of the office and
exposed to a variety of
threats - drive-by,
waterhole attacks, free
mobile apps

Tuesday  Thursday

Wednesday
Friday
Sunday Saturday
1 2 3 4

Enterprise Vulnerability Notification by day - NTTi®
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Threat Intelligence and Adaptive Trust

Adaptive Trust works at
the user boundary to
Integrate threat
Information from all
sources and make

Blocking access to
malicious sources,
bouncing dangerous
user activity, blocking

Threat Intelligence brings
knowledge of the global
threats into the corporate
perimeter and can

What if user
access could be

part of your
mobile protection
posture?
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Adaptive Trust in Action

Typical communications

Adaptive Trust M .

Threat Intelligence
'suspicious communications”

Global Threat
Intelligence

Customer
Context

Threat Intelligence
Known threat communications
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Intelligence vs Actionable Intelligence

Traffie Perimeter Defense % m MDM / EMM e
protection: B) Check Point alrwatch B e based
user and @ TippingPoint 008 R Controls
device 0 Mobilelron and
data paloalto Policies

CLEARPASS

Visibility ~ RSA Secrll O JUNIPEL  controls

and A
. | reSiIght<t ROCAD for Wi-Fi
Interactive all pLES b I i and
splunk> QrupQ dtfran]n,
fcontrol servicenow SR g wired
ealures  Auth & Automation Infrastructure
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A Changing Security Perimeter

.-\

Legacy security focused
on a fixed perimeter

GenMobile dilutes the notion
of a fixed perimeter




Legacy Perimeter Defense Model

Protection Deployed In Silos

Network Access Perimeter Defense

Cellular policies User auth Firewalls / UTM

Device controls Network controls Data controls
IT access Little network External threat

required policy protection

X No network X No device / X No user to
context location context device mapping
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Time for Mobile Defense — Adaptive Trust

Granular traffic _

control with user Next-Gen Perimeter —
and device data Defense M D M / Network controls
D using real-time

> | |
— J " paI"DNEW.Ws ‘ ' @) Mobilelron \\device data

v Multivendor rSRTEL airwatch
- ' Check Point ‘ . e
|ntegrat|0n eS| SOFTWARE Tecummmlelsum CITR!X
JuniPper
J Context C—#-
sharlng Access Management \ Visibility into A
B location and time
J Open AP QFUDQ BROCADE Juniper / with granular
controls |

Infrastructure




Adaptive Trust Context Sharing - Firewalls

 Thomas
| : m:;:kgtﬁ] 10.9.3 F::RTINET
User and Device g

« 10.0.1.12 L3 Check Point

ClearPass
Access Management

IETWORKS

Employee Access Context Shared

FW policy adapts to need

Works with AD, LDAP, ClearPass dB, SQL dB
No agents/clients required



Adaptive Trust Benefits

Complete End-to-End Protection

...................

v Wireless, wired and remote
policies

v ClearPass as context store

v Accurate rules enforcement

VoAl security components work
together

v Visibility and reporting -
users and devices
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Aruba ClearPass Solutions

Onboard OnGuard
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Why ClearPass

egration
pplications
tages

ervices
oubleshooting tools

arvba
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More Information

8 e y “ Mo + .
Policy management with

moDbility in ming.

ClearPass, Exchange, Adaptive Trust, promotion
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http://www.arubanetworks.com/

Thank You
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