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Poi m&i & nang cap hé thong an
ninh thong tin trong thanh toan:
Pam bao an toan cho cac giao
dich trwec tuyén
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@ Nguy co an toan théng tin
@ Hé thong bao mat
@ Céng nghé
@ Nhan sw

Q Quy trinh



< T6i pham tin hoc trong nwdc va trén thé
gidi ngay cang gia tang
<+ Céc phwong phap tan cong da dang:
= Khai thac 16 héng bdo mat phd bién:
Injection, XSS, XSRF...
= St dung Virus, Trojan, Malwatre...
= Phishing
= Tan cong MITM, MITB
= Tan cong ti chdi dich vu (DoS, DDoS)



M6t s6 vu tan cong vao ngan hang gan day

< Kaspersky Security Bulletin 2015: gan 2 triéu
may tinh nhiém malware lay trom tién tor tai
khoan ngan hang

< 2/2015: Nhém hacker “Carbanak” tan cong
100 ngan hang trén 30 qudc gia, danh cap 1
ty dé la My.

< 10/2015: Hacker ding virus danh cap 20 triéu
bang ttr nhiéu tai khodn ngan hang tai Anh.

<+ 1/2016: Hacker s&r dung DDoS danh sap hé
thdong ngan hang truwc tuyén cia HSBC vao
ngay tra lwong cudi thang.
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Hé thong bao mat

<Két hop cua 3 thanh phan: cong nghé,
quy trinh, nhan sw




“MO hinh mang 3-tier dap wng theo yeu
cau rng dung Internet Banking

“+Cac gidi phap da dang nham nang cao
tinh bao mat trén toan ,hé thong: WAF,
Firewall, IPS, phong chéng APT, phong

chong DDoS...
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vu. MOi nha cung cap
cO nhiéu dwdng vat ly.

Bang théng cao dé dé
ohong tan cong DDoS
am day lwu lwong.
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Bao mat trng dung

<Hé thong ngan hang dién t&¢ dwoc xay
dwng \(é’i tiéu chi bao mat dwoc dat 1én
hang dau.

<+Chong cac tan cong phd bién:
= Injection (SOQL, Xpath, LDAP...)
= Cross-site Scripting (XSS)
= Cross-site Request Forgery (XSRF)

= Brute-Force



< Cac di liéu nhay cdm dwoc ma hda bang cac
thuat toan ma héa bao mat nhat:

= Symmetric: AES, Camellia, ARIA, SEED...
= Asymmetric: RSA, DSA, D-H, KCDSA...

= Hash: SHA-1, SHA-2 (224-512)...

<+ St dung HSM cho viéc sinh khoa, Iwu trir khoa,
ma hoa, giai ma

“Thuat t,oén ma hoa dwoc dinh ky ra soat va
nang cap




Kiém tra bao mat

< Thwdng xuyén kiém tra hé thdng bang céng cu
kiém tra 16 hdng bdo mat

Macunetix Ap

'] Tr u StWave ®
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vulnerability scanner




< St dung xac thwc da nhan td dé tang cuwdng
bao mat cho cac giao dich truc tuyén
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What you have What you are
(Cai ban co6) (Cai chinh la ban)




<+ Cac hinh thirc OTP phd bién:
= Tin nhan SMS
= Token bam s < s
= Thée EMV
= Matrix
= PKI token
= Mobile app




“»Giai phap bao vé [(héch hang khi thwc hién cac
giao dich trwc tuyén

Secure
Browser

Anti-Memory Hacking
Anti-Debugging/Anti-Reversing
Webpage Alteration Prevention

Screen Capture Prevention

Anti-keylogger

Prevents P5/2 Port polling attack

Protection of inputs
from USB keyboard and
Bluetooth keyboard

Firewall

Detects and blocks the
network intrusion

on the kernel level




3-D Secure

<+ Co ché bao mat clha Visa/ Mastercard/ JCB/
Amex cho cac giao dich thanh toan bang thé tin
dung/ ghi ng

Makes an order

Shopper Try again?

[

Tries to pay and
enters card details

Decine | Invalig Verfiedds ok *
SecureCode
Asked for password Continue with

transaction

Ver"f"ed by AMERICAN emmessﬂ‘V Mast@rcafd
VISA SafeKey” secureCode J/Secure
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¥ - Hé thong giam sat, canh bao

< Thwong xuyén theo doi,
giam sat hoat déng cua
hé thong

“Tw dbong phat hién va
canh bao cac cudc tan
cong vao hé thong

“*Phat hién cac truy cap trai
phep




“Heé théng tl_f,dcf)ng theo ddi, phan tich céac giao
dich trwc tuyén

<*Phat hién cac giao dich bat thwong, gia mao
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Nhan sw

<*P0>i ngl nhan sw chuyén trach
< Lién tuc cap nhat cac kién thirc vé bao mat
“bPuwoc dao tao chuyén nghiép, dat cac chirng chi

vé bao mat
CISM
SSCP°

Certrﬁed Ethical Hacker ﬁncu rltyﬂ CISA




Chinh sach, quy trinh

< Xay dwng day da cac chinh sach, quy trinh bdo
mat cho hé thong CNTT néi chung va hé thong
ngan hang dién ttr noi riéng g
= Quanly taisan CNTT
= Quan ly nhan sy CNTT g
= Kiém soat truy cap hé thong CNTT
= Quy dinh vé ma hoéa
= An toan moi tredng hoat déng
= Van hanh va bao tri hé thdng CNTT
= Nang cap phan mém (rng dung
= Quan ly sy thay doi
= Quan ly sw cO CNTT
= Duy tri tinh lién tuc cua hoat déng kinh doanh

“Dinh ky ra soat, cap nhat chinh sach, quy trinh




Tiéu chuan bao mat

X Tyén thu thong tw 29/2011/TT-NHNN cua NHNN
vé ngan hang dién ’Ef]’ va nghi dinh 52/2013/ND-
CP cua chinh phu vé thwong mai dién tw

<Pap ng cac chuan bao mat qudc té: ISO/IEC
27001, PCI DSS

DSS
Certified
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