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=2 va thwc hién ISO 27001
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Vi sao chon |ISO?

=2+ Cung cap cac tiéu chi danh gia ré rang,
== h3au hét déu do lwong duorc.

=2« Mang tinh hé thdng va linh déng, dé

== ‘tpong tac’ va két hop voi cac tiéu

=2 chuan khéc.

==« Muc tiéu gan két véi hoat ddng doanh
=2 nghiép.
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1ISO 27001

=2 + Bao gOmM cac yéu cau can thiét dé dat
=2  dwoc chieng nhan ISO 27001

=2 « |SO 27001 |a cac yéu cau can thiét, tuy
== phién ISO 27002 m&i cung cap cac

=2 cach thirc can thiét (lam thé nao dé dat
== duwoc ISO 27001).
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U Security Policy

JOrganization of Information Security
JAsset Management

WHuman Resources Security
Physical and Environmental Security
UCommunicationsand operations
management

JAccess control

Uinformation Systems Acquisition,
Development & maintenance
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The 11 ISO/IEC 27001 Domains

Organizational Structure

Management

Organization of
Information Security

— Qinformation security incident Asset Management Access Control

. | management \

e | Business Continuity Management Information security

=3 QCompliance Compliance incident management

—

p—t / Human Resource Businesscontinuity

- ¥ Security management

Operations

p—

- Legend: Information Systems Acquisition,

- Development & maintenance

— Management Aspect

—

- Technical Aspect Communication and Physical &
Operations Management Environmental Security

= Physical Aspect
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1ISO 27001

=2« Muc tiéu cua ISO 27001 4o la:

=3 — Giam thiéu nhirng tac déng khdng mong muodn tw
:; cac rui ro.

= — Van dé tiép tuc hoat déng kinh doanh cua doanh
:; nghiép.

=3 — Nang cao nhan thuc vé gia tri thong tin

=2 * Khoéng dadm bdo an toan tuyét doi trwéc cac
. dot tan cong; chi giam thiéu t6i da rui ro do
=3 cac tac dong.
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= 3 10/29/2013 11:31 AM www.securitybootcamp.vn Safety from thinking



SECURITY BOOTCAMP 2013

Cach tiép can

= + Dwatrén RISK ASSESSMENT va danh
=2 gia nhirng tac dong lén hoat dong doanh
== nghiép.

=2 « Tham khao Annex A (ISO 27001) va

=2 |SO 27002 dé chon lwa cac Controls
=3 phu hop.

=a * Hm..hm.. Technical details

= 2
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=3 — Risk Assessment

— Annex A

=3 — 1SO 27002 — Choose controls

=2
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Cach tiép can

=* « Xac dinh nhirng gi dang co.

—. ° S dung Annex A — tap trung vao khu
=2 vuwc ruiro cao.

=* « S dung ISO 27002 dé chon Controls
==  phu hop vdi hoat dong kinh doanh.

=* « Chia thanh nhiéu giai doan nhd.
. *Controls: bao gom ca chinh séch va ky thuat.

= 3 10/29/2013 11:31 AM www.securitybootcamp.vn Safety from thinking



SECURITY BOOTCAMP 2013

Risk

—_
assessment

(Annex A)

Inject into

Business
Process
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Fail & tal sao ?

=2 .« Khong c6 sw ho tro va quyét tam.
=. °* Su khac biét

—. * Lam d6i phé / di qua nhanh

== * Chwa phu hop voi doanh nghiép
== « Mat tinh ‘canh tranh’
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Han ché

=2 .« Can phai cap nhat nhirng thay ddi cong
=3 nghé va chon lwa controls phu hop.

=2« Thay d0i méi trwérng hoat déng / kinh
=3 doanh.

=2« Thay d0i clia luat va cac Compliance.
=* « Chi phi cho viéc Audit va kiém
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Han ché

=* « Duy tri & giam sat cac hoat déng ¢ cac
=2 chinhanh

=2« Chi phi dau tw cho thiét bi, con ngui,
=2 va quy trinh.

=2« Tam nhin cGa nguwdi quyét dinh.
=* « Thay dbi nhan sw cap cao
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=2 « Phai dwoc suw ho tro cia BGD

=2 « Xuat phat tir chinh sach + sw ho tro tir
. BGD

=% « M& rong tw tie, bat dau tw IT

—> * Tlich hogp vao hoat ddng cua doanh
== Nhghiéep.
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Q&A

on nhirng gbp y/chia sé cua:
n Bui Thanh Phong — |SePro
h Nguyén Hai Long — Déng A Bank

h Tran Chi Can — Lac Tién JSC
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