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NOI DUNG TRINH BAY

. Cac hinh thirc tan cong mang
~ khéng day

,' Q Mot s6 giadi phap hién tai va

~ hanché

.Giéi phap DIDS cho mang
~ khong day

© Két qua dat duoc



. Cac hinh thirc tan cong



»» Mang khéng day

Tién loi & nguy co’
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° Cac hinh thirc tan cong
thong dung

€ Tan cong t choi ching thuc
(Deauthentification Attack)

9 Tao Access Point gia mao
€ Tan cong bén trong mang wireless



‘Tan cong tw chdi chirng thyc

@ Deauthentication la mot ki€u khung con thubc kiéu
Management.

® Khinhan dvgc khung nay, may thiét bi dang néi két
khong day sé ngat két n6i dé sau do két ndi va chirng
thuc lai

¥ Khung Deauthentication hoan toan khong duoc bao
vé bai ching thyc va ma hoa

& Hacker g&i Khung Deauthentication gia mao dén
may Client va Access Point



&

Tan cong tw choi chirng thuc

@ Néu g&i Khung Deauthentication lién tyc sé lam té liét
Access Point

@ Hoac Ira may Client két ndi vao Access Point gid mao

Ngat n6i két
Dang noi két T —

Client A Access Point



[ao Access Point gia mao

@ V&i mot USB Wireless Card va mét laptop, Hacker sé
dyng mot Access Point mai vi dy UBND-VL dé Ira
ngudi dung nodi két vao

@ TU do trién khai cac hinh thirc tan cong khac trén
may da noi két

L{ra dao chiém tai khoan, khoa WPA...
Do khoa WEP tw client

Bat cac thong s6 cla 4ways handshake WPA - AP-
less WPA Cracking Attack

Man-In-The-Middle: danh cap, thém, stva thong tin
nhay cdm dd ma hoa bang SSL



Panh cap tai khoan voi
Access Point gia mao

APa1

| NHAHOCCa-

DNS Spoofing

Apache Server

SSL Stripping

Access Point gia mao tao cac trang ching thyc gia
va chuyén vé cho khach hang dé 1ay mat khau nguoi dung



Tan cong bén trong mang

Wireless
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Tan cong bén trong mang
%%

Wireless
'(B)

A i

192.168.1.69/24 Xac dinh dvoc muc tiéu

Xac dinh dvoc dich vu

Queét mang

samba Queéet dich vu

# root =
V|Ct|m - Hacker

~ Vo0 hiéu hoa twang Ira, trinh diét virus... -> Lam mat di lop
bao vé may tinh victim

Cai dat virus, backdoor...

Loi dung may tinh victim tan cong muc tiéu

khac

Kich hoat webcam, microphone tién hanh ghi hinh, thu am
victim nham “theo doi”



Mot s6 gidi phap hién tai
va han ché




Cac giai phap truyén thong

Trién khai IDS

(Khuvu'cki@m ‘ \
soat bdi IDS g
. J
€ Kiémsoat lvu thong
trén nhiéu AP

P —
Zr=m ~—+ 4 Kiém soat toan bo lvu

0 E thong vao va ra cla mang

- khong day




, Cac giai phap truyen’thong
« Trién khai IDS

(Khuvuckiém ‘ \
soat b&i IDS B
- } J & Khéng thé
‘ ’ ki€ém soat lwu
A thong ndi bo
l":?# trong mang
=\ WLAN

Attacker




¢  Giaiphap WIDS

NHAHOCCz-
- AP1 <
(®)
- Deauthentication |
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@ Phat hién duoc cac hinh thc tdn cdng ngoai
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« Cac giai phap truyé,n thong
~ Trién khai WIDS

Khong phat hién _ Pac tién
duwoc cac cudc tan -
cong bén trong mang
khong day

Khong tuy bién
dvoc

WPA/WPA2




Q  veucau DAT RA

= Xay dvng giai phap phat hién tham nhap mang

cuc bo khong day v&i cac muc tieu

¥ C6 thé phat hién dvoc cac hinh thic tan cong tv
bén ngoai va tw bén trong mang khong day

9 Chi phi thap

®Duva trén phan mém ngudn mé dé dé dang tuy
bién, phat trién

¥ Canh bao tic thi khi phat hién xaAm nhép



Giai phap DIDS

Distributed Intrusion Detection System
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MO hinh DIDS

Wireless Attacks
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Outside Attack
Sensor

Data
Access Point |:>

Inside Attack
Sensor

IDS Server
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Clients



Cai d3t md hinh DIDS
~ bang gidi phap PMNM

Wireless Attacks

/’R
/‘
/'_‘
Ty
-

Outside data
Kismet Drone |:> Kismet Server ﬂ

Access Point
with OpenWRT

Inside data
Daemonlogger |:> Snort ADB l::} Android
Phone

IDS Server | Alert System I::> Database

=
S — OpenWRT la mét ban phan phoi
@ = Q GNU/Linux danh cho cac thiét bi nhung

Clients



Android Phone
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IDS Server

I
| Web Server

Switch
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Database Server
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Access Point
OpenWRT

¢ Cungcapkétnoi

& Thuthap d lieu bén
ngoai mang WLAN va
chuyén vé IDS Server

& GUi ban sao cla cac
goi tin bén trong mang
WLAN vé IDS Server



Android Phone

IDS Sery

wi

Database Server

|
| Web Server

Switch

Access Point

IDS Server

Ubuntu
Snort Kismet

& Lathanh phanxly
chinh

@ NEu phat hién sy kién
Xau
Yéu cau Android
Phone gti tin nhan
canh bao

Lwu thong tin vao
Database Server



Android Phone

ID

li Web S
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S Server

erver

Switch

wi

Database Server

Access Point

Android Phone

® Nhan yéu cau tl IDS
Server

® GUitin nhan canh bao
dén nha quan tri



Android Phone

-

=

IDS Server

li Web Server

Switch

Access Point

Database Server

® Luutri thoéngtin vé
cac sy kién xau

€ PhucvuchoWeb
Server va IDS Server



Android Phone

L

IDS Server

Access Point

Web Server

¢ Cung cap ng dung
Web phuc vy nha
quan tri



Két qua dat dvorc

‘Giai quyét hoan toan yéu cau ditra

v

Khac phuc han C6 thé trién P/
ché coa giai khai trén cac Dya trén cac san
phap IDS/WIDS thiét bi mang ph&m phin mém P/
truyén thong théng thuong m& ngudn m&

Chi phi trién
khai thap nhat




So sanh v@i cac giai phap khac

Dua trén Kismet,
ho tro phat hién
21 kiéu tan coéng
bén ngoai khac
nhau

.

Tén tan cong

AIRJACKSSID
APSPOOF
BSSTIMESTAMP
CRYPTODROP
DEAUTHFLOOD
BCASTDISCON
DHCPCLIENTID
DHCPCONFLICT
DISASSOCTRAFFIC
DISCONCODEINVALID
DEAUTHCODEINVALID
DHCPNAMECHANGE
DHCPOSCHANGE
LONGSSID
LUCENTTEST
MSFBCOMSSID
MSFDLINKRATE
MSFNETGEARBEACON
NETSTUMBLER
NULLPROBERESP
PROBENOJOIN

DIDS
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CUWN
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CUWN-Cisco Unified Wireless Network



So sanh v@i cac g

iai p

hap khac

Tén chirc nang DIDS CUWN Quadrant Jason
Information Murray
Security
Phat hién tan cong tir bén C6, dya trén Co, tuwong tu €6, dua trén Kismet €6, dua trén
ngoai Kismet Kismet Kismet
Phat hién tAn cong tor bén C6, dya trén Snort Ccé Co, dya trén Snort
trong
[6) tro rules dé nhan dién Co, Snort rules (o} Co, Snort rules
thém tan céng twr bén trong
H6 tro’ canh béo tire thi bang cé
tin nhan SMS
Ho tro quan ly sw kién véi co co cé co
s& di liéu
Ché&n ding géi tin xau (IPS) (o]
Kha nang mé rong C6, khéng rang , rang Co6, khéng rang bdi buéc | Co, khong rang
b&i budc phan budc phan cirng phan cirng b&i budc phan
cirng CISCO cirng
Gia thanh trién khai R4t thap R4t thap R4t thap
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DIDS

ac tinh ndng noi bat

Giam sat va phat hién nhu’ng rdi ro
t bén trong lan bén ngoai

Co kha nang phan ng chu dbng
v&i su kién xau

Ty déng canh bao cho mét hoac

nhiéu nha quan tri thong qua SMS

Tich hop san ¢’ng dung Web giUp thyc hién cac tac
vu co ban, ho trg da nén tang hé thdng va trinh
duyét.



'2 End

Chan thanh cam on da theo doi
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