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l. Thé ché héa hoat dong ATTT

1. Thé ché va thé ché hoa

a. Phap luat ?

* Quy dinh phap ly
b. Luat lé, Luat choi?
 Quy dinh dong thuén

c. Quy dinh?
- Bao gom ca hai



1. Thé ché va thé ché hoa

1. Thiét 1ap hé thong quy dinh phap ly ATTT

 Luat, van ban dwéi luat
* Tieu chuan, quy chuan,
« Hwé'ng dan

2. Xay dwng, tao lap van hoa ATTT

 Hé thong cac chuan muec,
« Hé thong cac quy tac irng xir dworc dong thuan



2. Méi trwdng phap ly hién tai vé ATTT
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Van ban chi dao diéu hanh, ké hoach quy hoach

Chi thj s6 897/CT-TTg cua Thu twéng Chinh phu ngay
10/6/2011 vé tang cwong trién khai cac hoat dong dam
bao an toan théng tin sé.
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Quyét dinh s6 1755/Qb-TTg
ngay 22/9/2010 cua Thu
twong Chinh pha phé
duyét dé an “Dwa Viét Nam
sém tro thanh nwéc manh
vé CNTT va truyén thong”
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ngay 13/01/2010 cua Thu
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Quéc gia dén nadm 2020.



Mot s6 hwéng dan ky thuat

Tiéu chuan TCVN 9 dw thao TCVN

TCVN ISO/IEC 27001:2009 TCVN ~ SO/IEC 27000:2012
TCVN ISO/IEC 27002:2011 TCVN ~ SO/IEC 27003:2010
TCVN 8709-1:2011 (ISO/IEC 15408- TCVN ~ SO/IEC 27004:2009
1:2009) TCVN ~ ISO/IEC 27005:2011
TCVN 8709-2:2011 (ISO/IEC 15408- TCVN ~ ISO/IEC 27010:2012
2:2008) TCVN ~ ISO/IEC 27033-1:2009
TCVN 8709-3:2011 (ISO/IEC 15408- TCVN ~ ISO/IEC 27033-2:2012
3:2008) TCVN ~ ISO/IEC 27033-3:2010

TCVN ~ ISO/IEC 27035:2011

Mot so hwedng dan ky thuat vé an toan trén mang

Hwéng dan ddm béo an toan théng tin cho cac Céng/Trang théng tin dién tr
Hwdng dan phat hién thw dién tdr gia mao,

Hwéng dan st dung an toan thw dién tlr cdng vu

Hwéng cai dat va st dung an toan mat khau

Danh sach diém yéu ATTT trong nén tang Microsoft va cac bién phap khac phuc.



3. Tang cwong bao dam ATTT & cac wu tién

1. Thé ché héa an toan théng tin - bwéc quan trong
trong phat trien ATTT
+ X4y duwng hé thong quy dinh vé ATTT (phap luét,
quy ché, huéng dan) dong b
+ Nédng cao van hoa str dung mang van minh, tién bo

2. Cac wu tién hién nay
+ Ludt ATTT va hé thong phép luat dong b
+ Xay dung, trién khai chién luoc ATTT trong diéu
kién hoa nhdp qudc té va phu hop dac thu nuwéc ta.
+ Trién khai ngay viéc chuén bi va xay dung céc diéu
kién can thiét, kha thi cho van hanh thé ché



Il. PAm bao thé ché hoat dong

T6 chirc b may (thiét ché)

* Quan ly nha nuwéc
* Thwce thi phap luat
 Thwe hanh tac nghiép, ...

Trién khai cdc co’ ché van hanh

« Chi huy, diéu hanh
- Piéu phoi
 Phoi hop, ...

Dam bao cdc nguon lwc can thiét

« Bo tri nhan lwc, Pao tao boi dwdng
- Pau tw trang bi ky thuat
* Kinh phi, ...



Chinh sach, co ché

- Pay manh viéc xay dwng cac van ban phap luat, trong
tam la Luat ATTT, Hwong dan va thwe thi Nghi dinh
72/2013/ND-CP

- Thwe hién dw an xay dwng (khoang 30) tiéu chuan quoc
g|a vé ATTT phu hop v&i cac tiéu chuan quan trong cua
quoc té. Pong thoi tdng cuwdng xay dwng cac tai liéu
hwong dan ky thuat bao dam ATTT.

- Xay dwng phwong an kiém dinh, danh gia an toan théng
tin cho cac thiét bi va hé thdng thdng tin trong cac ha tang
trong yéu.

- Co ché phbi hop cac Bd QLNN (CA, QP, TTTT) dé phong,
chdng cac hanh vi vi pham phap luat va tdi pham mang.

- Co’ ché hop tac qudc té da phuwong va song phwong voi
cac doi tac chién lwgc vé ATTT.



BO may to chirc, Thiét ché

- Chinh phu: Ban Chi dao

-BO TTTT: Cuc ATTT, Trung tdm diéu phoi
UCSC (VNCERT) va mang lw¢i, Trung tam
KTATM QG (giam sat, phan tich...)

- B6 CA: Cac CQ an ninh, CQ CS chdng toi
pham mang

- B6 QP: Cac CQ an ninh, ATTT, chong CTTT

- Cac B, nganh, dia phuvong, DN: Cac ban chi
dao, CSIRT , trwérng, to chrc ddo tao ATTT,...

- Hiép hoi, DN ATTT: CSIRT, Cac trung tam tw
van, dao tao, kiém dinh, hop chuén ATTT



Nhiém vu thu'c thi va dao tao nhan luc

- Wu tién dau tw cho cac hé thdong ky thuat clia cac co quan
chirc nang vé ATTT.

- X4y dung hé thong gidm sét an toan mang dé chu déng trong
céng tac dadm béo ATTT. X4y dung dé an béc g& ma ddc trén
mang.

- Pau tw xay dwng hé thong quan ly, phan tich chong thw rac
va tin nhan rac.

- Phat trién cac nhém CSIRT trong cac té chirc. Thwe hanh
dién tap va tap huan ATTT hang nam.

- Ttrng budc thiét 1ap co ché kiém tra, kiém dinh trang thiét bj
nhdp khau cé yéu té ATTT &nh hudng dén an ninh quéc gia.

- Dé an qudc gia dao tao chuyén gia ATTT va trién khai céc
chwong trinh ndng cao nhan thirc cdng dong.
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