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TRITON STOPS MORE THREATS. WE CAN PROVE IT.

Ben Tan, Regional Sales Manager

DEFENDING YOUR BUSINESS FROM
NEXT-GEN CYBERSECURITY THREATS



© 2013 Websense, Inc. Page 2© 2013 Websense, Inc. Page 2

Security Organizations are
outnumbered, outgunned and

steps behind the bad guys
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HOW WE SECURE THE
PERIMETER
TODAY

MAJORITY OF THE SECURITY SPEND
HAS BEEN FOCUSED IN STOPPING OR

DETECTION THE THREATS ON THE
NETWORK OR DEVICE.
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Network

HOW WE SECURE THE
PERIMETER
TODAY

IN COMPARISON LITTLE SPEND
HAS BEEN PUT TOWARDS USER

ACTIVITY AND DATA PROTECTION.
MOST ORGANIZATIONS ARE

IMMATURE IN UNDERSTANDING
USER AND DATA BEHAVIOR.
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CONSIDER THE WORLD’S
LARGEST DATA BREACHES
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Shift in Attack Methods

High
Impact

Low
Impact

Low Volume

High Volume

APTs

Spear-Phishing

Denial-of-Service (DoS)

Hacktivism

SQL & iFrame
Injections

RogueAV

Targeted Attacks

Virus
Worm

Zero-Day Vulnerability

Data Theft

Social
Engineering

Malware

Exploit Kits

SEO

SPAM

Lures

Botnets

Vulnerability
Analysis

PAST
High volume
Short lifespan
Visible/news
Infection/deface
Limelight

PRESENT
Low volume
Persistent
Targeted/focus
Data theft
Profit

Social Circles
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The Need to Know What You Don’t Know

• Existing Security Deployments based on signature based technology.

• Insight into advanced (signature-less) threats is crucial.

• Threat monitoring provides insight into previously invisible threats.
YOU CAN’T PROTECT
AGAINST INVISIBLE THREATS
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More, more and more

Unique threats
discovered

16M

Compromised web
pages discovered

83,918,998

1.9 / second
REAL-TIME
UPDATES

1.2 million

UNIQUE PHISHING
ATTACKS PER

WEEK

19.4 billion
99.58% SPAM

BLOCKED
E-MAILS PER

YEAR

25.8 million
3.44 per seat
BLOCKED WEB
THREATS PER

WEEK

100.1 M (+625%)
2011 2012
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The Nature of Advanced Persistent Threats
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Victims are funneled to the Web

13

Social
Media

Email

Mobile

Attack Vectors

Web
Redirects

Malware

Recon

XSS

Dropper
Files

C
n
CExploit

Kits

Phishing



© 2013 Websense, Inc. Page 14

What’s on the IT Executive’s mind

• Advanced Malware

• Cloud

• Intelligence

• Compliance

• Insider Threats

• Hactivist

• Targeted Attacks / APT

• Spear  phishing

• Data Theft

• Mobility

• Attack Preparation (IRP)

• Business Enablement
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Office of the CSO

Your Company’s Revenue IT Budget Infosec Budget
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Office of the CSO

Your Company’s Revenue IT Budget Infosec Budget

80% OF THE
SPEND IS 30%
EFFECTIVE AT
SECURING THE
BUSINESS.
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Changing Threat Landscape

Advanced Threats Data Theft Attack & Malware
Forensics

Signature
Based

High
Volume

Mass
Distribution

Zero Day

Low
Volume

Trusted
Entry

Goal:
Damage

Inbound
focus was
enough

Data was
easily

identifiable

Goal:
Financial

gain

Assume
holes in
security

Theft can
easily be
hidden

Hands-Off

Reactive

Focus on
intrusion

prevention

Hands-on

Proactive

Holistic
View

THEN NOW THEN NOW THEN NOW
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TIME FOR A CHANGE
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The Seven Stages of Advanced Threats
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Reposition our Active and Passive Defenses
Stages of Advanced Attack

RECON LURE REDIRECT EXPLOIT KIT DROPPER
FILE

CALL HOME DATA THEFT
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Advanced threat effectiveness of point solutions
Stages of Advanced Attack

RECON LURE REDIRECT EXPLOIT KIT DROPPER
FILE

CALL HOME DATA THEFT

3% 15% 17% 13% 15% 8% 1%

72% Zero day threats stopped with no shared state intel
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Advanced threat effectiveness by sharing intelligence
Stages of Advanced Attack

RECON LURE REDIRECT EXPLOIT KIT DROPPER
FILE

CALL HOME DATA THEFT

3% 17% 20% 17% 20% 17% 7%
99% Zero day threats stopped with horizontal sharing

3% 15% 17% 13% 15% 8% 1%



© 2013 Websense, Inc. Page 23

Why IP Protections Fail

WHY PROTECTIONS FAIL
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THE FAILURE OF “TRADITIONAL” SECURITY
M
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NYT ATTACK

THREATS
NOT

DETECTED

(97.8%)
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Know your enemy: How they attack

2013 NY Times Attack Example

RECON LURE REDIRECT EXPLOIT KIT DROPPER
FILE

CALL HOME DATA THEFT

Attackers
Target
David
Barboza

Send
spear-
phishing
emails with
URLs in
them.

URLs lead to
US University
servers that
have been
compromised

Unknown
but there
are plenty
of zero
days
released
every day

45 variants
which their
endpoint
protection
caught 2%
of.

Traffic
going back
to
university
servers via
SSL

Data &
credentials
Using
RAR +
SSL
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Who is At Risk?

• Government Agencies and
Vendors

• Financial Sector and Vendors

• News Agencies and Vendors

• Multiple Industries

• Targeted Attacks include
compromising legitimate
domains
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A Cocktail Of Essential Defenses
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Who Has The Right Mix ?
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WHAT WE CAN DO
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Threat Changes Require New Defenses

New Security Requirements

Protection from advanced threats

Containment against data theft

Threat dashboard / Severity alerting

Forensic reporting / SIEM integration

Malware analysis sandboxing &
services

Performance & availability of defenses

Lure Re-
direct

Exploit
Kit

Dropper
File

Call
Home

Data
TheftRecon

Advanced Threats

Attack and Malware Forensics

Data Theft

Changing Threat Landscape

7 Stages of Advanced Threats
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Outbound
• Criminal Encrypted Uploads
• Password File Theft Detection
• Dynamic Malware Command

and Control
• Unauthorized Mobile Market

Places
• OCR (Optical Character

Recognition
• Drip (Stateful) DLP
• Geo-Location

A Balanced View on Security

31

Inbound
• Advanced Malware Payload

Detection
• Potentially Exploited

Documents
• Mobile Malware
• SSL Traffic Inspection
• Cloud Sandboxing of Email

Links
• Application Control

Analysis Tools
• Sandboxing Service
• Advanced Threat Dashboard
• Forensic Reporting
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Websense – Protecting Against Advanced Threats
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RECON LURE REDIRECT EXPLOIT KIT DROPPER
FILE

CALL HOME DATA THEFT

Who Can Cover All The 7 Advanced Threat Stages ?
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Analysts Recognize Websense

2012 Global Web Content Filtering
Competitive Landscape: Sole Market
Leader

2012 Global Web Content Filtering
Market Share Leader

2013 Content-Aware Data Loss
Prevention MQ: Leaders Quadrant

Secure Web Gateway Software
2012 Worldwide Market Share Leader

2013 Secure Web Gateway MQ:
Leaders Quadrant

2013 Secure Email Gateway
MQ: Visionaries Quadrant

Hosted Message Security
Services Radar Report:
Value Leader
Best Hybrid Strategy Award

Integrated Content Security
Gateways
CY12 Worldwide Market Share
Leader

2013 Corporate Web Security
Market Quadrant: Top Player

2012 IDC MarketScape: WW Web
Security Products:
Leader

Web Security Software
2012 Worldwide Market Share Leader

2012WCF Vendor Landscape:
Champion
2012 DLP Vendor Landscape:  Champion
& Trend Setter Award

2012 Email Content Security
Wave: Leader

2013 Content-Aware Data Loss
Prevention Market Quadrant: Top
Player



© 2013 Websense, Inc. Page 35

APAC Customers That Trust Websense
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TRITON stops more threats.
We can prove it.


