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goes mobile cyber crime will follow
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/1% of
organizations

allow employees to use
their own mobile devices for
company business

Source: Gl mSecurity Survey Report, Goode Intelligence
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2,000,000,000

estimated number of worldwide active
smartphone devices by end of 2013

Source: Deloitte
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68.8% Android
18.8% Apple i10S
4.5% RIM

5.8% Others

1 Market share of top 4 providers
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79% Android
19% Symbian
2% Others

Malware targeting OS
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350,000 malicious
Android apps in ‘12

Jumped from 1,000 in 2011

Source: TrendMicro TrendLabs
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1,000,000 malicious
Android apps in ‘13

Estimated

Source: TrendMicro TrendLabs
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86% all Android
malware

repackaged versions of legitimate apps
with malicious payloads

Source: Android Malware Genome Project
Department of Computer Science, North Carolina State University
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Personal Finances

Mobile bankers in 2012 Mobile bankers in 2013
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Malicious apps
are posing as
legitimate apps

For Malware Distribution
For Phishing Scams
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%% a1l 8:00 PM
Online Banking
American Bank of Texas

American Express

Bank of America

City Bank Texas
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Map

il Carrier 9 5:31 PM

~

T W —
Banks Other

See all banks

’/}/ Bank of America

[ N
' Chase
i

CHASE  Chevy Chase Bank

§§ Citizens Bank

P& & o ™ 12:32PM

‘ Mobile Banking @ Singapore

American
Express

Maybank2u
Mobile

Sandard
r
On?lne Ba:klng

Hi, I have removed DBS & OCBC link after the
request of the respective banks. However, their
dedicated Android app can be found in the Android
Market.
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wll. AT&T 4G 12:00 PM )

ISPOOF Europe - SmS Spoofer

FaceTime || Add Contact |

iy hformations Text Message

iSPOOF is one of the cheapest sms spoofer. May 10, 2012 8:19 AM
But what is an SmS Spoofer? an sms spoofer is an application that allow you Y s N
to set who the message appears to come from by replacing the original Dear Shoppers
mobile number (Sender ID) with alphanumeric text. This means that you can Congrats you have just
send the sms you want to a number you want and FROM the number you want! $1 000 Gift
If you send an sms from the number of your friend to another your friend won a I
he will see on your phone the name associate with that number! Card_ C||Ck here to Claim @
¥ Feaues ) glft
‘ www.GIFTCLICKSITE.com
+/ Send Sms Spoofing the senderlD it2en
| (Quit2end) )

+/ Numbers and Names are supported
+/ User Friendly

+/ Secure Login System

+/ Fast delivery (less than 1 minute)

+/ It works in all the Europe, and many other states!

iSpoof - Send || 123456
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Web Inject 1

As a result of unauthorized access to customers’ personal information transmitted over the
networks of mobile operators, [Redacted-RSA] bank in cooperation with the company's Premium

Mobile Security suite, is now offering a program to strengthen the security of your personal
information to complete payment transactions and other activities with your bank account. More
than 15 million customers of banks and financial institutions around the world already use this
system to protect their mobile access.

To encode and protect information transmitted to your mobile phone, install the free software
linked below.

Please choose the operating system that runs on your mobile phone:
O Android (Samsung, HTC,...)

0O i0S (iPhone)

O BlackBerry

O Symbian (Nokia)

O Other

Current mobile phone number: |

TREND1 INTH3WILD
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Web Inject 2

An SMS text message with a link to download the Android Premium Security Suite has
been sent to the phone number indicated.

Please follow the link in the message and start the application installation process.

If you have not received the message, enter the following address into the address bar of your
mobile browser:

hxxp://[Redacted - RSA].net/androidversion2.apk

Upon the program'’s initial run, please enter the activation code appearing on the screen.

Activation Code: | |

Digital Signature: | |

TREND1 INTH3WILD
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A { & 1205 4 ‘d & 1205 4 ‘d & 12:06

O Android Security Sui... O Android Security Sui... O Android Security Sui...

Do you want to install this Do you want to install this Installing...
application? application?

Allow this application to: money

send SMS messages
e Your messages
edit SMS or MMS, read SMS or System tools
MMS, receive SMS change network connectivity,

... change Wi-Fi state, change
Network communication your Ul settings, disable

full Internet access keylock, display system-level
alerts, modify global system

Storage

modify/delete SD card contents

Phone calls
intercept outgoing calls, read
phone state and identity

Services that cost you
monev

Cancel Install

TREND1 INTH3WILD
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settings, prevent phone from
sleeping, reorder running
applications

Hide

Cancel Install




O Android Security Sui...

+/ Application installed

TREND1 INTH3WILD

RSA|

© Copyright 2013 EMC Corporation. All rights reserved.

20



&

Browser Calculator

m a. Zertifikat

Dev Tools ——
Installation erfolgreich

g T

Gestures Messaging
Builder

= &

Settings  Spare Parts TokenGene

Ihr Aktivierungskode lautet

7725486193

9 W @

Phone Contacts Browser

T D

Zertifikat

TREND1 INTH3WILD
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[Broadcast receivers]
com.security.service.receiver.SmsReceiver
com.security.service.receiver.ActionReceiver
com.security.service.receiver.RebootReceiver

[Started services]

[6.35391616821] Number: +
Message: INOK

TREND1 INTH3WILD
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Action: android.provider.Telephony.SMS RECEIVED

Action: android.intent.action.USER PRESENT

Action: android.intent.action.ACTION SHUTDOWN
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B Yesterday 07:50 PM

Android SMS Interceptor

+Intercept IN SMS and sent to http server
+Block IN/OUT based on KEYWORD (User not receive on device but credentials send to server)
+Grab phonebook

I'll provide server and panels on my server. Build apk for icon and start run interface (embeded HTML) can be customize as perequest.

$350 Perbuild.

PM me for those interested.

Thanks

TREND1 INTH3WILD
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B New Android trojan can record phone calls

' Android System Mess...

Do you want to install this
application?

© show all

Mobile malware is nothing new, especially for Android users who have trained themselves to navigate the sometii
something slightly more unnerving than max out your credit cards it records your conversations.
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MS Interceptor Demand

Tpown anna KYTJI10.

Noanncxa na remy | Coobwmms apyry | E
[ 30.04.2012, 19:49

Kynnto cabx,aHapova,apyrme oc paccMoTpio,dyHKUMM - KOHTPO/b Haga CMC.

Translated by Will buy mobile trojan - SMS interceptor.
Will buy the subject, android. Will consider other OS.

Desired functions - SMS control
The Security Division of EMC

’ D 30.04.2012, 22:14

TaKXe nHTepecHo

Translated by

Also interested

The Security Division of EMC

Penyrauma: 1

TREND1 INTH3WILD.- )
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Trojans are going deeper underground
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Ransomware For Sale! | Lock That M BR ! '

-

Posts: 3

by _
Joined: Sat Nov 24,

I am here today to sell you all some fine quality Ransomware. Lock the persons MBR with a customizable message so you may .
collect your payment any way you specify. You will receive a builder used to customize message and passwords, etc and the -
simply spread and sit back and enjoy the caSh. For a mere simple 3 BTC this malware can be yours. | will be accepting this

boards escrow service and if any questions please feel free to email, yyz@tormail.org !

TREND2 INTH3WILD
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Ransomware

“% National Fraud

Intelligence Bureau
e e

INTERNET CRIME ATTEMPT FROM IP: 84.110.49.252

This operating system is locked due to the violation of the laws of the United Kingdom! Following t
violations were detected: actuon
Your IP address is "84.110.49.252". This IP address was used to visit websites containing fraUd
pornography, child pornography, zoophilia and child abuse. Your computer also contains video files -
with Pornographic content, elements of violence and child pornography! Spam-messages with virectgov
terrorist motives were also sent from your computer. PREPARING FOR EMERGENCIES
This computer lock is aimed to stop your illegal activity. % ‘ METROPOLITAN
Lol POLICE

TOTOIIOIIEEE) | Owsi o epauserecco

To unlock the computer you are obliged to pay a fine of £ 100.
You could buy Ukash in many places, for example: shops, stalls,

You could pay the forfeitin two ways: stand-alone terminals, on-iine or through E-Wallet (electronic cash).
1) Paying through Ukash: Paysafecard is available from 350,000 sales outlets worldwide, in
To do this, you should enter the 19 digits code in the payment form and press the United Kingdom, exclusively from zll PayPoint outlets.

“PAY AFINE" (if you have several codes, enter them one after the other and press

“PAY AFINE"). @ E
epay payzone!

2) Paying through Paysafecard:

To do this, you should enter the 16 digits resulting code (if necessary with a
password) in the payment form and press "PAY A FINE" (if you have several codes,
enter them one after the other and press "PAY A FINE").

| quarantee that my personal information entered during the
process is correct

<« as
National Fraud O NPIA s OUK Payments  “ACPOS PAY A FINE
Authority =T

All NFIB related enquiries should be directed to nfib@cityoflondon.pnn.police.uk or to PO Box 38451 London EC2M 4WN

TREND2 INTH3WILD
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et Cltadel Builder

- Citadel

Unlversal Spyware System SO\

~WHdopMaura o 3anyweHHoM 6ote

Kntoy wrdposaH1a;

Y AanuTe BoTa I

O6b3op... | MpaeKa, ..

~ A3bIK MHTEpdenca:

|Pycc|<nﬁ (Russian)

CobpaTh KoHBURYpauve 6oTa

—Co3aanue 6oTa

Cobpate 6078
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Trojans: Developers

Qo A A

(1) W raeIces?

Member
KTo 3HaeT KyAa onsATb Nponan cam aeBTop U ero TONUK? B ceTn B NOCNEAHIO Heaeno He NOABAAETCA. Y MeHA cnetena

- BcA paboTta BcTana. KTo B Kypce Kak ero HaiTv, oTnMwuUTe Nn3, peanbHo He mMory paboTtats.
Join Date: Sep 2011

Posts: 26
- Translated
e by " Does anyone know where is the ICE9 author and forum thread? He wasn’t online this
Vouchers: R S A week at all. My system crashed and the builder is not working, work is not getting
done. If you know how to find him, please write me, cause I really can’t do any work.
The Security Division of EMC
D o .03.20
AsTOp cnas

CeAuac He CHaMu

oH 8 manaiizmn @

TaK 4To ckopo Syaer Hosas cbopka cnas

o 5] NOBUTEAM 1 NOKNOHUKIM
Fpynna:
Coobwenwi: 18 Translsied by Spy’s author, he's no longer with us.

Perucrpauna: 12.05.2012 He's in Malaysia :)
Nonszocesarens NO:
AeATensHocTs: w The of MK m m will be a new SpyEye compiled soon. For fans and

Penyrauma: Q

© o

Member
ABTOp X1BOIA HeT? Ha Bnexkvi cobKpalaTbea NKCaTh, OTNMIWIMTECH MOXanNyWCTa aBTop
Join Date: Apr 2006
Posts: 33
a
— Translated by Is the author alive or not? The adjacent forum has members getting
R S A ready to write blacks. Author, please report.

The Security Division of EMC

TREND2 INTH3WILD
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and the ever targeted enterprise

\
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the WHITE HOUSE PprESIDENT BARACK 0BAMA 118 A Get Email Updates | @® Contact Us

= BLOG PHOTOS & VIDEO BRIEFING ROOM ISSUES the ADMINISTRATION the WHITE HOUSE our GOVERNMENT

Help make We the People even better.
// > Share your feedback on how this new
( platform can improve

PEOPLE R VOICE IN OU 5OVERNMENT
Share Your Feedback ©

& CREATE A PETITION OPEN PETITIONS RESPONSES HOW & WHY Log in | Create an Account

WE PETITION THE OBAMA ADMINISTRATION TO: m

Make, distributed denial-of-service (DDoS), a legal form

Creating a duplicate or similar

of protesti ng. petition will make it harder for you to
get an official response. Instead, sign

With the advance in internet techonology, comes new grounds for protesting. Distributed denial-of- :sg::;%z;z";’;:::; one that has

service (DDoS), is not any form of hacking in any way. It is the equivalent of repeatedly hitting the

refresh button on a webpage. It is, in that way, no different than any "occupy” protest. Instead of a group Recent Petitions

of people standing outside a building to occupy the area, they are having their computer occupy a

website to slow (or deny) service of that particular website for a short time. Recent Responses

As part of this petition, those who have been jailed for DDoS should be immediatly released and have History of Petitions

anything regarding a DDoS, that is on their "records”, cleared.
CREATE APETITION
Created: Jan 07,2013

Issues: Civil Rights and Liberties, Human Rights, Technology and Telecommunications

Learn about Petition Thresholds

SIGNATURES NEEDED BY

TOTAL SIGNATURES ON
FEBRUARY 06,2013T0 | -
REACH GOAL OF 25,000 21,456 Ll 3,544

TREND3 INTH3WILD
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f Thursday, April 18, 2013
The Citizens Bank and Ameriprise Financial And M&T Bank
have been targeted of Cyber Attacks

71 6:20 PM | £ Posted by hifol fozoul | (=]

W Tweet T

The Izz ad-Din al-Qassam has
targeted the citizens Bank and M&T
Bank and Ameriprise Financial in its
series of attacks in the latest days
at the 7th week of the third phase
and disrupted the Online Banking
services of these banks for hours.
The cyber attacks to the banks and
financial institutions according to
Qassam group will be continued
until to removing the insulting film
from the internet.

The only way for stopping the attacks, is to removing the insulting film from the
internet.
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Op Ababill

HOME PAGE | TODAY'S PAPER | VIDEO | MOST POPULAR |

Ehe New York Times Business Day

Technology

WORLD U.S. N.Y./REGION BUSINESS TECHNOLOGY SCIENCE HEALTH SPORTS OPINION ARTS STYLE TRAVE

Advertise ¢
Bank Hacking Was the Work of Iranians, Officials Say
By NICOLE PERLROTH and QUENTIN HARDY
Published: January 8, 2013 Today.s Head'ines
SAN FRANCISCO — The attackers hit one American bank after the Fimes| Sion up for a round
next. As in so many previous attacks, dozens of online banking sites = [mo =2
slowed, hiccupped or ground to a halt before recovering several See Samoie | Privad

minutes later.
Subscribe to Techno

@, Enlarge This Image  But there was something disturbingly Technology News

) Internet B Start-Ups
[) Business [J Companie

different about the wave of online
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and increasing use of manual assisted
cyber attacks -

RSA !
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Corporate Account Takeover Losses (global, mil $)

$627.0
$523.0 [ N
el |

$454.8
409.4

TREND4 INTH3WILD
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Project Blitzkrieg

?) AkkayHTbI - Mozilla Firefox ! 5
00 er——— 7 [C)[@ - me e
MHaekc (ece) 2::::: V:Lml;& TenedoHs! NorncTuka Paborta
onunmn - ;L Ckannel 33a3HKA 3KCTpeHHaA!
KoMaHab! Aria —nlvi 3 Wbl Byxrantepus Apone\lponoeoas!
Nouck AnMnHKE GLa MpoKcH-cepenc Noxenanua Dannel
CpabuHr - ;t%er (BDYYHYHD) MHBEHTAaDL Buixoa
| CMC  KOHTOPA = VYM# | BOT | BanaHc  Apon | DDoOS | | KOMMEHTAPUIA
Tl [ - - 5002 7089066113 25k/f25k 4|0 %100 xaa3Tb paccyeTa (10)
tel O 6001 4042243128  350k/0K 212 %100 ebMeaTe TEPNMBOro Apona Kak TenedoHsl ByayT
| 234 0WeHEI
re | O 5020 41067417  450k/250K 111 %100 ebuneate Tepnueoro gpona kak tenedoHsl ByayT
ARHER AL 334 0WeHE!
‘[ . I - 5021 6195358733  15k/0k 3|12 %100 ecnv TenedoHsLl He 33dnyaAaTea - He 6pate akk e paboTy
Oensl noaTeepaun - S aHe. BGun HoMep ana cMc - 19 gek
tel r 5006 5304108104  14k/32K 313 %100 ,HO HOMEP NOK3 He yA3N0Cck MCNONL30BaTh ANA 33NMEA.
! ——————— CNPaWnBaTh KOraa HOMEP CTaHEeT A0cTyneH (23) «
OTNpaeneHsl MMHMAENL!, NpuayT 07.12.2011.
BCEro: S
sccs’type=6
'St I Q @ g ! |@2 Exvl_‘] |SearchDesklop L. l 3 0:39
I T o - [rer -
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BOTID 0s TIME
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paypal
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7 ACCOUNTS |
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EDIT SETS | ONLINER| CONFIG

]
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]
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]
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L]
3

VncFox 2012

MEMO

| |ho1_bc_add vne

SET SEND I

24900 ¥ on | on

bot_bc_add vnc
SEND

H

= o on]

bot_bc_add vnc
SEND

w0

=] on | on

SEND

g]
1

-
a

3

24744 7| 0N| ol

bot_bc_add vnc
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£

29139 7| 0N| ol

|bat_bc_add vnc
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7141 7] 0N| ol

bot_bc_add vnc
SEND

0

20048 x| 0N| ol

|bm_bc_add vne
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£

17589 x| 0N| o

|bm_bc_add vne
SEND

£

25078 vI ONI oN
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23939 ¥ 0N| o

SEND

o s |l | le | le | le | Le | Le (e |l
£

=
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o
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bot_bc_add vnc
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Zeus Plugin

#3156, WAITING ANSWER

Name:  with token
URL: - e ,COM
Referer: =~ = .com

X Creation Modification Activity
. | 09.04.2012 15:28:41 09.04.2012 15:31:39 09.04.2012 15:33:22
Bot: IPv4 1D Botnet
. B DG W | ICON_m™ = & w———— -
* Socks 4/4a/5 + VNC
Servers: - y

*09.04.2012 15:28:41, Login

ID: —
Password:
Token: -

*09.04.2012 15:29:07, Questions
What is your youngest child's middle name?:
In which city were you born?: | —

*09.04.2012 15:30:32, Token
Secure Token Token Code:

= 09.04.2012 15:31:39, Questions
What is your youngest child's middle name?:
When is your youngest child's birthday (MM/DD)?:

TREND4 INTH3WILD
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Zeus Plugin Token Screen

Number of accot
Known sy

Server time

Token

Template: |*-- predefined -- =l

O Error message: [mmmwhmmmmmmwm
Message if form not filled out: ' Invalid value.

Title: | Enter Token Password

Enter password generated by your token. Then click Continue. If you enter an
incorrect generated token password three times, your token will become locked and
will need to be reset by Customer Service.

Name of token: Generated Token Password

Name of button: | = o

TREND4 INTH3WILD
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will leverage big data principles to increase
effectiveness of attacks

L >
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B Blackhole outfitted with exploit for recently patched Java flaw

{NEw
The exploit for the recently patched CVE-2013-0431 Java vulnerability has been added to the exploit kit,
The fact was discovered through the analysis of the latest PayPal-themed spam run that leads to a page hosting th

Users are presented with a "Receipt for your PayPal payment to..." email, and are urged to verify the details of the |

Through a series of redirections, they are taken first to a page booby-trapped with the exploit kit, and th

TRENDS INTH3WILD
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Senior Member

is offline
Join Date: Dec 2011
Posts: 106
Reputation: +/-

TRENDS INTH3WILD

RSA|

welcome to s botnet all in one shop !
here I will be offering you the services regarding the botnet field.

webir jects
i can code any kind of webinject for any kind of botnet to grab all the info that you require. professional work you can r
you can check my work, Ir inject i coded here

exploit packs
i can rent you access to my already hosted, live exploit packs.
packages that i have available :
1 week access for BlackHole
1 week access for Phoenix Exploit pack

FUD crypter
custom coded from scratch on VC++, Fully Undetectable on all antivirus, antimalware engines, bypassing KIS.

installs
at the moment I'm selling clean US, CA, UK and EU mix, Asia mix and Australia installs. min 1k

BP hosting and domain
i present you the opportunity of hosting your botnet or spam project, child porn etc on true offshore hosting. contact m
linux VPS starting from $50, VDS from $100
domain registration for all extentions $70 per year

botnet turnkey solution
latest version of Citadel botnet can be setup and configured for any kind of work you want, we discuss in private.
if you want basic idea of botnet you can refer to my little tut here

My only JID is at jabber dot org
accept all forum escrows and payment by LR WU

looking forward to working with you!

Citadel botnet Setup:
WWW. i . ' ad.php?p=388916
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Service: Active

I am here to of

fluent Engl
ordering o

cation

In addition, I offer REAL mo phone number
fication, placing o NS.

ans my ph

art at $10.
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RSA !
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| need facebook accounts from CA USA LITHUANIA

minimum 15 friends

[l A

Vouched Member Vill pay 1% LR for each account!

TRENDS INTH3WILD
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facebook Search for people, places and things Q

Casper Spy Botnet | & Like | | Message %

106 likes * 40 talking about this

Community JAVA BOTNET
CasperSpy is a web-based botnet, which can be accessed through a browser. fl_, 1 06 // Decompiled Using

http://casperspy.anggeraw.com/ FrontEnd Plus v2.03
the JAD Engine // Ay

About - Suggest an Edit Photos Notes 1
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IS Offline
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Rep Power: 1
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B Yesterday, 09:11 PM

Offline [CHEAP]) 's Professional DDOS Service [ 8$/hour]

Member About:

We are here to provide you a Professional DDOS service.
We are capable of taking down small personal website/server to huge protected website/server for days

FAQ:
Question:
What is DDOS?

Answer:

A denial-of-service attack (DoS attack) or distributed denial-of-service attack (DDoS attack) is an atte
MEMBERS Although the means to carry out, motives for, and targets of a DoS attack may vary, it generally consis
site or service from functioning efficiently or at all, temporarily or indefinitely.

Join Date: May 2012
Pnacter 2

5TREND5 INTH3WILD
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Big Data Analytics

Information:

- . Software Firewall Antivirus

Statistics:
£ Summary

&y os Software
o] Installed Software

Botnet:

7

[l WildTangent / Unknown

M Sun Microsystems, Inc. / J...
Ml Adobe Systems Incorporat...
Il Adobe Systems Incorporat...
Il Unknown / Unknown

[l Adobe Systems Inc. / Ado...

[l Adobe Systems Incorporat...
M Realtek Semiconductor Co...
M Oracle / Java(TM) 6 Updat...
M Mozilla / Mozilla Mainten...

M Creative Technology Limit...
M Adobe Systems Incorporat...

v

7 Favorite reports
i Search in files
|=) View screenshots
8 View videos

(@ CMD Parser

@ Links

2 Jabber notifier
Services

# Notes
% Crypt exe

System:

(i} [nfo‘rmatlon Company / Software Count
4+ Options

2 User WildTangent / Unknown -

28 Users Sun Microsystems, Inc. / Java Auto Updater -
Adobe Systems Incorporated / Adobe Flash Player 11 ActiveX _

Logout Adobe Systems Incorporated / Adobe AIR .
Unknown / Unknown -

TRENDS INTH3WILD
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Questions

RSA
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