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As the world
goes mobile cyber crime will follow
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2007 2008 2009 2010 2011

2007
Apple introduces iPhone
Google unveils Android OS

2008
Apple launches the AppStore
Google unveils Android Market

2011
Apple reaches 10-billion app
download mark.

2012

2012
Android malware explodes

2012
Apple reaches 25-billion app
download mark. Google follows.

January, 2013
Apple hits 40-billion downloads.
May, 2013
Apple hits 50-billion downloads.
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71% of
organizations
allow employees to use
their own mobile devices for
company business
Source: GI mSecurity Survey Report, Goode Intelligence
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2,000,000,000
estimated number of worldwide active
smartphone devices by end of 2013

Source: Deloitte
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68.8% Android
18.8% Apple iOS
4.5% RIM
5.8% Others
Market share of top 4 providers1TREND1 INTH3WILD
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79% Android
19% Symbian
2% Others
Malware targeting OS
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350,000 malicious
Android apps in ‘12
Jumped from 1,000 in 2011

Source: TrendMicro TrendLabs

1TREND1 INTH3WILD



9© Copyright 2013 EMC Corporation. All rights reserved.

1,000,000 malicious
Android apps in ‘13
Estimated

Source: TrendMicro TrendLabs
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86% all Android
malware
repackaged versions of legitimate apps
with malicious payloads

Source: Android Malware Genome Project
Department of Computer Science, North Carolina State University
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eCommerce Online Banking Online Trading

Mobile Services
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300

530

Mobile bankers in 2012 Mobile bankers in 2013

+76%

Personal Finances

1TREND1 INTH3WILD



13© Copyright 2013 EMC Corporation. All rights reserved.

For Malware Distribution
For Phishing Scams

Malicious apps
are posing as
legitimate apps BANK
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Redirectors, ATMs and Portals
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Games

1TREND1 INTH3WILD



16© Copyright 2013 EMC Corporation. All rights reserved.

Phishing, SMiShing
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Mobil Malware & HTML Injection
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Citadel

1TREND1 INTH3WILD



19© Copyright 2013 EMC Corporation. All rights reserved.

Citadel

1TREND1 INTH3WILD



20© Copyright 2013 EMC Corporation. All rights reserved.

Citadel
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ZitMO
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ZitMO
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SMS Sniffers
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Perkele
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Voice
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SMS Interceptor Demand
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World wide
Trojans are going deeper underground
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Ransomware
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Ransomware
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Trojans: Citadel
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Trojans: Developers
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Trojans: Carberp
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Hacktivism
and the ever targeted enterprise
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Anonymous
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Op Ababil
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Op Ababil

3TREND3 INTH3WILD



37© Copyright 2013 EMC Corporation. All rights reserved.

OpIsrael
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OpUSA
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Account takeover
and increasing use of manual assisted
cyber attacks
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$409.4

$454.8

$523.0

$627.0

$721.8

$794.0

2011 2012 (e) 2013 (e) 2014 (e) 2015 (e) 2016 (e)

Corporate Account Takeover Losses (global, mil $)
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Project Blitzkrieg
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Citadel VNC Panel
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Zeus Plugin
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Zeus Plugin Token Screen



45© Copyright 2013 EMC Corporation. All rights reserved.

Cybercriminals
will leverage big data principles to increase
effectiveness of attacks
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Exploit Kits
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Botnet Infrastructure
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Call Center Service
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Facebook Accounts
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Facebook Ads
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Bitcoin Stealer
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DDoS Attacks
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Big Data Analytics
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Questions


