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(G161 thieu chung vé Du an
Tén du an: “Thu nghiém cong nghé cua Intel va McAfee”.
Thanh phan tham gia:
* Phong thi nghiém trong diém an toan thong tin (NLSI)
* Intel
* McAfee
* Cong ty Co6 phan tin hoc Mi Mi — nha phan phbi McAfee tai Viét
Nam

* Fastest - Cong ty Co phan Anh Ptrc, dbi tac cao cap vé may chi,
thuong hi¢u Fastest cua Intel tai Viét nam

Thot gian thuc hién: thang 7- thang 11 nam 2013

Dia diém trién khai: Phong Thi nghiém trong diém an toan thong tin
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Linh vuc hop tac & Hoat dong

Loai Cong nghé Mo ta
1 Thu Intel O cung Intel SSD
nghiém Cong ngh¢ vPro tich hop v61 McAfee ePO Deep
Command
McAfee Bao mat Két ndi

2 Dao tao Cong ngh¢ Intel & McAfee Béao mat
Cong ngh¢ Intel v&i may chu thuong hiéu Viét

Hoat dong Thoi gian Pon vi thuc hién
1 Chuan bj Thang 7 & 8 Mi2
2 Ban giao thiét bi Thang 8 Intel/ McAfee/Fastest/Mi2 -> MOD
3 Trién khai thtr nghiém  Thang 8 & 9 Intel/Mi2/Fastest/ MOD
4 Tai liéu Thang 10/2013 Intel/Mi2/Fastest/ MOD
5 Training MOi thang Mi2/Intel (Fastest)
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Thiét bi Cong nghé thong tin — Phan ctng

Type Type Unit Configuration
I Server 2 Fastest servers  Xeon E5-2620 (15M Cache, 2.00 GHz, 7.20
GT/s Intel QPI)
HDD ITB SAS; 240GB SSD; 8GB RAM
2 PC 2 PC with vPro Core 15-2500/4G/160GB/DVDRW

SERVER WORKSTATION
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Phan mém

Type Name
1  Software for client McAfee Complete Endpoint Protection - Enterprise

2 Software for server McAfee Total Protection for Server

Type Product
1 Server McAfee Virus Scan Enterprise
McAfee Policy Auditor

McAfee Desktop Firewall
McAfee Application Control
McAfee Change Control
McAfee ePO

2 PC McAfee Virus Scan Enterprise
McAfee Desktop Firewall
McAfee Device Control
McAfee Site Advisor

PARTNERING SUCCESE SERVER WORKSTATION
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Nhom du an

ID Role Contact
1 Project Manager — Technical Solution Mi2: Luan
2 Project Manager — Overall Intel: Tam

3 Project Coordinator — Deployment MOD: Trung

Intel: Hung
Anh Duc: Linh
- Other members
- Intel Solution Architecture Intel APAC: Cheah Bernard
- McAfee BDM McAfee: Vu Nguyen
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Két qua danh gia thir nghiém - McAfee

B gidi phap bdao mat ap dung cho may chu
Bao v¢é may chu theo - McAfee VSE ngan chan cac ma doc

tho1 gian thuc thyc thi va thong bdo cho nguoi dung

Quét Virus theo lich va - Trong qua trinh quét Virus, tai
kiém soat CPU khi tiéen nguyén CPU cia tién trinh McAfee

VirusScan hanh quét VSE trong qua trinh quét khong vuot
: 0

Enterprise qua 30%

(VSE) Tuy  chinh  update - May chu 01 update tu ePO server

signature cho may chu - May chu 02 update tu Distribute
tr nhitng nguon khac Repository
nhau

Kha nang tu bao vé cua - Khong thé stop dugc dich wvu
VSE McAfee McShield
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Két qua danh gia thir nghiém - McAfee

B0 giai phap bao mat ap dung cho may chu

Host Firewall

Application
Control

Thiét 1ap mo port HTTP, FTP
to1 Server

Thiét 1ap ché do6 Adaptive
mode, két ndi té1 Server thong
qua port 3389

Tinh nang ngan chan thuc thi
chuong trinh/cai dat phan mém
vao may chu

Nguoi dung dic quyén co thé
thuc thi chuong trinh/cai dat
phan mém trén may chi

Nguoi dung bat ky thuc thi
chuong trinh/cai dit phan mém
trong 1 thu muc nhat dinh

So sanh chuong trinh trén may
chu v61 may mau

May tram truy cap dugc vao HTTP, FTP
trén Server

May tram c6 thé remote vao Server
Trong rule cua Server c6 thém 1 rule
Allow port 3389

C6 thong bao 16i khong thé thuc thi duoc
chuong trinh/phan mém to thu muc
Software

Vo1 tai khoan Mi2.lab\Administrator co
thé thuc thi dugc chuong trinh/phan mém
tor thuy muc Software

Vi tai khoan Mi2.lab\User01 c6 thé thuc
thi dugc chuong trinh/phan mém tir thu
muc Setup

Pua ra danh sach cac chuong trinh/phan
mém cua may chu 02 khong giong vo1 may
chu 01

péitac: MNED FASTEST
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Két qua danh gia thir nghiém - McAfee

B0 gidi phap bao mat ap dung cho may chu

Change Control

Policy Auditor

Deep Defender

Tinh ning cam doc ndi
dung file

Cam thay d6i noi dung file

Kiém tra tinh tuan thi cua
cac may chu theo chuan
PCI-DSS

Kiém tra tinh tuan thu cua
cic may chu theo theo

chuan ISO

Kha nang ngan chan
rootkit (Tich hop v61 cong
ngh¢ bao mat tar muc chip
cua Intel)

BIRTTSEN \ \ ) / FASTEST

-Khong m¢ duoc file hosts

C6 thong bao cam khong cho thay
doi ndi dung file boot.ini

- Pua ra két qua kiém toan nhiing
chinh sach pass/fail theo chuan
PCI-DSS

: Pua ra két qua kiém toan
nhitng chinh sich cua may tram
theo chuan ISO 27002

- McAfee ngan chan cac ma doc
rootkit xam nhap vao may tram.

U McAfee
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Két qua danh gia thir nghiém - McAfee

B0 giai phap bao mat ap dung cho may tram

Bao v¢ may tram theo thoi gian
thuc

Quét Virus theo lich va kiém soat

CPU khi tién hanh quét
VirusScan 5

Enterprise Update signature cho may tram
theo lich tr nhimg ngudén khac

nhau
Kha nang tu bao v¢ cua VSE

Thiét 14p mé port HTTP, FTP t6i
Server

Host

) Thiét 1ap ché do Adaptive mode,
Firewall

két ndi t6i Server thong qua port
3389

- McAfee VSE ngin chin tién trinh va
thong bao cho nguoi dung

- Trong qua trinh quét Virus, tai nguyén
CPU cua tién trinh McAfee VSE trong
qua trinh quét khong vuot qua 30%

- ClientO1 update signature tu ePO Server
- ClientO1 update signature tur Distributed
Repository

- Khong thé stop duoc dich vu McAfee
McShield

- May tram truy cap dugc vao HTTP, FTP
trén Server

- 2 May tram c6 thé remote vao Server
- Trong rule cua Server c6 thém 1 rule
Allow port 3389
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Két qua danh gia thir nghiém - McAfee

B0 giai phap bao mat ap dung cho may tram

Device
Control

Site
Advisor

Deep
Defender

Kiém soat thi€t bi ngoai vi

Kiém soat nguoi dung truy cap
internet thong qua USB 3G
Kiém soat chay file thuc thi tur
thiét bi ngoai vi

Kiém soat thiét bi ngoai vi tai
ché d6 read-only

Kha ning dinh nghia thiét bi
mém déo, xay dung chinh sach
linh hoat.

Céanh bao cho nguwdi dung vé
murc d6 an toan cua cac
trang web

Ché dé bao vé nguoi ding
duyét web 1 cach toan dién
Kha nang ngan chan rootkit
(Tich hop v&i cong nghé bao
mat tai mirc chip cua Intel)

- Tat ca hanh vi két n6i USB déu duoc ngan chin

- Ngan han nguoi dung truy cap internet thong qua
USB 3G

- Ngan chan hanh file .exe dugc thuc thi

- Lan 1: Copy thanh cong
- Lan 2: Ngan chan hanh vi copy

- Lan 1: Ngan chin nguoi dung sir dung USB 1
- Lan 2: Cho phép nguoi dung str dung USB 2

McAfee dwa ra danh gia vé mdc do an toan
cua cac trang web theo cac mirc dd sau: Red,
Yellow, Green.

- McAfee ngan chan ngw¢i dung truy cap cac
trang web khdng an toan

McAfee ngan chan cac ma doc rootkit xam
nhap vao may tram
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Két qua danh gia thir nghiém - McAfee

Kha niing bao cdo tong hop ciia may chi quan tri ePO

Computers with Threats Detected per - Co dugc bao cao danh sach cac may tram

Week
VSE Spyware Detected in the Last 7 Days

Desktop High Triggered Signatures
Host Firewall Desktop Medium Triggered Signatures

Top 10 IPS Events by Target

Top 10 Systems with Most Violations
Application  Detected in the Last 7 Days

Control — Top 10 Users with Most Violations

Change Detected in the Last 7 Days

Control Attempted Violations Detected in the
last 7 Days

phat hién threat hang tuan

- C6 duoc bao cao danh sach spyware phat
hién trén may tram trong 7 ngay

- C6 dugc bao cao danh sach 10 may tram
xay ra nhiéu threat nhat trong 3 thang.

- C6 bao cao danh sach 10 hanh vi vi pham
nhiéu nhat & mirc High

- Co bao cao danh sach 10 hanh vi vi pham
nhiéu nhat ¢ mic Medium

- C6 bao cao 10 mday tram thuc hién nhiéu
hanh vi vi pham nhét

- C6 bao cao 10 may tram c6 nhiéu hanh vi vi
pham nhat trong vong 7 ngay

- C6 bao cao 10 nguoi dung c6 nhiéu hanh vi

vi pham nhat trong vong 7 ngay

- C6 bao céo tat ca cac hanh vi vi pham trong
vong 7 ngay
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Két qua danh gia thir nghiém - Intel

McAfee ePO Deep command sir dung cong nghé¢ Intel vPro

Qudn tri khi mdy tram gKet noi giao dién PO
. ’ Tién hanh Wakeup Agent- Client cip nhat chinh sach
trang thai Power Off/Sleep . .

- Trién khai cac goéi dich vu
- Queét virus

Truy cap tw xa vao may tramDing KVM dé két ndi tir- Remote t6i duoc t6i may tram va
o trang thdi Power Off/Sleep xa thao tac binh thuong.

So sanh Intel SSD véi HDD thwong va SSD khac

Test hiéu nang b cung intel Cac thong s6 doc, ghi dir liéu, tdc do

Kiem thir toc dp SSD truy xuét ctia 6 ciing
Cac thong s6 doc, ghi dit liu, tbc do
Kiém tra toc do HDD truy xuat ctia 6 ciing
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Keét luan
Gia1 phap bao mat McAfee CEE va TSR:

* Nang cao tinh bao mat hé théng trudc cac nguy co tur
Virus/Malware va cac tan cong.

* Bao v¢ an toan cho ngud1 dung truy cap Web
* Nang cao bao mat cho h¢ théng Mail

* Ngan chan that thoat dir liéu nhay cam

* Pam bao tinh tuan thu trong t6 chtrc

* Giam thiéu toi da chi phi van hanh, quan tri hé thong bao mat
cho may chu/may tram

* Nhan duoc hd tro tot tir dich vu hd tro Gold Support.
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Keét luan
Cong ngh¢ Intel

* Intel® vPro™ Active Management Technology (AMT) tich hop
tir phan ctng cho phép cau hinh, quan Iy va xir 1y 16i cho may
tram béng cach truy cap vao h¢ théng ma khong phu thudc vao hé
diéu hanh, cling nhu trang thai cua may (ké ca khi may dang dang
bi tat). Phan mém McAfee ePO Deep Command s& cho phép
Quan tri mang st dung cong nghé Intel AMT mdt cach don gian
& hi¢u qua.

e O cimng Intel SSD c6 toc dd IOPS cao cho phép ting kha ning
bao mat cua thiét bi cling nhu ca hé théng, va Intel SSD dung cho
doanh nghiép c6 ché do bao hanh rat dic biét 1én dén 5 nam (so
v6i ché d6 bao hanh tir 1-3 nim thong thudng trén thi truong)

poitac: MNEDY FASTEST QY McAfee (intel*)

SEpvER WORKSTAT
An Intel Company




CHAN THANH CAM ON QUI VI A
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