Future trends
In traditional authentication

Eric Avigdor
Director, Product Management
Authentication
SafeNet

ANNIVERSARY @SafeNet.

eeeeeeeeeeeeeeeee




Agenda

Corporate overview
Market dynamics

SafeNet authentication portfolio overview

* On premises management
- Hardware offering
+ Certifications

Investments

ANNIVERSARY

three decades stron

CS’afeNet




What We Do

SafeNet is trusted to protect, control access to, and manage
the worlds most sensitive data and high value applications

We control access to the most
sensitive corporate information—
more than 35 million identities
protected via tokens, smartcards,
and mobile devices managed on-
premise and in the cloud.

2 We protect the most money that
. moves—over 80% of the world’s
.~ intra-bank fund transfers and
nearly $1 trillion per day.

<

4 We are the de facto root of trust—
deploying more than 86,000 key
managers and protecting up to
750,000,000 encryption keys.

We monetize the most high-value
software—more than 100 million
license keys protect and manage
on-premise, embedded, and cloud
applications globally.
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Who We Serve

The world’s most trusted brands trust SafeNet to secure their
sensitive information and monetize their software assets.

Google JPMorgan £ @l% UBS

BlueCross
BlueShield

NETELIX il iAP BOSCH
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What's New at SafeNet: Corporate Update

Dave Hansen joins as CEO in December 2012
Mike Branca joins as CFO in January 2013
Prakash Panjwani appointed as GM of DP in April 2013

SafeNet divests Government Solutions unit to Raytheon

SafeNet continues to innovate:
HSM-as-a-Service- SafeNet Crypto Hypervisor — CloudHSM launched by AWS
Key Management gains prominence — launch of virtual KeySecure in 2H 2013
Expansion of storage encryption solution

SafeNet celebrates 30 years of leadership and innovation in data
protection
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Market Dynamics

Evolving Endpoint

Greater

= Shift from browser to application synergy
centric models between Cloud
= Multiple identities |AM and Auth

= Multiple devices
= Inconsistent credential management
across mobile and PC

7\

Shift from :
Product to IIEEr\:glvcl)ri]r?t
Service P
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Market Dynamics

Shift from Product to Greater

Service synergy
between Cloud

= Not only about the security |AM and Auth

functionality. It is about how it is
provisioned, managed, and
brought to market

= On-demand, agile, Shift from _
automated, self-service Product to Evolving
= Creating new business Service Endpoint

models and routes to market
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Market Dynamics

Greater Synergy between

Greater
Cloud IAM and Synergy
Authentication between Cloud
|IAM and Auth
= Complexity has caused need for
simplification.
= Markets are merging- it is inevitable
Shift from .
Product to IIEEvglvn)gt
Service napoin
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Expected Market Growth

GLOBAL ADVANCED AUTHENTICATION MARKET REVENUE,
BY REGIONS, 2013 - 2018 ($BILLION)

CAGR
Region 2013 2014 2016 2017 2018
(2013-2018) Includes software revenues from
0.25 0.29 0.34 0.39 0.44 0.49

technologies used for biometric
North America 14.3% recognition of identities, smart cards

software and two, three and multifactor
0.18 0.21 0.25 0.30 035 0.41 17.9% authentication.

Asia-Pacific 0.13 0.17 0.21 0.27 0.34 0.44 27.7%

Middle East and Africa 0.05 0.07 0.10 0.12 0.15 0.18 28.0%

0.04 0.05 0.07 0.09 0.10 0.13 24.8%
0.65 0.80 0.96 1.16 1.38 1.64
Global IAM Revenue (B$)

Source: MarketsandMarkets Analysis

$12
$10
Cloud CAGR 34.9% $8
On-prem CAGR 10.3% 56
$4
B
$0 . . . . : .

2013 2014 2015 2016 2017 2018

m Cloud = On Premises
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BYOD Trends

By 2015, the number of
employees using mobile
applications in the workplace will
double.

By 2017, half of employers will
require employees to supply
their own device for work
purposes.

By 2016, the typical organization
will spend over $300 per year
per employee on mobile
applications, secuirity,
management and support

ANNIVERSARY

three decades stron

When Organizations Will Cease to Provide Personal Devices




The new threat landscape

55,

Advanced
Persistent
Threat

Strengthen
foothold

Expand access
and obtain
credentials

Research target
infrastructure/

employees

Outbound
connection Test for
intiated detection
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2012 data breach report - Verizon

Table 7. Top 10 Threat Action Types by number of breaches and records

Rank Variety Category Breaches Records
1 |Keylogger/Form-grabber/Spyware (capture data fromuser activity) Malware 48% 35%
2 |Exploitation of default or guessable credentials Hacking 44% 1%
3 |Useof stolen login credentials Hacking 32% 8.2%
4 | Senddatatoexternal sitefentity Malware 30% «1%
5 |Brute force and dictionary attacks Hacking 23% <1%
6 |Backdoor (aliows remote access/contral) Malware 20% 40%;
7 |Exploitation of backdoor or command and control channel Hacking 20% 40%
8 | Disable orinterfere with security controls Malware 18% <1%
9 | Tampering Physical 10% <1%
10 |Exploitation of insufficient authentication jeg.nologin required) Hacking 5% <]1%
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2012 Cyber Event Highlights

The headlines keep on coming: breaches, incidents, and more

Zappos: 24 million records

YouPorn: 1.4 million records eHarmony:
. . 1.5 million
gamigo: 8.2 million records E ]
CA Dept of Social ormspring.

G|°_b_a| Payments: Serviczs: 28 million records

7 million records 701,000 records EPA.

\ l i3,000 records

I e I A A T T
_ Yahoo! Inc:

2012: January — Auqust 453,492 records
927 cyber events Elections Ontario:
264,289,446 records 4 million records

LinkedIn: 6.5 million records

Texas Secretary of State: 6.5 million records

Shanghai Roadway D&B Marketing Services Co: 150 million fecords
&:NOyharEactors? XL.C, a wholly owned subsidiary of CyberRisk Partners, LLC and sister company of CloudInsure. geNet.
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No Surprise: Cyber Events Are Growing

Number of Cyber Events Q1 2002 through Q1 2012

350

15 22 45 162 655 @ 798 @ 994 = 718 @ 836 @ 1,059 Yearly

total

300 —

250

N
A/\/\/Jﬂ

STRATFOR
BNY MELLON V
The Security Division of EMC
150 TJX
fif Heartland @

PLAYSTATION..
100 /

ChoicePoint P

y

0 I y 1

L

Q12002 Q12003 Q12004 Q12005 Q12006 Q12007 Q12008 Q12009 Q12010 Q12011 Q12012

Source: CyberFactors, LLC, a wholly owned subsidiary of CyberRisk Partners, LLC and sister company of Cloudinsure.co C
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Key Strengths

SafeNet offers the widest range of authentication methods and form factors

Flexible delivery options and pricing models allow our customers to address
numerous use cases, assurance levels and threat vectors with unified,
centrally managed policies

A fully automated cloud-based delivery service simplifies authentication
implementation and management

Reduces the time and cost of provisioning, administration, and managing
users and tokens compared to traditional authentication models

Multi-tenant, multi tier cloud-based authentication enables:

Cloud aggregators and service providers to manage an unlimited number of
organizations and thousands of subscribers

Build up their service offerings around authentication
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@;feNet, | Authentication SERVICE

Portfolio Overview

AN

@afeNet. | Authentication MANAGER

Context 9

S oTP
(‘§ g :
’ Certificates . &
SafeNet Authentication Manager Expres Hybrid > SAS SPE
oTP

SafeNet Authentication Client

sms

SafeNet Network Logon
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Cs}feNec \ Authentication MANAGER

On-premises, Versatile Authentication Server

= Supports Multiple Use Cases
+ Advanced certificate-based security applications

+ Secure cloud environments with identity federation
+ Remote access

*  Network access
* Secure access from divers endpoints
= Broad authentication Methods and form factors
» Certificates, OTP, OOB, Context, Q&A combined with step-up
- USB, Smartcards, Tokenless, Software, OOB

= Full management of certificates and token life-cycle
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Broad Levels of Assurance with Multiple
Authentication Methods

Context-based USB Authenticators
Authentication
OTP Authenticators Smart Cards
(S
Software Authenticators : / Hybrid Authenticators
<
.4 OOB (SMS) =7 GRID Cards

SMS ) ARRAE

Authenticators R
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Certificate-based Token Overview

Smartcard

SafeNet eToken 5100
SafeNet eToken 5200
eToken Pro

eToken Pro Anywhere

$ 4
X 4
=
S g

eToken Pro Smartcard SafeNet eToken 7300

==
SafeNet eToken 4100 eToken NG-OTP
=)
SC650 SafeNet eToken 3400 R
==
SC400 (bio) :
=
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OTP Hardware Tokens

Time / Event Challenge

Response

@ SafeNet GOLD

SafeNet eToken 3400

L G
o

SafeNet eToken 3500
KT-4 |
B) . :

eToken PASS
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Regional Strategy

Invest in regional and country specific regulations and certifications

Develop products that meet regional security standards. For ex/:

Specific certifications for Brazil and Korea
SSCD - CC protection profile for European digsig laws
Russian certifications

Invest in service certifications such as SSA16 and ISO2701 which allow us to
offer cloud-based services in regions with cloud-related data and security
requirements

ooooooooooo
............

ooooooooooooo

oooooooooo

SafeNet eToken 4100 — CC EL4+, FIPS 140-2 L3 $333228sses”

ooooo

SafeNet eToken 5100 — CC EL4+, FIPS 140-2 L3

ooooooo
-------

SafeNet eToken 5200 — CC EL4+, FIPS 140-2 L3
SafeNet eToken 7300 — CC EL4+, FIPS 140-2 L3*

*Smarcard boundary only
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SafeNet eToken 7300

A certificate-based authentication solution that stores data and applications

on up to 64GB of encrypted flash memory

SafeNet eToken 7300 addresses the following

resources with the ability to store portable applications on
the token which are accessible when the user enters the
token password.

customers needs:
= Portable secure applications: Secure access to online
= Portable office: secure remote access to corporate y
resources combined with a fully bootable secure portable
office environment which is stored on the token.
= Secure documents and data: Secure access combined with
a encrypted storage for sensitive documents and data
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Investments - Mobility

Customers require secure, manageable,
and cost-efficient Mobile Authentication solutions

Drivers:
Threat of theft
Unencrypted sensitive data

Risk Management - Security, Compliance, and Control
Bring Your Own Device (BYOD)

Isolation of Business and Personal Use on Single Device

HSCE50

Mobility — Phone as a token
MicroSD
Mobile Middleware / SDK for Android

Phone as an end point
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Mobile Ecosystem

Users /

Subscribers

Gartner predicts that in 2016 there
will be 448 million m-payment users,
in a market worth $617 billion.

NFC transactions will remain
relatively low through 2015, but will
start to pick up from 2016.

Application

Operators Developers

Secure
Element
Providers

Mobile
Ecosystem

Service
Providers

IDC and Gartner Predict for 2013

Sales of smart mobile devices
(SMDs) — smartphones and tablets
— will grow by 20%, generate 20%
of all IT sales, and drive 57% of all

Device
Management
Providers

Platform
Providers

Application

Management

Providers IT market growth. Without SMDs, IT
industry growth will be just 2.9%.
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Investments

= Authentication — Broad levels of assurance
» Malware resilience
* Presence detection
» Solutions based on 7300
= Customizations
» Honk Kong Gov.
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Unique Value Proposition
When you buy a SafeNet product you get:

Figure 1. Magic Quadrant for User Authentication
- Leading authentication solutions from challengers leaders
. s ~
the recognized market leader

= Expertise and resources to address
regional requirements

RSA, The Security Division of EMC

i
Gemdlto
_ SafeNet
Vasco Data Security

= 30 years of innovation, quality and | £ ~CA Technologies

.Symantec

| ability to execute p———M

Stablllty Entrust® oSecurEnv?JyeleSign
Dssh “HID Global
= Atrusted government solution e el Alentiy
. _pSecureAuth
p rovi d er .Deggnue'{aSecurity
Swivel Securgsljhjlsop d
. . assco
= Sales, service and support in your X i y
region niche players visionaries
2 | completeness of vision ———p~
As of March 2013

Source: Gartner (March 2013)

N
ANNIVERSARY Q%tfeNet
three decades stron



Thank you
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