- \WMcAfee

An Intel Company

.. BAO VE TOAN DIEN KHOI CAC MOI BE DOA

Dwa trén nén tdng McAfee Security Connected Platform

Vu Nguyen
Giam dbc kinh doanh va phat trién (Vietnam)




LIEN KET RANG BUOT CO TO CHUC © McAfee

8 TRUNG TAM CHUYEN DO
GIAM/ DO’ LIEU

CAN NGAN SACH

Kiém soat lién tuc ({ L\'g Hién thi thoi gian thuc

NHAN THUC
THUC TRANG

Dién toan dam may (@}

May chi/
mang

B\ Bao cao

NGUON NHAN LY’C B — e [ @
@ HAN CHE HAY CHUA
QUA PAO TAO & !

Bao vé di lieu

Céc thiét bj ca nhan

Ngan chan é
danh cap di lieu J

N H U CAU CUA 259: 2%:; vcijgg/g @ g@_ﬁ Kich hoat nguén nhan lyc LEeS hé tiép theo
i dong -
To CHUC DANG NN ‘ - g g thong minh
THAY DOI Bao vé thiét bi @ Nhan dang
- 4 » (O
AN NINH DAU CUOI , poc aupe 2o nea (4°9) ;@) BAO VE TOAN DIEN KHO!
THE HE TIEP THEO 2y () 8206 vang s Fxs/ CAC PHAN MEM BOC HAI
ao vé thiét b
CHUA THIET LAP B - %) Béo vé co so
Bao vé IP -— 3 2

TUAN THU VA @ \/\ Céo d&o manlggig ﬁil m é a \1;§ANNHGA\KIVEiNG ‘*@' ha tAng quan trong
NHO’NG YEU CAU k2

Bao vé OS(Legacy,
Win 7/8, Andreid, Mac) A ’ -
Bao vé email (e

( M\ Bzo vé khéi nhirng cudc tan cong
U Y co muctiéu

CHO BAO CAO ,

@ 5:0 vé danh tanh

11,
e
@ -




MOI BDE DOA LIEN TUC NANG CAO(APT)

@ OPERATION AURORA

How To Respond To The Recent Microsoft Internet Explorer Vulnerability
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Report on ‘Operation Shady RAT’ identifies
widespread cyber-spying

A leading computer security firm has
used logs produced by a single server to
trace the hacking of more than 70
corporations and government
organizations over many months, and
experts familiar with the analysis say the
snooping probably originated in China.

Among the targets were the Hong Kong
and New York offices of the Associated
Press, where unsuspecting reporters
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South Korea Hit Hard by Massive Cyber-
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mfﬂsecurlty- Stuxnet has been attacking Iran
since 2005

News
02 March 2013

Blog

The Stuxnet malware used to take Iran's
Virtual Conf A g
rual Conterence nuclear program offline in 2009/2010 is

Webinars actually two years older than previously

Downloads/ White thought.

Operation “Night Dragon”: A Data
Breach Illuminated

by Sharon D. Nelson and John W. Simek

More posts by Sharon D. Nelson »

Hackers and cybercriminals have been having a field day recently. Even big
oil companies with expansive security budgets can’t keep the bad guys out. In

an operation dubbed “Night Dragon” by security company McAfee, Chinese
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Overall Threat Coverage @

Protected 19056
Not Vulnerable 15511
Vulnerable 9749

Nhan thac Il Not Protected 204
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Tam nhin rong va sau cho Bao mat

Cung cap giai phap tich hop

W McAfee

An Intel Company

33 TRUNG TAM
» CHUYEN DOI DI LIEU

)

= MANG THE HE TIEP THEO } .

L]

BAO VE THIET Bl PAU CUOI
THE HE TIEP THEO

) :

BAO VE TOAN DIEN KHOI CAC )
i PHAN MEM DOC HAI

)

NHAN THU'C THUC TRANG
, TAI THO1GIAN THUC

Bao vé dam may
Bao vé may ao
Kiém soat thiét bi

Twong Itra thé hé tiép theo
Bao vé tir cac phan mém
doc hai tién tién

Kién soat thiét bi

» Tang cwong An Ninh HW

Kiém soat thiét bj
May chu IPS/twong Idra

Bao vé web
Bao vé email
Nhan dang va xac thyc

Bao vé mang

Bao vé Web & Email

Bé&o vé 16p thiét bi dau cubi
Tang cwong An ninh HW
Tich hop SIEM

SIEM

Hién thi thoi gian thue
Quan ly 16 héng

Quan ly tap trung

« Kién soat soat thay ddi
e Bao méat dir liéu

* Ngan chan tham nhap hé
théng

+ Baove VDI ‘ ,
* Ma hoa thiét bi dau cudi
* Bao vé mobile

Chéng thét thoat dir liéu

«—BaovéMobile

+ Kiém toan &quan ly chinh
sach

LLIGENCE

SECURITY RISK
MANAGEMENT

!
[e)
%
%,
)

2y

McAfee Confidential—Internal Use Only



Cé4c doi tac va kién truc mé véi day du tinh nang

Cung cap gidi phap

tich hop

W McAfee

An Intel Company

A€y O

Avm

Adcatel-Lucent 0 ?A’”I'addln
@ vpek
i k(J’CL‘W'.‘dO
to" m CHERRY$*
= B v
KoBiL If'
=ESCM
LUXTrUST eiviins o AREUON o,
CUBE (/;l.‘t.’/m) Voltage
athéna Confident
>
authernative® LSTPRIS Authenex
Goldtorch wipoyvTOR
O buypass
rana
w SUNI Cne TEK
30C HITACHI
Inspire the Next
[}
=
S 2w Seovl
SPYRUS BEREGEE SandForce
Sy~ariLock IE,S..'_‘.!EA. VALIDITY'

At s Agliance  pReVARI <& wcl DIMPERA Trustware™  VERACODE
O = e L aln KATASXOPE —
A v . i.nvincea@smer,a NetClean [®) sou-o'|
s Acecto T Ersa. (Dmus :
W M K R
= N BONA &= slybx  mymensen, - é
----- - Cyber-@ric o beyond ) |
) earezon 4 REVE= I
Fod wurldtech
ForeScout reflex
© WATERFALL
w (vss
MNetio
Breckdnes
{3 NETFORT
j.zl:‘,n
T uabs
Log T
Jlgntnm:_a'
Soeohts P s .
Raytheon (o)
— %
@SOLERA  HB)Gary /) Cre

14

Y, @

cvioirF N Novell
imprivata
D &) secorehuth
(intel.
in

ACCUVANT

TECOLOGY

@;goe

¢ 5. Curit
servl-ch y ]

Hiy
V) NTR

€23 1ID Intr/nsic

November 15, 2013

S&2

A
A Gvob

McAfee Confidential—Internal Use Only



Céc giai phap déu dwoc cap nhat thong tin moi de doa toan cau(GTI) ™ McAfee
Cung Cép glél phép tich hop An Intel Company

Tiéng tam
clla moi de doa

Web
Gateway

Mail Gateway 3rd Party Feed

300M IPS Gtion

attacks/mo. attacks/mo. Reputation Reputation Reputation Attacks/mo. feeds
Queries/mo. Queries/mo. Queries/mo.

300M IPS 300MIPS 2B Bothet C&C IP 20B Message 2 BB'Malware
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