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Security 1.0

Antivirus and Antimalware

Security 3.0

New disruptive technologies

Security 2.0

Attack vectors are changing
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Escalating Threat LandscapeEscalating Threat Landscape

new, unique pieces of malware per day 

total unique pieces of malware in 2010

new, malicious websites per month

of malware and APT … non detectable

Is ChangingIs Changing

Escalating Threat LandscapeEscalating Threat Landscape

2003 2004 2005 2006 2007 2008 2009 2010

Is ChangingIs Changing

Escalating Threat LandscapeEscalating Threat Landscape

Virtual Machine

Operating System

Applications/RDBMS

AVAV HIPSHIPS

BIOS

I/O Memory Network Display
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Is ChangingIs Changing

• against class of attacks that are 
undetectable on the OS level

• security from being circumvented

• security of core products

Why does Security need to go below the OS?Why does Security need to go below the OS?

Leverage existing security features

Is ChangingIs Changing

“Hardwarevisor” assisted security

Hardware assisted security
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Virtual Machine

Operating System

Applications

AVAV DLPDLPAWLAWLHIPSHIPS

I/O Memory Network Display

CPU HardwarevisorMcAfee Trusted Layer
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McAfeeMcAfee
ePOePO

Is ChangingIs Changing

• Patching

• Outbreak protection

• Out of band management/scans

• Anti-Theft / remote kill

• Power Management

• Embedded encryption

• Out of band recovery

Security 3.0

New disruptive technologies
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Fast Growing Internet DevicesFast Growing Internet Devices
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Internet Devices by 2015Internet Devices by 2015

Billion devices

Million Apps

Trillion GB of Data

Billion connected people

Trillion transactions

Internet Devices by 2015Internet Devices by 2015
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MAC
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Internet Devices by 2015Internet Devices by 2015
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The New Problem:  The Old Problem:

Transformation of MobilityTransformation of Mobility

How much do you trust the 

developers of these apps…

to not steal data

… from these apps???

Transformation of MobilityTransformation of Mobility

Transformation of MobilityTransformation of Mobility
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Remote Control CodeRemote Control Code

Application Registers Application Registers 

Phones Join BotnetPhones Join BotnetFlashlight/Backlight Flashlight/Backlight 
ApplicationApplication

Transformation of MobilityTransformation of Mobility

Transformation of MobilityTransformation of Mobility

GTIGTI

Cloud based intelligence will be key to security
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Network 
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Firewall

Web 
Gateway Host AV
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Gateway Host IPS 3rd Party 
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300M IPS 

Attacks/Mo.

300M IPS 

Attacks/Mo.

2B Botnet 

C&C IP 
Reputation 
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20B Message 

Reputation 
Queries/Mo.

2.5B Malware 

Reputation 
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300M IPS 

Attacks/Mo.

Geo 

Location 
Feeds

GTIGTI

McAfee
Management
Console

All Things SiliconAll Things Silicon

Threat volumes and changing characteristics of attacks

Mobile computing will change business paradigms

IP enabled devices are becoming the new cyber target

Cloud assisted security will be essential

Is ChangingIs Changing
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An Intel Company


