GIAI PHAP TONG THE
AN NINH THONG TIN VA MO HINH UNG
DUNG CHU KY SO TAI CAC
NGAN HANG, CHUNG KHOAN

Ng6 Tudn Anh, Nguy&n Minh Birc

MO HINH UNG DUNG CHU KY
SO TAI CAC NGAN HANG,
CONG TY CHUNG KHOAN

Hay 1am viéc hét minh, nhifng diéu tét dep s& dén véi ban !

NoOi dung

o Nguy cd an ninh, bao mat cua cac hé
¥ thong xac thuc khdng sir dung chir ky s6

@ MO hinh (*rng dung Chir ky s0 tai cac
~ ngan hang va cong ty chirng khoan

Hay 1am viéc hét minh, nhifng diéu tét dep s& dén véi ban !
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Ngéan hang
Coéng ty chifng khoan

| SMS, Phone

Hay 1am viéc hét minh, nhifng diéu tét dep s& dén véi ban !

Ngéan hang:~70% cé giao Chirng khoan: ~ 93% cé giao
dich truc tuyén qua mang truc tuyén qua mang

W User/pass

W User/pass + SSL

®OTP, ma trin diy sé

B OTP, ma trdn day sé + SSL

Hay 1am viéc hét minh, nhifng diéu tét dep s& dén véi ban !

Ngéan hang: 62% si dung Chirng khoan: 43% s dung
SMS, Phone SMS, Phone

mSMS

m Phone

m Phone + SMS

Hay 1am viéc hét minh, nhifng diéu tét dep s& dén véi ban !
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Nguy cd an ninh bao mat cua cac
hé thong xac thuc dang st dung

Hay lam viéc hét minh, nhig diéu tot dep s& dén vdi ban ! 7

Password
Wifi, LAN
£
Username/Password
s / Username/Password
Username/ Password\\
&

Hay lam viéc hét minh, nhifng diéu tat dep s dn v ban !

OTP Phishing

CitiBank Phishing
10/2006

ID/Passcode

http://ibanking.vn =

N

3 =h
$:2341;D=34
P 53;A=

-~
D/Passcode

Pa -
, - Hacker

WY s:2341;0=34
/lg' 53;A=3436

Hay lam viéc hét minh, nhifng diéu tat dep s dén v ban !
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Ung dung chir ky s&

Hay lam viéc hét minh, nhifng diéu tat dep s dén v ban !

S$:2341;D=34
53;A=3436

S$:2341;D=34
53;A=3436
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0 ibanking.vn
$:2341;D=34
e T —

Demo

‘/A
Hay lam viéc hét minh, nhifng diéu tat dep s dén v ban !

Ung dung chit ky sd trong giao

dich truc tuyén

Hay lam viéc hét minh, nhifng diéu tat dep s dén v ban !
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Can cr phap ly

+ Ngan hang: Nghi dinh 35/2007/NDP-CP
« Chirng khoan: Théng tu 50/2009/TT-BTC

*26/2007/ND-CP
L +27/2007/ND-CP

Luat Giao dich dién tur

Hay lam viéc hét minh, nhifng diéu tat dep s dén v ban !

Tr13

Xu huéng *rng dung chir ky sé

uat Giao dich dién tir 1999

TGi 2008, 5 CA da cap phat dugc 18 triéu

chitng thu s6
Han
Quéc N3m 2008: 12.8 triéu chitng thu s&
internet banking, 22.9 ty USD dudc
chuyén qua internet banking sif dung
chirng thu s6

Xu thé ng dung chir ky s6

100 -

65.1% Certificates usages
50 40.7%
36%
25.2%
17.8%
8.5%
. 1.9%

Internet Credit Digital Civil Online  Annual Medical Digital Digital Trade
Banking Cards appeal Stocks  Taxes Insurance  bids

84.1%

%

84,1 % chirng thu dugc ban hanh ra st dung cho
Internet banking

Hay lam viéc hét minh, nhig diéu tot dep s& dén vdi ban ! Tr1s




Xu thé ng dung chir ky s6

Kumpulan

Digital ID Center amaybank

TRUSYGATE

=
Malayan Banking Berhad
ENROLL

Choose tr aption fc envolfor 3 clent Digial I

Choose 11 3pton i renewe  Digital 1D w1 ch is expiing or which has 2 2ady expirzd You
should ceneraly ster reneing yeur D al L 3 least 272 merta before ycur D gial I s
e expie.

Choose 1 apton ¢ i the recordfor a Cigta ID. Tis funct
o Mic Valid Zuried m mnker Yo o

et o decemniing

oo i v i

2 ngan hang I6n nhat Malaysia st dung chirng thu
s6 cho Internet Banking: MayBank, CIMB

Hay lam viéc hét minh, nhig diéu tot dep s& dén vdi ban ! Tr 16

M6 hinh 'ng dung chir ky s6 tai cac
ngan hang va cong ty chirng khoan

Hay lam viéc hét minh, nhig diéu tot dep s& dén vdi ban ! Tr17

BkavCAPlugInServer

BkavCAPIlugInClient

L=

Khach hang

Hay lam viéc hét minh, nhig diéu tot dep s& dén vdi ban ! Tr18
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GIAI PHAP AN NINH
THONG TIN TONG THE

Hay lam viéc hét minh, nhifng diéu tat dep s dén v ban !

Tir 2008 - 2011, da c6 it nhat 22 ngan hang tai Viét
Nam gap phai su co lién quan téi ANTT

Hay lam viéc hét minh, nhifng diéu tat dep s dén v ban !

MOt sO su c6 ANTT do6i véi Ngan hang

= 7 Lgidung 16 hdng phdn mém va quy
——— trinh nghiép vu dé chuyén tién trai
phep

Virus xam nhap lam ngung tré hé
thong tham chi xam nhép cd may ATM

Déanh cdp, ma hoa di liéu dé téng tién

. Tan cong xam nhap, stra chita s6 liéu
trén website

Hay lam viéc hét minh, nhifng diéu tat dep s dén v ban !



Hay lam viéc hét minh, nhig diéu tot dep s& dén vdi ban ! Tr22

Lo héng Internet Banking tai Viét Nam
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Hay Iam viéc hét minh, nhimg diéu tot dep s dén véi ban | Tr23

M6t s& 16 hdng phé bién
Tra cltu thong tin ca Van tin s8 du (SQL | Chuyén khoan (XSS,

nhén (SQL Injection) Injection) CSRF)
.~ —_
0\ III e
D8i mat khau, d6i Tra sodt, khiéu nai | My chud cdu hinh sai
email (CSRF) (Malicious (Misconfiguration)

File Uploading)

&

Hay lam viéc hét minh, nhig diéu tot dep s& dén vdi ban ! Tr24
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Nguyén nhan mat ANTT
N\

Vé quy trinh va chinh sach: Quy trinh van hanh hé thdng
¥ chua xét téi hodc chua tuan tha cac quy dinh vé ANTT

Hay 1am viéc hét minh, nhitng diéu tét dep s& dén véi ban | Tr25

Pau tu vao ANTT Ngan hang

Anti-
DDoS

Hay 1am viéc hét minh, nhitng diéu tét dep s& dén véi ban | Tr26

“Can dau tu nhitng gi
va bao nhiéu la du ?”

Céan mot

“Giai phap téng thé ANTT cho Ngan hang”

(o)
al

Hay 1am viéc hét minh, nhitng diéu tét dep s& dén véi ban | Tr27
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Thé nao la mot giai phap téng thé ?

N\

théng, quy trinh, chinh sach (bao gém ca quy trinh (ng phé véi

ap (ng cac tiéu chudn an ninh thong tin d€ dat cac chiing chi

Hay lam viéc hét minh, nhig diéu tot dep s& dén vdi ban ! Tr28

Bkav 3 \

Lgi ich cua Ngan hang khi trié€n khai
Giai phap tong thé ANTT

Ngén hang dugc dam bado an toan trudc cac cudc
t&n cbng tu bén trong va bén ngoai hé théng. San
sang cac bién phap quan ly rui ro vé ANTT, gilip
phat hién sém va x{f ly cac rui ro theo cac tiéu
chudn vé ANTT

Ngén hang du diéu kién dat cac ching chi quéc té
vé ANTT. Hé théng hoat déng va van hanh theo cac
quy trinh dam bao céc tiéu chuan vé ANTT

Ngan hang dugc dam bao phat trién bén viing vdi
mot hé théng ha tdng va phan mém 6n dinh, bao
dam hinh anh thuong hiéu, tdng cudng uu thé canh
tranh.

Hay lam viéc hét minh, nhig diéu tot dep s& dén vdi ban ! Tr29

Bkav Secure™ Banking cung
c8p hé théng an ninh téng thé
cho céc hoat déng cua ngan
hang, giai quyét tron ven cac
nguyén nhan vé mat ANTT ma
cac ngan hang gap phai, chéng
dugc céc nguy cd tdn cong vao
hé thdng ca tir bén trong I&n
bén ngoai

Hay lam viéc hét minh, nhig diéu tot dep s& dén vdi ban ! Tr 30
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Giai phap vé quy trinh va chinh sach

Security Policy Service |
Security Auditing Service V&

Giai phap vé con ngudi

Bkav Security Awareness Training
Bkav Certified Security Essential
1SO 27001 Training

Giai phap vé cong nghé

Bkav SecureT

Penetration Testing Service
Bkav CA Q
Bkav Anti Virus

Infrastructure Security }

Tr31

Hay lam viéc hét minh, nhig diéu tot dep s& dén vdi ban !

Bkav Secure™ Banking - Cac pha thuc hién

théng ha « Banh gia o Trién khai
tang thiét b hé thdng chinh

va phan mém ANTT sach

an ninh mang

chuyén dung ANTT

cho Banking

Hay lam viéc hét minh, nhig diéu tot dep s& dén vdi ban ! Tr32

Thao luan

11/24/2011

Tr33

Hay lam viéc hét minh, nhig diéu tot dep s& dén vdi ban !
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