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push

dword ptr |edi+4]

pop ecx
push edx ;: uch 3086
push 7LB3000808h0 : 1p n3oss
mou [esp+Z@h+var B], eax 388D
mou [esp+Z2@h+var_ 4], ecx N3 o8F
call ds:IsBadReadPtr n3895
dword_18815658, eax 3894

—__ rdtbec ] H309C
—pusitr——tith ; duhilliseg13on2
push eax na2on3
pop esi M3eao
mov ebx, edx n38AA
call ds:5leep n3one
f1d ds:dbl_180881Co4 30B0
fldln2 H3oB2
f=ch st{1) 13084
fFylzx M 38BS
fstp dbl 168156868 1M 36BE
——  rdtsc ) 113 BBD
sub eax, esi H3acz
mou [esp+i18h+var_B], eax n3ace
shh edx, ebx H1M36CE
sub eax, eax n30Dpa
push edx naons
pop ebp n3aps
moy ax, word 18814664 1M38DE
push eax n3a8pF
POST OEEN N3 BES
call ds:ChrCmpIW Hn38E7
push Source : Sourge n3BE?
push Dest ;: Dest M3 vEA
mou dword 186154C8, eax N3 0ERE
call dsIwCcscply N3 0BEC
mou dword_ 188155BC, eax N3 06EC

_D11Hain@12

—f rdisc ) |
push 2888h ; duFreeTy
poch @ : dwsize
mouv dword _18815FFC, jedx
mouv dword_18815FF8, Jeax
push 18h
push dword 1881423C
pop eax
push ds:UirtualAlloc
pop edi
push Eax
push 87Fh
push 5]




BIG GOALS - ARE YOU MALWARED?

+ Provide Insight
+ Demonstrate
+ Conclude
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NO WE ARE NOT
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REAL HACKERS.
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CALL TO ACTION

+ Think and adapt as the bad guys do
+ Better tools to identify and attribute malware
+ Use threat intelligence

+ WIn the war — not the battle

W wrsc
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YOUR TRADE SECRETS
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85% OF BREACHES
involve the use of
MALICIOUS SOFTWARE

W omsc
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WORLD has become scarier in 2014

+ The number of malicious websites grew nearly 600%

+ 85% of these sites on legitimate hosts

+ Social media is increasingly used for spreading of malware
+ Attacks become more targetted

+ Growth of mobile malware of nearly 800% in 2013

+ Malware adapts to the host it is infecting

http://www.websense.com/assets/reports/websense-2013-threat-report.pdf
http://www.sophos.com/en-us/medialibrary/PDFs/other/sophos-security-threat-report-2014.pdf
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WORLD has become scarier in 2014

ARE YOU PREPARED?

with the right skills

holistic security solutions
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YESTERDAY

+ FOCUSED

+ SIMPLE

+ PREDICTABLE

+ EASY DETECTION
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TARAREID _  IANZIERING Nn.]IIH

_ TODAY
] l + COMPLEX
i o STEALTHY
‘ o HIGHLY
SOPHISTICATED

+ ENOUGH SAID!
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mass malware | SOPHISTICATED
for the masses | MALWARE
" FOR THE BIG
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SOPHISTICATED

/sa'fisti katid/ adjective

“If you can’t explain it
simply, you don’t
understand it well
enough’”

- Albert Einstein
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ATTACK
INSIGHTS

THE MALWARE KILL CHAIN
have measures in place to
disrupt any of these links

; W e
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INFECTION VECTORS

+ Social Engineering ¢ Spear Phishing
+ Web Drive-By + Waterholing Attacks

+ E-Mall + Old School Hacking

Understanding is the first crucial step towards protection!

YW wrec
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. MA LWA R E - PROTECTION
CORE
MODULES

CATCH ME

= @

COMMUNI-
CATION

PROPAGATION
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HANDS ON

Google Aided Reversing
== From Amazon With Malware =

= |1 he Big Evil In Small Pieces —

= j=—1

ERENCE2014
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+ Malwared Hard Disk:
Trojan.Win32.Skynet & Java CVE-2012-4681

U\ “\ -

1. String search in memory at runtime *0‘““‘ .
R N\ |
2. Let Google do the rest... “‘“\\ " ““a:\a\s"oo\é“o\ce
3. Hit at blogpost from rapid7 with FUL Sﬂs\“‘e‘ g“\e =
a‘d“e“
Se
’——’
~
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Ihre Amazon.de Bestellung

#2 WOLF IN o

@ If there are problems with how this message is displayed, click here to view it in a web browser.

SHEEP OUTFIT N

4 Meslage THInvoice (21 KB) __"Jb
in L o ‘f‘?”;
. \;?“: P

amazon de Amazon Shopping-App Mein Konto = Amazon.de

ZOKB Of WOIf Bestellbestatigung

Bestellung: #304-0678313-0972324

Guten Tag,

vielen Dank fir lhre Bestellung. Wir werden Sie benachrichtigen, sobald lhrie) Artikel versandt
wurde(n).

Sie finden das voraussichtliche Lieferdatum weiter unten. Um lhre Bestellung anzusehen oder zu
verandemn, besuchen Sie Meine Bestellungen auf unserer Website.

Lieferung voraussichtlich: Die Bestellung geht an:

Donnerstag, 9.Dezember 2013
Samstag, 11. Dezember 2013

Versandart: "
Standard-Versand Wien, 1.050
Osterreich

| Bestelldetails @)

25

RSACONFERENCE2014




ProcDOT

Domains &!

IP Add resse\sHH
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malwr s

Quick Overview | I

Static Analysis 13:2] 03:22 03:23 03:24 03:25 03:26 03:27 03:28 03:29 03:30 03:31 03:32 0333 0334 0335 03:

Behavioral Analysis

windows
: network
MNetwork AHEWSIS
socket
device
Dropped Files carvices
threading
Comment Board {U} filesystem

registry
synchronization
process

misc

system

 X-axis by: event

\N
« Y-axis by: category sa‘e‘“e‘ ?‘o

incomingFax.exe 1085
o budha.exe 1984
= Kilf.exe 224
= zZyweam.exe 552
= cmd.exe 161A
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#3 THE BIG EVIL IN SMALL PIECES

+ Google didn’t prove helpful this time.
+ Dynamic Analysis didn’t give any useful insight.

+ Reverse Engineering proved to be painful.

It IS never possible to entirely

prevent reversing.
g W msc
RSACONFERENCE2014

- “REVERSING Secrets of Reverse Engineering” by Eldad Eilam



(b @ O |Local win32 debuggsr E N il = m - L S R B D v S [

4
3

104 Yiew-EIR, Breakpoints, General registers, Modules, Threads B8 @

104 Yiew-EIP 8 | &

t _ stdcall WinHain{(HINSTANCE hInstance, HINSTAMCE hPrevInstance, LPSTR 1lpCmdLine, int nShowCnd)

eo4p1CEe
8B4 B1CE80 ; Attributes: bp-based frame
ae4e1cE0
ae4e1C88 ; in
68481CE80 _WinMain@16 proc near
aa4e1cEe
B8481C88 var_38= dword ptr -38h
B8481C88 var_24= dword ptr -24h
00401C80 var_20= dword ptr -28h
BBLO1CEA var_14= dword ptr -14h
PO4B1C8A _ $EHRec$= EHRegistrationModeCatch ptr —18h
08481C88 arg_8= dword ptr 18h
00401C80 hdc= HDC__ ptr 14h
aa4e1cEe
B8481C88 push ebp
88481C81 mov ebp, esp
00401C83 push BFFFFFFFFR
80401C85 push offset _WinHain@16_SEH
86481C8A mov eax, large fs:@
88481C98 push eax
00481C91 mou large fs:0, esp
88481098 sub esp, 24h
08481C9B lea eax, [ebp+hdc]
B8481C9E lea ecx, [ebp+hdc]
00401CA1 push ebx
88401CA2 push esi
B8481CA3 sub eax, ecx
BALAICAS 1ea edx, [ebp+hdc]
88481CA8 push edi
BO4B1CAY? Xor ebx, ebx
884 81CAE cmp eax, edx B012FEF8
0084 81CAD mou [ebp+_ $EHRec$._SavedESP], esp |0012FFB8
084 B1CEBE mov [ebp+_ $EHRec}.state], ebx B8812FF18
80401CB2 jnz loc_4@1D98 8812FF28
B012FF38
BO12FF48
- 6812FF58
B812FF68
8648 5512FF 78
100.00% (-13,37) (1044 378) 00001CES 00401C85: WinMain(x O012FF88
aa = G812FF98
E Qubput windaw 0812FFA8
FETIOUOU. IUHUET G {WINDUWS {5y SCENoL (WSS IE - ULl B812FFB8

T

20
9D
FF
y5
08
EB
o8
2n
08
09
o0
FF
nB

Breakpoints

80
c3
12
43
08
1E
08
14
08
i1}
08
12
43

FiH
77
a8
ae
aa
83
a8
ae
aa
aa
aa
ae
aa

49
FF
8@
o0
48
20
38
68
00
00
FF
oD
00

Structures

[T
FF
50
oo

1

2A
2a
a8
a8
FF
75
a0

LA
FF
43

ay
aa
FF
61
aa

off o2

7C
FF
ar

i}
aa
aa
FF
88
aa

al
90
an
an
FF
EBQ
Fa

4
ae
2R
aa
ag
FF
FF
FF

08
14
00
00
FF
12
12

FF
00
00
00
00
00
FF
00
00

20
08
08
Ly
08
08
08
FF
BC
67

-

Enurns

60401DB7 ; states 0..0
86461DB7
06461DB7 Handler 481DB7:

004681DBC retn

| owP

—| |[9912FEF @
|| |BB12FEFY
BB812FEF8
B812FEFC
0012FF 00
BB12FF B4
B812FF 88
B812FFBC
BO012FF18
BE12FF14
BE812FF18
B812FF1C
BO012FF20
BB12FF24

‘Eg‘:, o eI

ﬁGeneral reqisters g X
EAN B0000080 w ~|0F @8
EBX 09000000 OF 8
ECX BO12FF38 % Stack[oooopiAL]:-0012FF38 IE;
EDY~ 688 % ntdll.dll:ntdll_HlsHbOenCodePageTag+25 |cpg
28 & debugBa?:868141F28 ZF1
% ntdll.dll:ntdll_RtlFreeHeap+133 AF 8
4 & Stack[0080861A4]:06812FF24% PF1
4 Stack[ 000081A4]: 001 2FEEC CF B
q-» WinMain{x,x,x,x}+25 ~
3
5 X
Base
svAdministrator DesktopuZopy of xxexe 00400000
Amsvert dll 77c10000
L oiem3Zygdi 32 dll TTFL0000
oW Shaystem32vkernel32 dlI FCE00000
DOV Shsystem32yntd]l dll F£900000
DOy Sysystem32wuser32.dll TE410000
¥
aogeee0g b
FC8O21BY  kernel32.dll:kerneld2_GetStartupInfoA+2C7
FC802815  kernel3Z.dll:kerneld2_GetStartupInfoA+123
FCo18848 ntdll.dll:ntdll_RtlFreeHeap+133
00141F28  debugBe?:88141F20
sl [s [ 1 T 15 5]
F7C39D7A msvcrt.dll:
FFFFFFFF
B12FFCA  Stack[eosem g
aB434588
Be12FFBB A4]:8612FFBBO
Ap435 a8 e
"“REACONFERENCE2014
BE12FFCA 68088104 ] : BB12FFCA




#3 THE BIG EVIL IN SMALL PIECES

¢ Clearly targeted
+ Complex software

+ Author had good understanding

of AV internals

+ Related to other malware
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#3 THE BIG EVIL IN SMALL PIECES
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Domain Name Infection Mechanism

|IP-Address Stealth Mechanism

E-Mail Address Communication Protocol
Name, for what its worth Data Compression

Geo Location Hint which Data was stolen

Related Malware

32 ACONFERENCEZOM
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RE-Tool #1: google.com
Online Analysis Tools
Virtual Machine / Sandbox
Sysinternals Toolsuite
Wireshark

RunAlyzer

IDA Pro / OllyDebug

Step 1
Gather Information

Step 2

Use this Information to gather more

Information

Step 3
Build the BIG PICTURE

RSACONFERENCE2014



Accept culturally different viewpoints on IP
IN A Acquire the right skills
NUTSHELL Adapt just like the bad guys do

RSACONFERENCE2014



Learn.
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RESOURCES

+ http://krebsonsecurity.com/2013/12/sources-target-investigating-data-breach/ — Target
Data Breach Dec. 2013

+ http://www.washingtonpost.com/business/technology/hackers-break-into-washington-
post-servers/2013/12/18/dff8c362-682c-11 — Washington Post Hack Dec. 2013

+ http://www.sophos.com/en-us/medialibrary/PDFs/other/sophos-security-threat-report-
2014.pdf — Sophos Threat Report 2014

+ http://www.websense.com/assets/reports/websense-2013-threat-report.pdf —
Websense Threat Report 2013

+ http://www.microsoft.com/security/sir/story/default.aspx? escaped fragment =10year

malware#!10year_malware — Malware Evolution, MMPC ’__’

e
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RESOURCES

+ http://0x1338.blogspot.co.at — write-up of case study #2

+ https://docs.google.com/file/d/OBShBKwgSgYFaVmxTaFk30Xl4cjg/edit?usp=sharing —
analysis report of case study #3

+ https://Imalwr.com/ — online malware analysis platform running cuckoo sandbox
+ http://anubis.iseclab.org/ — online malware analysis platform
+ http://zeltser.com/reverse-malware/ — link to SANS course and list of tools

+ http:/ltechnet.microsoft.com/de-de/sysinternals/bb545021.aspx - Sysinternals Tools

38 ACONFERENCEZOM
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BACK AT YOU.:
QUESTIONNAIRE
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YOUR INTELLECTUAL PROPERTY Lo WHB(iER e

WHERE? HY,HOW,
HOW? WHAT ® WHERE’
WHO? WHERE 2icuatitsy
WHAT? WHY? WHAT?

1. Have you identified your Intellectual 5 SR WHEN?
Property & data classification strategy? wﬁ@.‘,‘%’;‘w‘?’s"n{g’

WHAT?H NH,‘%HR!}E,RE?
WHERE?WHY, HOW?

2. Do you know exactly where it resides? wﬁﬂw‘;\,‘ﬁ%ﬁ’

3. Do you know what systems and
Individuals access it?

RSACONFERENCE2014



MOBILE DEVICES WHOANHERE 2

WHEN’WHY’How?

vowrWHAT 2V e
WHO P WHERE 2isiuiwnens:
WHAT? WHY? WH AT

WHO?

' ' = WAGWHEN?
4. Do you have measures in place to monitor i WHEN?

access to your company data from outside WAOTWEE LY

WHY? WHAT’ HOW‘I

2 WHAT? WHERE?
your company network” L H‘".!!ﬁum

5. Do you still have control over your vy"’!ﬂ,uowz
companies mobile devices, even when
they get lost/stolen?

& RSACONFERENCE2014




WEB & E-MAIL SECURITY WHOWHERE 22

wm\EIyHEN?WHY?ﬁ"éW?,
HOW?WHAT?\WI-IIIIE?!E?
WHO 2\WHERE ?ricwiwirice:
WHAT? WHY? WH AT?

WHO?
WHERE?
e wiar?lWHEN?

6. Do you have security measures that secure WHERE 2wiho?
every link in the malware infection kill-chain? WHY? s
wia WHO 2 WHEN?
M WHEN? WHAT ?
WHO?WHY2HOW?
HOW? WHERE?

/. Do your security systems Incorporate | Wuauayv\gm??
mtelllgence_ data to_ldentlfy compromised R
web links in real-time?

22 RSACONFERENCE2014




INFRASTRUCTURE WHESEERE e
e WHENZWHY 2465,
HOW?WHAT?\WI-IIIIE?!E?
WHO ?WHERE ?5iswrwiioee:
ol WHY? WHAT?
- = e WHEN?
8. Do you have data encryption in place AT 2
WHO?WHERE?

E
WHY? WHAT? How?

where it iIs needed? And even there where T M bty

T WHEN? WHAT ?

you don’t yet think it is necessary? WHGIWHYZHOW?
HOW? WHEI})E?

9. Isyour system’s documentation safe? WHAT 2 Wien?

& RSACONFERENCE2014



ALL COMES DOWN TO THE PEOPLE wﬁ‘6“°\7“\’r;|"-'|l“_él“§§,:~gaw,

H%'WE’WHAT J MEERE?

WHO’,WHERE?n"aaV:‘J;Hew

Wit WHY? WHAT?

10. Are your employees trained on what personal wm;‘.{‘é';'\ﬁ.ﬂ,;
or company related information to keep ﬁ%%,“}’{'.{“

E?
WHY? WHAT’ How?

confidential? wwumwuo ZIEN

11. Do you have someone on your team who WHO’HHW’
knows how to react in case of a WHAT 2WHEN?
malware incident?

12. Does he know how to analyze malware?

& RSACONFERENCE2014
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