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Agenda

+ Santoku Intro
+ Mobile Forensics Kung Fu
+ Mobile Security Kung Fu

+ Mobile Malware Analysis Kung Fu
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Santoku Intro



Santoku — Why?
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SANTOKU HOWTO'S COMMUNITY DOWNLOAD
A K e, dice and mi Join th CUS Getitn ee

Mobile Forensics, Malware Analysis,
and App Security Testing

SLICE AND DICE

Boot into Santoku and get to work, with the latest security tools
and utilities focused on mobile platfiorms such as Android and
105.

DOWNLOAD Santoku 15 free and Open Source.

e virtues' or three uses’ Santoku Linux has been crafted to support you in three endeavours:

The word santokt loosely trans!

Mobile Forensics Mobile Malware Mobile Security

Tools to acquire and analyze data Tools for examining mobile malware Assessment of mobile apps

» Firmware flashing tools for multiple manufacturers « Mobile device emulators + Decompilation and disassembly tools

» |maging tools for MAMD, media cards, and RAM » Llilities to simulate network services for dynamic s Scripts to detect common issues in mobile

» Freeversions of some commercial forensics tools analysis applications

https://[santoku-linux.com/ - It's Free!
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https://santoku-linux.com/

Santoku — What?

Santoku includes a number of open source tools dedicated to helping you in every aspect of your
mobile forensics, malware analysis, and security testing needs, including:

Development Tools:

« Android SDK Manager

e AXMLPrinter2

« Fastboot

« Heimdall (src | howto)

« Heimdall (GUI) (src | howto)
« SBF Flash

Penetration Testing:

+ Burp Suite

» Ettercap

+ nmap

+« S3L Strip

« wiaf (Console)

« waaf (GUI)

e ZAP

+ Zenmap (As Root)

\\ VIAFORENSICS

Wireless Analyzers:

« Chaosreader

« dnschef

¢ DSniff

« TCPDUMP

« Wireshark

« Wireshark (As Root)

Device Forensics:

« AFLogical Open Source Edition (src | howto)
« Androld Brute Force Encryption (src | howto)
« ExifTool

+ [Phone Backup Analyzer (GU) (src | howto)

« libimobiledevice (src | howto)

« scalpel

¢ Sleuth Kit

Reverse Engineering:

¢ Androguard
+ Antilvl

¢ APK Tool
« Baksmali

¢ Dex2Jar

« Jasmin

¢ JO-GUI

o Mercury

« Radare?

« Smali
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Santoku — How?

+ Install Lubuntu 12.04 (precise) x86_64
+ Santoku-ize it

- santoku@santoku-0: ~

File Edit Tabs Help

sudo tee fetc/apt/sources.list.d/santoku.list
- |sudo apt-key add -

’——’

W\ VIAFORENSICS 7 ACONFERENCEzom



You should get (after reboot)

santoku-0.4

al
im (Alo 0 2

B, |
al.,
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Forensic Acquisition Types

Logical File system Physical
Description Description Description
Fead device data via backup, APl or other Copy of files of file system Bit-by-bit copy of physical drive
controlled access to data
Use cases Use cases
LUse cases More data than logical Muost forensically sound technique
Fast
Re-creating encrypted file system Increases chance of deleted data
Data generally well structured FEcovery
Challenges Challenges Challenges
Often very limited access to data Requires additional access to device  Cannot pull hard drive on mobile devices
Usually requires unlocked passcode Many file system files not responsive on FTL may not provide bad blocks
cases
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I0S Logical

+ Connect device (Enter PIN if needed)
+ ldeviceback2 backup <backup dir>
+ ldeviceback2 unback <backup dir>

+ View backup|unpacked backup

YW wrec
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IOS Logical

- santoku@santoku-0: ~/Documents/iPhoneBackups

File Edit Tabs

Help
an 6

cup2 backup .

yring-CZtIvQ

4
.4
.4
.4
.4
4
.4
.4
.4
4
.4

M
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IPhone Backup Analyzer

£ tk -+ %

Places Plugins Help

iPBA - iPhone Backup Analyzer
Version: 1.5 (Feb. 2012)

Description]

‘Welcome to the iPhone Backup browser by mario.piccinelli@ gmail.com
'Version: 1.5 (Feb. 2012)

‘Working directory: /home/santoku/Documents/iPhoneBackups/f3 1b72 1 aff7c2da7af45be6199ced73 138461 Search

Backup info:

Unique Identifier: F31B721AFF7TC2DATAF45
BE6199CED73138FF46FD
Device Name: vial.ab-demol

d

Last Backup Date: 2013-04-24T15:16:11Z Ti lation

iTunes Version: 10.0.1

Serial Number: CSQGNRFXDPNG

Display Name: vial.ab-demol Convert

Product Version: 5.1.1

Product Type: iPhone3,3

GUID: — Open reader

Database tables
Tables
Backup content:
| descriptis |File sizj|*]
I Standard files

I HomeDomain

> MediaDomain

P WirelessDomain

I AppDomain

P CameraRollDomain
I RootDomain

< Showing records from 0 to 99. I !l

'Welcome to the iPhone Backup browser by mario.piccinelli@ gmail.com
Version: 1.5 (Feb. 2012)
‘Working directory: /h

31b721aff7c2da7af45be6199ced73 13846fd
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Android Logical

+ AFLogical OSE (https://github.com/viaforensics/android-forensics)

¢ Reads Content-Providers

+ Push to phone, run, store on SD-Card

+ Pull CSVs to Santoku for review

YW wrec
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https://github.com/viaforensics/android-forensics

AFLogical OSE

AN &2 QTATE 1241m

Development

i @ 0" =T 116

All apps

w &
AFLogical .!.rr_:';:'- ris Angry Birds
D5k

QA 10T 0T 117 ah & 10T T 1120

USB debugging

B callog calls

. Contacts Phanes

B s
Bl vwsrarts Data extraction completed.

. SMs

[4+] =] =
ea [P

ArBatLite  Calculator E-al-.'-l'll:lal'l

Deselect All
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Install, run, extract

=l santoku@santoku-0: ~

/aflogical-ose/ cal-0SE 1.5.2.apk

/AFLogical-0SE 1.5.2.apk

~$ adb shell am start -n com.viaforensics.android.aflogical ose/com.viaforensics.android.Fore

.android.ForensicsActivity }

Contacts Phones.
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viaExtract

ene % viaExtract2.0 To release your mouse press: Control-9% "
"" ;_"‘Jl- _-_ :
= viaLab - 4+ x
Lot v o Sism @ @ L2 ovtions

appsec-2013

-3 gt-n7100 (001)
samsung GT-NT100: Android Logical

| © Browser Bookmarks X ‘

00 ,oo "I End: | |uo vlioo v Displaying: 10 ¥ joF 11 records
< [ Analyzed Artifacts | Go| |clearFilters | . | 1of2
-+ [ Content Types AT e

: : . )i Title URL visits Date [
& Browser Bookmarks (11) s

Samsung Apps http://m.hk.samsungapps.cor 0 Null Date
— 4 Browser History (62) g App! p:// ngapp

<y Lo L

-

§ M5 T 17 MYNET http://bookmark.hkesl.com/h 0 Null Date T'
i (mERT:] Yahoo! http://m.yahoo.com?tsrc=san 0 Null Date ;.
© Calendar Events (e¢) 19 New world Mobility http://wap.nwmobile.com 0 Null Date =

| © Calendars 3) 20 3 http:/fmobile.three.com.hk 0 Null Date

— © allLog Calls 31) 21 3(2G) http://3db.three.com.hk 0 Null Date
— @ Contacts ContactMe... (s2) O 22 PCcw http://wap.pccwmobile.com 0 Null Date =
4 Contacts Groups (6) i1 23 CMHK http://color.hk.chinamobile.c: 0 Null Date -

= - 1] 24 SsmarTone iN! http://wap.smartone.com 0 Null Date

Reports [JE28 BEER http:/fwww.samsung.com/m- 0 Null Date -

-
-

,m
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The Anatomy Of A Mobile Attack

Attack Surface: Device

BROWSER

PHONE / SM§

Phishing Vi Baseband Attacks
Framing SMishing
Clickjacking A (. a .
Man-in-the-Middle | A
Buffer Overflow ! a e o i
Data Caching (I " < APPS
I s
= Sensitive Data Storage
S‘f S TE M LI_T_ No Encryption/ Weak Encryption
L ] | Improper SSL Validation
[i__ Config Manipulation
No Passcode/Weak Passcode [: Dynamic Runtime Injection
iOS Jailbreaking = Unintended Permissions

Android Rootng

OS5 Data Caching

Passwords & Data Accessible
Carrier-Loaded Software

Escalated Privileges

Mo Encryption/Weak Encryption
User-Initiated Code

MR VIAFORENSICS

MALWARE

Attack Surface: Network

Wi-Fi (No Encryption/Weak Encryption)

Rogue Access Point
Packet Sniffing
Man-in-the-Middle (MITM)
Session Hijacking

DMS Poisoning

S5L5trip

Fake SSL Certificate

Attack Surface: Data Center

WEB SERVER

Platform Vulnerabilities

Server Misconfiguration

Cross-site Scripting (X55)
Cross-Site Request Forgery (CSRF)
Weak Input Validation

Brute Force Attacks

SQL Injection

Privilege Escalation
Data Dumping

0S Command Execution



App Selection

+ Apps were selected based on popularity, number of downloads, or
potential sensitivity of data

+ Approximately 80 apps have been reviewed and organized into
categories

Catagary # apps reviewad

Financea 10

Lifestyle 11

Productivity

Trawel

L
5
Social Nebtworking I [
Security [

&

Other
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2013 App testing result

+ 81 tested apps, 32 i0S, 49 Android

80%
60%
40% = =
20% :. : L_ w ioSs
(0) —
o : : = Android
Failed MiTM  Stored Stored At least one
or SSL Password sensitive app 'High risk'
(Plaintext or data on rating
hashed) memory
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Mobile Device Security

Known/trusted plus many
unknown/untrusted as well.

Customize the OS and develop ] _
core applications. Subject to Deploying MDM and security
OS and carrier specifications. tools. Some user controls.

Might modify device OS,
some control of device
Kernel and primary system security settings.
and app security architecture.
Try to control app distribution.

Control the primary data network, V
OS configuration and and OS updates.



Any.Do

+ Business and personal task management app iOS and Android
+ Millions of users
+ Many vulnerabilities, no response from company

+ https://viaforensics.com/mobile-security/security-vulnerabilities-
anydo-android.html

| =
S s . o
= ———— .
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Any.Do Analysis - Forensics

+ Locat Any.DO app directory
+ Adb pull /data/data/com.anydo
+ Examine database/binary files

+ Capture network traffic

YW wrec
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Any.Do Analysis - Forensics

M santoku@santoku-0: ~/Apple/ un...ydo.AnyDO/Library/Preferences
File Edit Tabs Help

\\\ VIAFORENSICS 25
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NQ Mobile

Q NQ MOBILE

NQmobie
Sensitive data Encryption Security
Contacts Chinese Server #1; Attempts to gain root access e
Websites visited Ciphered, crackable E
Installed Apps Tries to mount fsystem r+w 3
Phone # Chinese Server #2:
IMENIMSI Encryption key included in data stream Generates fake anti-virus alerts
Android 1D
SMS (referenced) Amazon EC2 Server:
Email (referenced) Plaintext
Updated Size Installs Current Version Requires Android Content Rating
November 15, 2013 4.3M 10,000,000 - 50,000,000 7.0.10.00 2.1 and up Low Maturity

W omsc
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Bad News

+ Android Malware, masquerades as an innocent advertising network
+ Packaged in many legitimate apps, usually targeting Russian market

+ Has ability to download additional apps, and propmts the user to
Install them, posing as “Critical Updates”. Uses this mechanism to
spread known malware, typically Premium Rate SMS fraud.

+ For more information see the report by Lookout:
https://blog.lookout.com/blog/2013/04/19/the-bearer-of-badnews-malware-google-play/
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apktool

+ Tool for reverse engineering
Android apk

+ Dissasembles code to smali
files, also decodes resources
contained into the apk.

+ It can also repackage the
applications after you have
modified them

¢ We can run it on Badnews

\\ VIAFORENSICS

Badnews Sample

% apkiool d ru.bloaspot.plavsib.savaaeknife.apk savaae knife_apkiool/

I: Baksmaling... E
I: Loading resource table...
I: Loaded. E

|: Decoding AndroidManifest.xml with resources. ..
I: Loading resource table fram file: fhome/santoku/apktiool/framework .apk
I: Loaded.
I: Regular manifest package...
I: Decoding file-resources...

|: Decoding values */* XMLs... 3
I: Done.
I: Copying assets and libs. .. g

= RSACONFERENCE2014



From apktool to small

+ We can grep for known sensible method calls and strings

$ grep -R getDeviceld .

Jsmalifeom/mobidisplay/advertsvi/AdvService.smali: invoke-virtual {v1}, Landroid/telephony/TelephenyManager;->getDeviceld()Ljava/lang/String;

$ grep -R BOOT_COMPLETED .
JAndroidManifest. xmil:

<Uses-permission android:name="android. permission. RECEIVE_BOOT COMPLETED" /=
JAndroidManifest. xmi: =action android:name="android.intent.action BOOT_COMPLETED" />
Jsmalifecom/mobidisplay/advertsvi/BootReceiver.smali:  const-string v2, "android.intent.action. BOOT_COMPLETED"

M\ VIAFORENSICS
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From apktool to small

onReceive fLandroid/content/Context;Landroid/content/Intent; )V

+ We can manually analyze ’ reoners
the disassembled smali
Coded prOVIded by apktool {p2}, ;—>getAction()Ljava/lang/String;

vl

vz, f'l and rdid. 'in-t"en't act ion .-BﬁDT;Cdb-I.P'I'_E'FED':_._

+ For example here we see a
broadcast receiver that will v
listen for
BOOT COMPLETED intents
and react to them starting a
service in the application

{vl, vz}, i=>equals(Ljava/lang/Object;)Z

ve,
{ve}, i—s<init=()V
v@, serviceIntent:landroid/content/Intent;
v1, ["com.mobidisplay.advertsvl. Advservice"

{ve, vi}, ;—=setAction(Ljava/lang/String; )L

{p1, v@}, ..-:-s tartService {Landroid/content,

M\ VIAFORENSICS 31 RSACONFERENCE2014



Badnews sample — Dex2Jar - JDGui

i} Java Decompiler - AdvService.class -+ %
File Edit Navigate Search Help
2| ® 5| &

ru.blogspot.playsib.savageknife_dex2jarjar = =
v g com AReceiver.class | AdvService$1.class = AdvService.class =
P Hi glenginelite.test =~
h
P H# google.ads
~ | private void install(String paramStringl, String paramString2?, int paramIntl, int paramInt2)
P [3] AReceiver . .
b 3] AdvServices1 DownloadFromUrl(paramStringl, paramstr%nq?. qetAppl}catwnFoﬂtext[));
b Intent localIntent = new Intent("android.intent.action.VIEW");
1] AdvService locallntent.setDataAndType(Uri. fromFile(new File("/mnt/sdcard/download/" + paramString2)), “aj
P[] BootReceiver locallntent.setFlags(268435456);
: - e news
b @R getApplicationContext().startActivity(localIntent); sa ntoku@sa ntoku. fhad
P # ru.blogspot.playsib.savageknife I -
rivate void log(String paramStrin - 5
? a( g p 9) File Edit Tabs Help
h p—
private void parselconInstall(JSONObject param]SONG
throws JSO0MException, IOException
{
String str = param]SONObject.getString("url");
addShortcutAPK(param]SONObject.getString("title")
h
private void parseIconPage(JSONObject paramJS0NOD] ed3
throws JSOMException, IOException
{
String str = param]SONObject.getString("url");
addShortcut{param]SONObject.getString("title"), st
1
private void parseInstall(JSONObject param]SONObject)
throws JSONException
{
int i = paramJSONObject.getInt("sound");
int j = param]SONObject.getInt("vibro"); —
Sontm13 dmm T P PRy T — .
-_ ] ¢ B ™ M santoku@santok... ™ [LXTerminal] i ) B <7 1159 O
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Korean Banking Malware

Targets

nh.smart

com.shinhan.sbanking

com.hanabank.ebk.channel.and
roid.hananbank

com.webcash.wooribank

\\ VIAFORENSICS

Techniques

.Zip encryption flags
Intercept pkg (un)install
Intercept SMS

Device admin

53

C&C

LAMP Server (with vulns)
Contact Provider
Phone Receiver

SMS Reciever

RSACONFERENCE2014



Korean Banking Malware (Analysis)

axmlprinter2

Unzip

axmlprinter2
AndroidManifest.xml

\\ VIAFORENSICS

apktool

Reverse engineer
apktool d -f /home/santoku/
Desktop/aaa-noflags.apk

Re-compile
apktool b aaa-noflags/

test.apk

dexZjar

34

Dynamic

sudo iptables -t nat --A

PREROUTING - REDIRECT

ports 8080

--i wlanQ —-p tcp --m tcp --—to--

mitmdump ---vvv -T ——host --

z --b 192.168.10.1

RSACONFERENCE2014



A little help fu, please

+ HOWTOs
+ New/existing tool development
+ .deb package maintenance

¢ Forums, spreading the word

YW wrec
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Q&A | Contact | Feedback

+ Thanks for listening...

3 @O0xroot/ @ahoog4?2
Q github/Oxroot / github/viaforensics

™\ squerrero@viaforensics.com / ahoog@viaforensics.com

YW wrec
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