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Who are we? 
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Point of sale, PCI and criminals 
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PCI-DSS   

 Set of requirements designed to ensure that merchants process, 
store or transmit credit card in a secure environment.  
 

 Credit card data must be encrypted if it is stored. 
 

 Credit card data must be encrypted when transmitted. 

 

 The data is briefly in plain-text in volatile memory (RAM). 
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Years in the making 

 2009 
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Sensitive Cardholder Data 

 

 

 

 

 

 

 

 https://www.pcisecuritystandards.org/smb/why_secure.html 
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Magnetic Tracks 

 

 

 

 

 

 

 

 Source: http://www.q-card.com/support/magnetic-stripe-card-standards.asp 
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Track 1 Format 

 

 

 

 

 

 

 

 Source: http://www.q-card.com/support/magnetic-stripe-card-standards.asp 
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Track 1 Example 

 

 

 

 

 

 

 

 http://www.gae.ucm.es/~padilla/extrawork/magexam1.html 
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Track 2 Format 

 

 

 

 

 

 

 

 Source: http://www.q-card.com/support/magnetic-stripe-card-standards.asp 
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Track 2 Example 

 

 

 

 

 

 

 

 http://www.gae.ucm.es/~padilla/extrawork/magexam1.html 
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Stolen. Now what? 

 Track 1 & 2 data can be used to duplicate a Credit Card.  

 

 Stolen card data is usually bought & sold in batches to the highest 
bidder typically in other countries. 
 

 Cards are sometimes used to buy gift cards which are redeemed for 
money in order to reduce usage of the card. 
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Troj/Trackr-*  

 Umbrella detection name for all PoS RAM scraping malware detected 
by SophosLabs. 
 

 Includes: Alina, Dexter, VSkimmer, Kaptoxa, Chewbacca, etc.   
 

 In a nutshell Troj/Trackr-* steals payment data from the RAM of PoS 
systems.  
 

 Installs on a backend Credit Card processing server/system. 
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Troj/Trackr-* variants 

 Basic version (not packed, only scrapes RAM). 
 

 Complex version (adds socially-engineered filenames, network 
functionality, bots, packed etc.) 
 

 Installed DLL version (the DLL is registered as a service and 
performs the RAM scraping).  
 

 Multi-component 
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Troj/Trackr-* installation 

 Social Engineering? Phish? Exploits? Inside job? 
 

 GPO/SCCM? 
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Troj/Trackr-* cogs & wheels 
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Troj/Trackr-* cogs & wheels 
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Troj/Trackr-* exfiltration 
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Troj/Trackr-* exfiltration 
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Troj/Trackr-* exfiltration 

27 



#RSAC #RSAC 

Troj/Trackr-* exfiltration 
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Troj/Trackr-* exfiltration 
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Anatomy of an Attack 

 Majority attacks observed are multi-component. 
 

 Regular Admin tools (or PUAs) may be used to traverse/map the 
network as well as ex-filtrate data. 
 

 The RAM scraper most likely will be a small component. 
 

 We now look into a PoS RAM scraper attack that we saw against a 
hotel: 
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Anatomy of an Attack 
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Anatomy of an Attack 

32 



#RSAC #RSAC 

Anatomy of an Attack 
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Who does PoS malware target? 

 Anyone with a 

 

 

 

 

 

 

 http://www.xylibox.com/2012/03/pos-carding.html 
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Who has been victimized by Card Data Theft? 

 

 

 

 

 

 

 

 Source: http://techland.time.com/2013/12/19/the-target-credit-card-breach-what-you-should-know/ 
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Who does Troj/Trackr-* target? 

 

 

 

 

 

 

 

 Statistics collected using Sophos Live Protection 
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Where does Troj/Trackr-* strike? 

 

 

 

 

 

 

 

 Statistics collected using Sophos Live Protection 
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Popular filenames 
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Troj/Trackr-* Industrialization 
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Troj/Trackr-* Industrialization 
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Troj/Trackr-* Management System 
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Remediation 

 Strong Passwords – change defaults 

 Updated PoS applications 

 Updated/Patched OS 

 Install a Firewall 

 Use Antivirus 

 No remote access 

 Restrict access to Internet 
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Remediation 

 Updated PCI-DSS standards? 

 

 

 

 

 

 

 http://www.dbs.com/newsroom/2010/press1000629_NewPOSBEverydayCard.jpg 
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Questions? 
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Come see us at booth 
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