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User Risks

+ Generally don’t have simple technology solutions
+ Incidents prompt us to ask “They Did What?!?”

¢ Are the results of user behaviors

Security

Ignorant

(victims)

Move this bar!

‘People’

~ fiserv. -
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User Risks Are Not Often On Our Radar

Catastrophic

High

Medium

Low

L
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These events are

happening as we speak —

and are enabling larger
ones

_ hiserv.
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My Top 8

¢+ Removed obvious risks. Focus on:

Focus Areas

+ Overlooked

Security

+ Oversimplified Phishing Data Loss

Program

¢ Underestimated
+ Low Priority

+ Not anyone else’s responsibility

) Risk & ! t
%" S SIbas fiserv.

fiserv. 5
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1. Social Engineering Users may not identify external threats, or
and Phishing: exercise healthy skepticism, resulting in

compromised systems

_— W
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Cyber-Criminals are ‘Knocking’ e

Test
&2 Brendan Walsh via LinkedIn to

27 Michael Seifert (2 minutes ago) show details

‘Fake’ — Phishing Email

_ Linkedln
Donna Klng has sent You a message Brendan Walsh has sentyou a message.
. . L. o, . Date: 7/17i2012
& Donna King via LinkedIn to =7 mikejseifert-yahoo.com via LinkedIn (7 hours a Subject: Test
This is & one line test message

Linkedln Wiewdreply to this messade

Donna King has sentyou a message.
Adjust vour message settings

Date: 071772012
Learn why we included this

You have 1 unread message from Donna King
http i linke din. comimus-trik?trikact=viewtlemberProfile&pk=member-h

Viewireply to this message

Adjust your message settings

N

http://188.65.115.136/ ~chutne 33/ walcott.html

RSACONFERENCE2014
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Phishing - Facebook

IR rocebook haps you connect and shars with the pecple in your e,

Login
To
= p— 1ag In to see Y
(=1 =
Send
(=1

Subject: Fuvi: Mark Jameson ta 3

From: connect@faceblock-friend.com [mailto:connect@faceblock-friend.com
Sent: Friday, April 27, 2012 3:27 PM

To: Walsh, Brendan

Subject: Mark Jameson tagged a photo of you on Faceboaolk

. 18% clicked thrc')ugh'
to this fake site

See phots « 8% entered their
login credentials

Mark Jameson added a photo of you.

brendan wralshi@fiserv.com

 fiserv. 8
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Phishing — Mailbox Quota

To:
Subject: Mailbox Size Limit

Artention Emplovee;

Your email mailbox is at or near it's size limit. If vou would like to request a higher size
limit. please access the link below and complete the request form.

Click here to access now.

If vour login doesn't worly
resolve the issue.

Thanks.,

Jim Garvens

ﬁ Please consider the environme

e W [ « 11.4% Clicked through to fake
itdept493@marketing38493.com &

~ website
7% Submitted form

“Yes, please increase my mailbox size. My manager is copied on
this email thread. Thank you!!”

“Approved.” (reply from above’s manager)

 fiserv.

rrrrr
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RSACONFERENCE2014




Effectiveness is Alarming and Evolvmg

ent Man 2/10/2014 1:19 P
Tar Wi “ e, Dsioli " ST
co
I h | d f f t l I Subject: Fii; [SEND SECLIRE] Wishing - CONFIDENTIAL INTERNAL: NON-FISERY DISTRIBLTION PROHIEITED:

ER&Hh b notified of avishing attempt on 3 Fis mobile device, The caller asks the iate to
+ Per 2013 vendor testing stats in e “ff’f T
- : \srlnt::ﬁisgjre:‘ please contact e " e - in gR&g Forensics
small/medium FI' s, average response o

IP: 186,

rates exceed 60 %: PhishLine. e

Zitmo-{Zeus-i h MI:-I) dSPITMO(SpyEy -In-The MI:-I) spec f Ilyd g ed for
Banking s Hwar/ apps. Also, never, under any circumstance Jailbre k Fiserv devi

+ Employee surveys
+ Mailbox quota exceeded

+ Company social events (company picnic,
motorcycle ride and runs)

+ RIisks are evolving (QR Codes, text .
messages, apps, and others) eeee—————————————

* Stats do not represent Fiserv testing
fI_SEI'V. _ RSACONFERENCE2014



1. Program and Control Considerations

+ Incident response processes to block

phishing and malware sites @
¢ Standardize associate communications 2, Immediately forward the email, report
the voncernall or text message to
«+ Digitally sign communications e o e

+ Content and SPAM filtering

fiserv. .
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1. Education and Associate Engagement

+ Make it personal

+ Does this message, in this
context make sense?

+ Try reactive approach

+ ldentify and report

fiserv.

12

You’ve been phished!

Fortunately, this was only a test by Fiserv and not a malicious attack.

Phishing is a deceptive and very simple method of performing a cyber attack. Phishing attempts are intended to trick you inio
doing something unsafe that usually results in divulging potentially sensitive information or infecting a computer or network.

Please note that identifying information about you is not reviewed as part of this test. This test is part of our continuing
education on the very serious computing risks that we face each day. If this were a true phishing atiempt, your actions could
adversely impact both you and Fiserv.

For more information please see the following:

- Review the Phishing section of the Acceptable Use and Secure Computing Standards found on Mainstreet
- Review the Phishing Awareness page on Mainstreet
>Enterprise Risk & Resilience - Home
>Enterprise Security and Control Standards
=Security Awareness Training
=Phishing Awareness
- Review the pointers below to better educate yourself on how you could have determined that this email was suspicious

If you have additional questions about this or phishing risks, please contact your business unit's Information Security Officer.

We apologize
We asmure

Regards

The Linkedin

RSACONFERENCE2014



2. Insiders Knowledgeable insiders will attempt to
circumvent or disable controls

= ¥ e
RSACONFERENCE2014

 fiserv.




A Control ‘Environment’

Effective controls have
dependencies and are
‘complimentary’

The ‘Basics’ are
essential!

‘Bad guys’ look for
opportunities

_ fiserv.

Prevention

Change
Management

Workstation
and End
(VY=1¢
Controls

14

Secure App
Development

System
Configuration

Call Centers
and Support

Monitoring

Access
Controls

Patches and
Updating

RSACONFERENCE2014



Data Loss Control Dependencies

Enterprise DLP Program Elements

General Control m—
Environment

. Code of
PO'IC‘y Conduct

Mobile Messaging Metwork Cloud/SaaS Encryption

Workstations/ Data Knowledge Removable
Laptops Classification Management Media

Physical Media Intranet Printing/Paper Database Web Access

Yendors

Controls and
Processes

Workstationss Data Krnowledge Rermovable

Laptops Classification Management e dia
Physical Media Intranet Printing/Paper Database %veb Access \

“endors Assurance Functions

Detection

DLP Tool’
Capahilities

i

 fiserv.
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Understand Data Movement ‘Channels’

Network Access Cloud Storage Mobile Webmail

USB Devices Browser A Browser B

16 flsen’ — RSACONFERENCE2014




Apply Controls

Network Access Cloud Storage
P :
=y
@
[
|

Mobi!e Webmail

7
I ~ |
[ ] I L |
) < FTP
USB Devices Browser A Browser B

_ fiserv.
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Standardize and Monitor

—

Network Access | Blecked

@ W: Potential policy violation detected
I In accordance with Fiserv security policy, certain operations
~ using Google Chrome such as file uploading have been
| disabled. These operations must be performed using

Internet Explorer or other standard applications.

Search for "DLP FAQ" in Mainstreet for mare information
about this policy.

Standard
Browser C

. ‘
L%
Removable Storage™ Browser A ~ Browser B

RSACONFERENCE2014
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2. Program and Control Considerations

¢ Robust Data Loss Prevention

+ Monitor controlled ‘channels’ for data 2013 YTD - Number of Incidents
and Category Percentage of
movement, block or disable everything else Total

1%

email accounts

+ Thorough and continuous gap assessments
+ Personnel controls
+ ‘Layers’

+ Workstation and device security configurations

 fiserv. -
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2. Education and Associate Engagement

+ Don't ‘'understate’ your detection capabilities
+ Closely guard monitoring capabilities and gaps
+ Train security and technology associates on controls!!!

+ Train users on approved ‘channels’

+ Equip users to educate third parties on requirements

Preventing Data Loss
10 Habits to Protect Information

Preventing data loss is the responsibility of all associates. Leamn 10 key habits
for responsible computing and preventing information loss at Fiserv.
Visit: Ma

it:

_Risk &7. act _ _ ](ISEW,

 hiserv. .
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3. Data Proliferation User actions and poor business processes
contribute to the proliferation of company

data (removing data from system of record)

_— W
RSACONFERENCE2014
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How Is Information Really Handled?

Transferred to
Other Users

| Exported
Dataset

End User’s PC

Controlled System
of Record

~ fserv. 2




3. Program and Control Considerations

+ Keep information in its original, controlled system of record
+ Restrict access for data exports

+ DLP ‘Discover’ capabilities

B ===

The file \} \Home\chart\NE 4.0 CUs\New MB4\ 4510688 consumer_test 20131209.txt has been quarantined  +
by Fiserv DLP in accordance with corporate data security standards.

File Edit Format View Help

Please contact the data owner if you have questions.

 fiserv. .
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3. Education and Associate Engagement

+ The best way to ‘secure’ data is to not have it in the
first place

+ Don’t create, don’t duplicate, destroy

~ hserv. -
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4. Discretion Users do not properly identify sensitive data
or apply appropriate discretion in their

information handling practices

_— W
RSACONFERENCE2014
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Discretion Applies to All Actions

Transmission Generation

Disclosure Storage

_ | s W iRsC
: vgaﬂflsew- _— , RSACONFERENCE2014




4. Program and Control Considerations

+ Data classification and labeling system
+ Monitor data movement systematically (DLP)
+ Automated controls: labeling

Fiserv Data Classification

In order to protect our confidential information, it must first be identified.
All confidential 1 should be classified and labeled
s0 ot )

Risk & Impact fiserv. §

 fserv. 2
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4. Education and Assocliate Engagement

+ Make issue personal
+ Appropriate data usage, labeling, storage and handling
+ Know and understand who you are disclosing information to

M Fiserv classifies confidential
B information in three ways:

- ~——

28 ACONFERENCEZOM



5. User Entitlement Users feel entitled to any information/data
they can access. If it can be accessed, it will

be abused

_— W
RSACONFERENCE2014
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Data...at the mercy of your users

~ « Common DLP Incidents

: W msc
fiserv. , RSACONFERENCE2014




5. Program and Control Considerations

+ Fast, effective incident response Extra Benefits!
: Phishing Response
¢ Effective access controls
Rates
+ Data Loss Prevention and monitoring page Views
programs
+ Digital Rights Management
General Negative Positive DLP
Population Reputation Reputation Violators

 hiserv. a1
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5. Education and Associate Engagement

+ Training on Acceptable Use Policy (security awareness)

+ Monitor for, summarize and train on common risky behaviors

4
& i

Be aware of where consumer
data resides

Could the vendor/ client also
be a competitor and are
you oversharing?

- fiserv.

32
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6. Separate Work and Users intermingle personal and work
Personal computing resources magnifying the impact

of other risks

= ¥ s
RSACONFERENCE2014
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- End User’s Computing Universe
| B Outlook | ; ' @

RSACONFERENCE2014


Presenter
Presentation Notes
Applications and services have also become ‘greedy’ for data. 


Go Old School

B= Outlook
B> SharePoint

RSACONFERENCE2014




6. Program and Control Considerations

include our approved computers, '“o"-warc,
s, networks and emall systems

The of : sets to conduct company business |

e
raIJ| r"e anece aryt nce around oul r

fiserv.

Restrict corporate data to corporate

assets 11:05

Monday, November 18

‘Containerize’ data on mobile devices
Removable media controls

Block or monitor cloud services and
webmail

= RSACONFERENCE2014



6. Education and Associate Engagement

I ‘ + Segregate business and personal info

+ Understand approved technologies and usage
policies

+ Know who to go to with questions

Information Securnity Officers

Fiserv Inf ‘orma t S rity O rs (ISO) are your local |
experts on Fiserv t\ po d standards, and h nu.'he'y‘
ppl\t ur bus Th\CpIy wvital role pt cting o

:)mptgft1 and informatiol
Qet to know your ISO

Visit:

- T =

37 ACONFERENCEZOM



7. Millenialization User consumer computing behavior and
demands are driving business technology

use-cases, preferred tools and product
features

_— W
RSACONFERENCE2014
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Convenience Prevails Over Control

MS Office |

Account

User Information

H . Connected Se;vices:

Sign out
Switch Account

Office Background:
No Background

Office Theme:

Connected Services:

rb‘ Storage
£ Store your documents in the cloy)
to them from almost anywhere

lril Other Sites

o

E

Storage
Store your documents in the cloud and get  *
to them from almost anywhere

B> Office 365 SharePoint
& SkyDrive

Other Sites

Sign in with your Microsoft account to insert *
images and videos from your favorite sites.
Office Store

Sign in with your Microsoft account to use  *
apps from the Office Store,

155 Sign in with your Microsoft account to insert ® |

images and videos from your favorite sites.

Office Store

Sign in with your Micresoft account to use
apps from the Office Store.

»

—— —— ——

 fiserv.
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= AirDrop
i || Share instantly with pecpis nearty. f thay
do not appear automatically, ask therm to

open Conter and turn on Arinos.

¢

Open n

Cloud | Search |

Un3 I_

Modifi| b= Box S

1/2720] g CloudMe 5
Dropbox

Google Drive

U o+

SkyDrive

Open in Open in
Dropbox. Evernote Google Drive
Cancel
—
S

v W o
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/. Program and Control Considerations

+ Continually assess your environment
+ Control workstations and mobile devices via policy

+ Only permit assessed and approved software/services

( Winzip (S |

; The cloud service has been disabled

ILL)

Your administrator has restricted the use of this
cloud service,

fiserv. -
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/. Education and Associate Engagement

+ Consult with security professionals prior to utilizing services

+ Differences between work and personal information security

imperatives
| ’ ‘ , zb: g '
v 7.
— fl&e{v"" = RSACONFERENCE2014



8. Enforce Standards User ignorance, neglect or circumvention of
security standards/policies will undermine

strategy and comprehensive, layered
security approaches

_— W
RSACONFERENCE2014

 fiserv.




The Fiserv Model - Standards and Policies

Security and Control
Standards

hserv |

hiserv.

Acceptable Use and

Secure Computing Enterprise Security
Standards* Awareness Training

hserv |

hserv |

Code of Conduct
and
Business Ethics

hserv |

fiserv. fiserv

fiserv.

—

SN
\ Security and‘.‘ /

Controls Policy

* Summary document of

relevant standards and
policy items directly
impacting end-users and
secure computing
behavior

fiserv.

* Significant input from

fiserv. .
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Exceptions and Accommodations

Productivity or Vanity?

YW wrec
 fserv. “ /:WON;FERENCW



8. Program and Control Considerations

+ Enterprise standards program

+ Require compliance and align with =
aUditOFS I’egulators etc. Poor computing decisions and

violations of Fiserv policy are

+ Strong ‘Tone at the Top’ taken seriously

+ Have conseguences for non-compliance

+ Robust, objectives-based exception T
process

+ Segregate environments if necessary

 fiserv. .
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8. Education and Associate Engagement

+ Understand and utilize
your program

B Data is the Target

20 billion transactions every year

+ Importance and benefits

o o Exposure risks exist for information i
2 2 Secu 00148 Transactions | m""

+ Negative event stories e Movement O
: E hy s Transfers
with a personal twist e nanes

Access activities
: Data Lifecycle o0:46
i i1t mpadt Of An .. 00: Complex communication ‘ecosystems’
+ Leaders setting a positive r— oPox comminicatn ecosy:
Rizk :
Security is Essenti... 0&:17
example

Out of Fiserv control

 hiserv. -
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Conclusion — Essentials for Risk Management

1. Fast, effective incident response

>, Education — what, why and m

conseguences ._{p = Culture
5. Understand controls, focus on .m
objectives N - Habitual
. Expectec_i
s, Standardization .
- - : e Accountability
5. Never ‘assume’ anything - Moving the ‘bar’
e« Cohesive

 fiserv.

RSACONFERENCE2014




RSACONFERENCE2014

FEBRUARY 24 - 28 | MOSCONE CENTER | SAN FRANCISCO

Mike Seifert

W:. mike.seifert@fiserv.com
P:. mike.seifert@nym.hush.com
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