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Agenda 

 Banking Trojans vs. Web Fraud Detection 

 How To Protect Web Fraud Detection Code? 

 Web Obfuscation Usage By Exploit Kits 

 Applying Obfuscation To Web Fraud Detection Code 

 Banking Trojans “Fight Back”  

 Leveraging De-Obfuscation Algorithms in Web Scanning Security Products 

 Demos 

 Summary 
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Today’s Adversarial Relationship Pairings 
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Banking Trojan 
Overview 
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Common Financial Fraud Lifecycle 
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Banking Trojan Prevalence in 2013 
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The State of Financial Trojans 2013 - Symantec 
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Zeus “webinject” Entry: ATM PIN Phishing 
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Live Demo: Zeus “webinject” Phishing 
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Web Fraud Detection 
Overview 
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An Overview of Web Fraud Detection Methods 

Fraud Detection Methods Browser Fingerprinting 
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 Device Fingerprinting 
 Web Page Integrity 
 GeoLocation 
 User Behavior 
 Browser API Monitoring 
 Local Data Storage Protection 
 Secure DNS Checking panopticlick.eff.org 
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An Overview of Web Fraud Detection Methods 

Fraud Detection Methods Detecting In-Flight Page Changes 
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 Device Fingerprinting 
 Web Page Integrity 
 GeoLocation 
 User Behavior 
 Browser API Monitoring 
 Local Data Storage Protection 
 Secure DNS Checking 

http://www.cs.washington.edu/research/security/web-tripwire.html 



Web Fraud Detection 
DEMO 
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Example Fraud Detection JavaScript 
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Fingerprint.js: Browser Characteristics Checked 
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Fingerprint Hash Beaconing: Chrome Dev Console 

16 



#RSAC 

Demo: Device Fingerprint Execution 

17 



#RSAC 

Web Tripwire XMLHttpRequest 
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Demo: Web Tripwire Hash Validation 
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Updated Zeus “webinjects” Configuration:  
Removes Fraud Detection Code from HTML 
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Zeus Strips Fraud Detection JS Code from HTML 
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Exploit Kit Overview 
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Exploit Kits 
 Serve as malware distribution mechanisms 

 MaaS “Malware As a Service” 

 Provide rich configuration and reporting 
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Exploit Kit Prevalence (Q4 2013) 
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Malicious Links 

 Cybercriminals inject malicious iframe links to 
compromised web sites or to malicious web sites 

 Then use malicious spam campaigns with links to 
those sites or wait for normal web traffic  
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Victim Visits Infected Website 
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Malvertising Infection on Yahoo 

Image credit: hitmanpro blog 
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Use of Multiple Vulnerabilities 

• Typically attempt to exploit multiple 
vulnerabilities in different applications 

o One vulnerability suffices for infection 
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Using Obfuscation 
• Obfuscation fails most static 

analyzers 
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Exploit kit code  

The same code, obfuscated 

Obfuscation 
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Similarity of Challenges 
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Obfuscation 

Leveraging Cybercriminals’ Tactics 
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Using Exploit Kit 
Obfuscation for 

Defense 
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Applying Obfuscation to Defensive Code 

• If cybercriminals can 
protect their code with 
obfuscation, why can’t legit 
sites do the same? 
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Use of Obfuscation for Legit Code 

 The idea in general is not new 

 Suggested in the past for 
 Hindering hacker attacks 

 Protecting Intellectual Property (IP) 

 Also used by some applications (e.g. Oracle’s Java 
cryptography code) 

 Similarly, some bank sites are pure Flash  

 Here we discuss using techniques from malicious code 
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Using Exploit Kit 
Obfuscation 

DEMO 
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Using Exploit Kit Obfuscation Code: CryptJS 
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Using Exploit Kit Obfuscation Code: CryptJS 
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New Obfuscated HTML 
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Still Functionally Equivalent Code 
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Zeus “webinjects” No Longer Work! 
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The Arms Race 
Continues… 
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Financial Motivation Drives Innovation 
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Obfuscation 

Leveraging Cybercriminals’ Tactics 
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New “De-Obfuscation” Flag (O) Added to Zeus 
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Modified Zeus “httpgrabber” De-Obfuscation Code 
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Zeus De-Obfuscation 
DEMO 
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Modified Zeus Decodes, Removes and Injects 
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Leveraging De-obfuscation Algorithms 
 De-obfuscation algorithms show clear text  

 Sometimes they are complicated and dynamic 

 Malware authors may come up with more efficient 
algorithms 

 Why won’t we leverage their creativity again?? 

 We can reverse engineer the malware and identify the 
de-obfuscation algorithms 

 We can now use these de-obfuscation algorithms in 
security products that scan web pages (SWG, AV, 
Firewall…) 
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Obfuscation 

Leveraging Cybercriminals’ Tactics 
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Polymorphic Variable Names 

The Lifecycle Continues 
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Using Polymorphic Variable Names 
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Summary 

 In addition to fighting cybercriminals’ techniques, security vendors 
can also leverage them in some cases for better protection 

 Algorithms from one cyber gang can be used to protect against 
malware from another gang  

 It is an iterative process 

 More research is welcomed 
 Identifying other similar scenarios 

 Considering the ethical and legal aspects of this concept 
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Q&A 
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