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What is a CSIRT?

+ Ateam of security experts within an organization whose main focus is
to respond to computer security incidents, provide the necessary

services to handle them and support the organization to quickly
recover from security breaches.

+ ldeally CSIRTs should be a regular and prominent part of doing
business; not just a siloed effort relegated to the IT team.
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Ponemon Study:. Key Findings

+ CSIRTs are ill-prepared to respond to cyber threats.

« Investment is critical for effective cyber incident response
programs.

+ Management is largely unaware of cyber security threats.
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Do you anticipate a material security breach in the
future?

11%

12% - Yes in more than one year 31%
12%

11% - Yes within the next year

- 16% - Yes within the next 6 months
1
- 30% - Yes within the next 3 months 6%

31% - No
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Do you have a fully functional CSIRT?
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How many employees are dedicated to incident response?

Full Time Part Time
10+ I 2% 10 + . 5%
6-10 11% 6-10 23%
2-5 14% 2-5 44%
: 28% : 16%
[
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How frequently do you assess the readiness of your
Incident Response team?

6%

On an ongoing basis 12%

- On a quarterly basis

On a semi-annual basis 14%

29%

On an annual basis

21%

18%
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Does your organization use metrics to measure incident

response effectiveness?

60% |
55%
50% 50%
46%
42%
40%
30%
20%
10%
2 A%
sz
o Yes No Unsure

I Metrics to measure IR effectiveness

[] Metrics to measure detection & containment of incidents
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65%

MTTF

56%

23%

23%

4%
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Do you have a PR and Analyst Relations plan in
place In the event of a breach?

2%

23%

Yes

T

Unsure
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Are you sharing threat intelligence?

Information is neither received
nor shared

Information is received from
sharing partners but not shared
with them

Information is shared with law
enforcement or other
government entities

Information is shared with
various CERTs

Information is shared
with industry peers
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Frequency of Cyber Threat Briefings?

IT management 91%

Compliance / Audit 64%

51%

Office of general counsel / legal

50%

Human resources

Risk management 49%

Threat briefings disseminated
broadly within the organization

24%

20%

Executive management

12%
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What percentage of your security budget is spent on
Incident response preparedness?

50, 2% 1%

- More than 50%
B - 0 50

El 21%to 30% 2008
- 10% to 20%
I:lLessthan 10% 18%
Increased
Decreased 45%
- Stayed the same
Cannot determine 34%
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How to get respect

+ Make it a priority to build an incident response team consisting of
experienced, full-time members

+ Assess the readiness of incident response team members on an
ongoing basis.
+ Table top exercises are a must; Include your service providers

+ Create clearly defined rules of engagement for the incident response
team.

+ Have meaningful operational metrics to gauge the overall
effectiveness of incident response.

+ Get the support and endorsement of a senior executive c-———’
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More respect

+ Translate the results of these measures into user-friendly business
communications.

+ Involve multi-disciplinary areas of the organization in the incident
response process.

+ Share results from the news surrounding other breaches/responses.

+ Invest in technologies that support the collection of information to
identify potential threats.

+ Consider sharing threat indicators with third-party organizations to

foster collaboration. -
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To obtain a copy of our report:

~~~~~~~~ Cyber Security Incident Response: Are we as prepared as we
, think?

please visit:

http://www.Lancope.com/Ponemon-incident-response
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