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The Third Computing Era

Security Could Hamper the Transformational Benefits of Cloud Computing
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Concerns about public cloud hosting

Concerns about security and compliance with PCl and other standards in
public cloud hosting environments remain high.

Level of
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Goals of this Session

+ ldentify threats
¢ Discuss risk

+ Explore mitigations
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The Cloud Security Allilance “Notorious Nine”

v i
©OMA

+ CSA periodically surveys industry Top Threts Workig Group
experts to identify top cloud computing The Notorious Nine
threats Cloud Computing Top Threats in 2013

¢ First report published in 2010

¢+ Seven top threats

+ Most recent report published In
February 2013

+ Nine top threats

¢+ So close to a top ten list...

O Microsoft https://cloudsecurityalliance.org/research/top-threats/ f RSACONFERENCE2014




10. Shared Technology Issues: Exposed Software

+ Some shared code defines the surface area exposed to customers:

+ CPU firmware/microcode
+ Hypervisor

¢+ Web server

+ API support libraries

B Microsoft
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10. Shared Technology Issues

+ What Iif there’s a vulnerability?
InformationWeek s wesee
The A Register’

Data Center Software Metworks Security Policy Business Jobs Hardware Science Bootnotes Columnis

Home  Mews & Commentary  Authors  Slideshows  Video

STRATEGIC CIO SOFTWARE

SECURITY // RISK MANAGEMENT

New Virtualization V
Allows Escape To H'
Attacks

Local privilege escalation vulnerability
products on Xen platferm, would allow
Or access any account, warns US-CERT

Mathew J.
Schwartz

A newly disclosed vulnerability that affects
could allow an attacker to obtain administra
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Lockpicking script prompts al

By John Leyden, 16th May 2008 W Follow :

Key Censiderations for your Platfo

The SANS Institute yesterc

over a vulnerability in the ¢
RELATED  ynderpins Ubuntu.

Security TechCenter

Home Tools Learn  Library  Support

Security TechCenter > > Microsoft Security Bulletin M5124020

Microsoft Security Bullet

-

n MS12-020 - Critical

Vulnerabilities in Remote Desktop Could Allow Remote Code Execution (2671387)

Published: Tuesday, March 13, 2012 | Updated: Tuesday, July 31, 2012

Version: 2.1

General Information

Executive Summary

I

This security update resolves two privately reported vulnerabilities in the Remote Desktop Protoceol, The more severe of these vulnerabiliti
attacker sends a sequence of specially crafted RDP packets to an affected system. By default, the Remote Desktop Protocol (RDP) is not r:r, ’ HRSAC

Systerns that do not have RDP enabled are not at risk.
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10. Shared Technology Vulnerabillities:
The Enterprise Approach

4 Stablllty and SeCUI’Ity are Microsoft Security Advisory (2914486): Vulnerability in ...

technet_ microsoft com/en-us/security/advisory/2914486 =

balan Ced ag ai nSt eaCh Other Nu:u:;:??. 2013 - Vulnerability in Microsoft Windows Kernel Could Allow Elevation of

Privilege. Published: Wednesday, Movember 27, 2013 | Updated: Tuesday, January ...

¢ Assumes InfraStrUCture |S Micr‘asgft Security Bu_llet]n M513-005 - Important ...

technet. microsoft. com/en-us/security/bulletin/ms13-005 ~

Jan 08, 2013 - This security update resolves one privately reported vulnerability in

acceSS| ble On |y by trusted aCtO rS Microsoft Windows. The vulnerability could allow elevation of privilege if an ..

MS14-003: Vulnerability in Windows kernel-mode drivers ...

¢ Corporate and legal mechanisms  sormicrost.comizs i -

Resolves a vulnerability in Windows that could allow elevation of privilege if a user

E . logs on to the system and runs a specially crafted application. An attacker must ...
for dealing with attackers

Microsoft Security Bulletin MS11-034 - Important ...

www.microsoft.com/technet/security/bulletin/M511-034 . mspx ~

Apr 12, 2011 - Vulnerabilities in Windows Kernel . The vulnerabilities could allow
elevation of privilege if an __. subsection for the specific vulnerability ...

M514 002 Vulnerability in Windows kernel could allow ...

nnnnnnnnnnnnn Ft con b/ 7014 3R8 -

Enterprise Multi-tenancy
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10. Shared Technology Vulnerabillities:
The ClOUd RISk Customer A Attacker Customer B
(_ O @

+ A vulnerability in publically accessible £ aa
software enables an attacker to
puncture the cloud

¢+ Breach exposes data of other customers

+ Single incident can cause catastrophic
loss of customer confidence

¢+ Customers (potential attackers) are
anonymous and in diverse jurisdictions

+ New bug classification: “Cloud Critical”
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10. Shared Technology Vulnerabillities: Bottom Line

+ Enterprises and clouds are exposed to this risk AN TAR

+ Clouds are at higher risk of exploitation: o

+ Data from many customers makes it a rich target .

tual Risk
T

+ API surface is trivial to access / o >
My assessment Perceived Risk
+ Clouds are generally better at response:

CSA assessment

+ Their business depends on it

+ Automated software deployment and patching required for cloud scale

+ Breach detection/mitigation necessary for preserving trust

L EVT
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9. Insufficient Due Diligence

+ Many companies are moving to the cloud
and side-stepping IT processes:

+ IT management, auditing, forensics, and
access control systems are designed for on-
premises servers and applications

+ Shadow IT: when business units bypass IT to
deploy applications and store data in the
cloud

¢ Bottom line:

+ |IT must determine how to enable business
units while enforcing corporate governance

+ IT must lead responsible adoption — it's
happening with or without them

Microsoft
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Shadow IT Is Out of the Closet

by Jill Dyche | 11:00 AM September 13, 2012

sl Jin | £ RECIS!

Five years ago, “shadow [T efforts were the dirty little secret of organizations. An impatient ‘

marketing or finance manager would, on the sly, secure some extra budget money and hire a
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8. Abuse of Cloud Services

+ The agility and scale of the cloud is attractive to attackers, too

+ Use of compute as malware platform (Botmaster, DDOS platform)

+ Use of storage to store and distribute illegal content . ;
nterprise
+ Use of compute to mine digital currency H AFtt?Ckgr O
riend M
. IBM NeXtScale System™ . i
ars technlc a :EE: 7=:: F e data center performance AttaCker - _

Powered by the latest Intel® Xeon® proces

MAIN MENU MY STORIES: FORUMS 1}

LAW & DISORDER - CIVILIZATION & DISCONTEN

Harvard supercomputing cluster hijacked to
produce dumb cryptocurrency

Wow. Shibe-faced Dogecoin illicitly mined on lvy League supercomputer. Amaze!
by Lee Hutchinson - Feb 21 2014, 10:08am PST
sooara Jucaic | o7 | @ @
VM
s

Love of money can cause people to do unwise ] .
Hypervisor Hypervisor

things—like stealing time on your university's
resident supercomputer to mine crypto-coins. The
Harvard Grimson is carrying the story of someone
who did exactly that: an unnamed individual who
was discovered using Harvard's Odyssey

B Microsoft
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8. Abuse of Cloud Services: It's Happening

¢ Attackers can use cloud resources and

, RISK MATRIX
remain anonymous -
+ Free trial offers E ®
+ Stolen credit cards g
+ Hijacked accounts - — }
. : - Perceived Risk
+ Bottom line: reputation and COGS risk for
cloud service providers For Cloud Service Providers Only

1] Mi
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7. Maliclous Insiders

+ Many cloud service provider employees

have access to cloud:

+ Developers that write cloud service code

+ Operators that depjoy code

® Data\\\enter operations personnel

X

&

8/
DevOps Ii

Deployer / a

Cloud Operations

Private Network

R

B

Cloud Service Provider
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7. Maliclous Insiders

+ Mitigations: RISK MATRIX

.-""-. 5
+ Employee background checks

Actual Risk

+ Limited as-needed access to production

+ Controlled/monitored access to production Perceived Risk
services

+ Bottom line: real risk that is better understood via third-party
audit/certification

B Microsoft
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Amazon Web Services DDoS Attack
A [ ] ar= [ ] [ ]
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6. Denial of Service: Bottom Line

+ DOS is a significant threat RISK MATRIX

A

+ Mitigations:
-

+ Cloud providers invest heavily In ®

DDOS prevention

Actual Risk

Perceived Risk

+ Non-public applications can be

Isolated from the Internet
_ _ Microsoft taps up Level 3, Equinix, AT&T for
+ Geo-available cloud providers can direct Azure Cloud lines

provide resiliency against many cloud T T T
outage vectors

Evaluating the cost of a DDeS attack
1 Cloud computing is all well and good but it's hopeless if the network connection

between the customer and the data center is useless, so Microsoft has followed in
RELATED Amazon's footsteps by fixing this weakness.
STORIES

Exclusi Redmond's new ExpressRoute service, announced in a blog post on Thursday, will

Xxclusive

Inside Microsoft's Offer dedicated connections to the Windows Azure public cloud: customers' systems ' #RSAC
S
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5. Insecure Interfaces and APIs

¢+ Cloud is new and rapidly evolving, so lots

of new API surface

+ Examples:

¢ Weak TLS crypto

+ Incomplete verification of encrypted

content

Microsoft

4.3 Causes of Cloud Outages by Threat Category

Number of Cloud Vulnerability Incidents by threat category

2 Microsoft

Developer Network

Home Opportunity Platform Connect Downloads Library

Samples

Collapse All

DiagnosticMonitor.AllowInsecureRemoteConnections

" Property

This topic has not yet been rated - Rate this topic

Updated: November 15, 2013

Signing Me onto Your Accounts through Facebook and Google: a Traffic-Guided
Security Study of Commercially Deployed Single-Sign-On Web Services

Rui Wang

Indiana University Bloomington

Bloomington, IN, USA

wangb3(@indiana.edu
Abstract— With the boom of software-as-a-service and social
networking, web-based single sign-on (550) schemes are being
deployed by more and more commercial websites to safeguard
many web resources. Despite prior research in formal
verification, little has been done to analyze the security quality

of 850 schemes that are commercially deployved in the real
world. Such an analysis faces unigque technical challenges,

inclndine lack of access to well-documented neatocols and eode.

Shuo Chen
Microsoft Research
Redmond, WA, USA
shuochen(@microsoft.com

XiaoFeng Wang
Indiana University Bloomington
Bloomington, IN, USA
xwTindiana.edu
extensive commercial deployments as what happen on
today’s web, thanks to the increasing popularity of social
networks, cloud computing and other web applications.
Today, leading web technology companies such as
Facebook, Google, Yahoo, Twitter and PayPal all offer S50

services. Such services, which we call web S50, work
thromeh  the interactions amons  three narbes:  the user

connections to communicate with the storage account.

lassification

ty Incidents: A Statistical Overview
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5. Insecure Interfaces and APIs

¢ Bottom line: RISK MATRIX

M

+ Cloud providers must follow SDL
¢ Customers should validate APl behavior

Actual Risk

Perceived Risk

B Microsoft |
RSACONFERENCE2014




4. Account or Service Traffic Hijacking

+ Account hijacking: unauthorized access to an

account

+ Possible vectors:
+ Weak passwords
+ Stolen passwords

¢ Password reuse

B Microsoft

gs;'f;;é Did the attackers behind the Target breach
hack their way in using access credentials
stolen from the retailer's environmental
systems contractor?

-, |

EWEEK.
InformationWeek ssmsmsams. el

e Shows More

DDoS PROTECTION POWERED BY VES

Home  MNews & Commentary  Authors Slideshows  Video Reports  White Papers  Events In
5

STRATEGIC CIO SOFTWARE CLOUD MOEILE EIG DATA INFRASTRIY
eak Passwords
SECURITY // ATTACKS & BREACHES

] ]

tacks the lowest-hanging fruit:

Target Breach: HVAC Contractor
Systems Investigated

Desktop Protocol on Windows
Hackers may have used access credentials stolen from refrigeration
and HVAC system contractor Fazio Mechanical Services to gain
)

remote access to Target's network. 1 Hvnnonen the chief research




4. Account or Service Traffic Hijacking: Cloud
Infrastructure Threats
+ Account hijacking is not specific to the Cloud, but:

+ Cloud use may result in unmanaged credentials

+ Publically accessible applications/services may allow for brute forcing

+ Applies to cloud provider: cloud support infrastructure is a back door

Attacker @

51

Cloud Operations

B Microsoft
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4. Account or Service Traffic Hijacking: Bottom Line

+ Mitigations:
RISK MATRIX

+ Turn off unneeded endpoints A -

+ Strong passwords

Actual Risk

+ Two-factor authentication ~

Perceived Risk

¢ Breach detection

] Mi
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3. Data Loss

+ There are multiple ways to lose cloud
data: CIO While'ljaDErs '-‘-'ebcastir IlesearchCenterT |on|:5r CIOl:._xecutiveCou

+ Customer accidentally deletes or
modifies it - o

Cry_ptolocker Scambles_U.S. Law Firm's
+ Attacker deletes or modifies it Entire Cache of Legal Files

A small U.S. law firm has bravely admitted losing its entire cache of legal documents to
the Cryptolocker Trojan despite attempting to pay the $300 ransom in a bid to have
them unscrambled

+ Cloud provider accidentally deletes or i

C1 1 Comment
Sat, February 08, 2014
modifies it Bowe = @ 5 @ @ EO - @B

Techworld — A small U.S. law firm has bravely admitted losing its entire cache of legal
documents to the Cryptolocker Trojan despite attempting to pay the 3300 ransomin a

‘ Natu ral disaster destroys datace nter bid to have them unscrambled.
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3. Data Loss: Bottom Line

+ Mitigations: SSK MATRIX
_."-"-, ;
+ Customer: point-in-time backups matter, i i
even in the cloud 2
+ Customer: geo-redundant storage ' : 'dH_ : >

+ Cloud Provider: deleted resource tombstoning

US North (primary) US South (secondary)

B Microsoft
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2. Data Breaches

+ Really represents a collection of threats:
+ Insider threat, vulnerability in shared technology, etc.

+ Ultimately, a company’s main asset Is its data

+ How does a company ensure its data is protected even in the
face of successful breach?

+ Need to look at the threats individually...

~.’

—~———y
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2. Data Breaches: Physical Attacks on Media

+ Threat: attacker gains access to media removed from datacenter
+ Mitigation: cloud provider physical controls
+ Enhanced mitigations:

+ Third-party certifications (e.g. FedRamp)

+ Encryption at rest

[——1

B Microsoft - 14
‘ (R /B\A T /R IEE S RY SR LSS S “L )



2. Data Breaches: Physical Attacks on Data Transfer

+ Threat: attacker man-in-the-middle snooping on data links
L 2 MltlgaUOnS . TOP SECRET/SI/NOFORN

+ Cloud provider encrypts inter-DC links

~; Current Efforts - Google
¢+ Cloud provider APIs use TLS PusLic IntecveT (006 C(Loum.

¢ Customer uses TLS

Enterprise

+ Customer encrypts outside of cloud

F
ﬁ. -
| | ;
| | ’.l
P = € = Crﬁnakq $5L pdded

o, Temoued T
Attacker o ~ 2. R - ¢ loo ey
' hewe.

P SECRET/SI//NOFORN
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2. Data Breaches: Side-Channel Attacks

+ Threat: Collocated attacker can infer secrets from processor side-

effects

LQ

Ka

Hypervisor

VM

LQ

Ea

B Microsoft

& ACM, 2012, This is the authors version of the work. It is posted here by permission of ACM for your personal use_
Mot for redistribution. The definitive verslon is avallable at hitpofdx. dol.orgM0.1145/2382196.2382230.

Cross-VM Side Channels and Their Use to Extract
Private Keys

Yingian Zhang
University of Morth Carolina
Chapel Hill, NC, USA
yingian@cs.unc.edu
Michael K. Reiter
University of North Carolina
Chapel Hill, NC, USA
reiter@cs.unc.edu

ABSTRACT

This paper details the construction of an access-driven side-
channel attack by which a malicious virtual machine (VM)

Ari Juels
RSA Laboratories
Cambridge, MA, USA
ari.juels@rsa.com

Thomas Ristenpart
University of Wisconsin
Madison, WI, USA
rist@cs.wisc.edu

security of eritical computing systems, This reliance stems
from their seemingly strong isolation guarantees, meaning
Lhur dl::hl-\ to gm.unt m.'bL \lrLuaI. umtlu::n (\r ‘\.lz:}l rumn-

https://www.cs.unc. edu/”relter/papers/2012/CCS pdf
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2. Data Breaches: Side-Channel Attacks

+ Researcher assumptions:

+ Attacker knows precise cryptographic code customer is using and key
strength

+ Attacker can collocate on same server

+ Attacker VM shares same physical core as customer VM

+ Customer VM continuously executes cryptographic code

+ Other customers performing similar algorithms do not share physical core

+ Bottom line: not a risk in practice

Microso
B Microsoft
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2. Data Breaches: Logical Attack on Storage

+ Threat: attacker gains logical access to data

+ Mitigations: Attacker
0
+ Defense-in-depth prevention -

+ Monitoring/auditing

+ Encryption-at-rest: not a significant mitigation

¢ Assume attacker can use keys

] Mi
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2. Data Breaches: Bottom Line

+ Media breach is not a significant risk M AT

+ Encryption-at-rest doesn’t buy much A

+ Network breach iIs a risk

Actual Risk

+ Encryption-on-the-wire is recommended

W

+ Logical breach is a risk

Perceived Risk

+ Encryption-at-rest doesn’t buy much

Microso
B Microsoft
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1. Self-Awareness
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Cloud Operations

Microsoft

Private Network
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The Top-10

1. Self-awareness

2. Data breaches

3. Data loss

4. Account or service traffic hijacking
5. Insecure interfaces and APIs

6. Denial of service

7. Malicious insiders

8. Abuse of cloud services

9. Insufficient due diligence

10. Shared technology vulnerabilities

B Microsoft —
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Summary

+ As with any new technology, there are new risks
¢ It's our responsibility to educate our businesses and customers

+ We can also develop tools and processes to mitigate risk
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icr
O crosoft RSACONFERENCE2014



	Public Cloud Security: �Surviving in a Hostile Multitenant Environment
	The Third Computing Era
	Slide Number 3
	Slide Number 4
	Goals of this Session
	Cloud Architecture
	The Cloud Security Alliance “Notorious Nine”
	10. Shared Technology Issues: Exposed Software
	10. Shared Technology Issues
	10. Shared Technology Vulnerabilities: �      The Enterprise Approach
	10. Shared Technology Vulnerabilities: �      The Cloud Risk
	10. Shared Technology Vulnerabilities: Bottom Line�
	9. Insufficient Due Diligence
	8. Abuse of Cloud Services
	8. Abuse of Cloud Services: It’s Happening
	7. Malicious Insiders
	7. Malicious Insiders
	6. Denial of Service
	6. Denial of Service: Bottom Line
	5. Insecure Interfaces and APIs
	5. Insecure Interfaces and APIs
	4. Account or Service Traffic Hijacking
	4. Account or Service Traffic Hijacking: Cloud Infrastructure Threats
	4. Account or Service Traffic Hijacking: Bottom Line
	3. Data Loss
	3. Data Loss: Bottom Line
	2. Data Breaches
	2. Data Breaches: Physical Attacks on Media�    
	2. Data Breaches: Physical Attacks on Data Transfer
	2. Data Breaches: Side-Channel Attacks
	2. Data Breaches: Side-Channel Attacks
	2. Data Breaches: Logical Attack on Storage
	2. Data Breaches: Bottom Line
	1. Self-Awareness
	The Top-10
	Summary

