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Working with Critical Government Infrastructures 

• Member of ENISA (European Network and Information Security Agency) PSG (2009 - ) ) (Part of 

the European Cyber Security Strategy plan 2013)  

 

• Management member of Leuven University European Crypto Task Force (2014 - ) 

 

• EU ENISA – Europol working group (2014 - ) 

 

• Management member of European Cyber Security Research Center, (2011 - ) 

 

• Member of Finnish Government Cyber Security working group (2013 - ) 

 

• Founding Member and Board Member of TDL (Trust in Digital Life) (2010 - 2013 ) (Part of the 

European Cyber Security Strategy plan 2013)  

 

• Member of EU government security advisory board RISEPTIS, reporting to Commissioner 

Reding),  (2007-2009) 

 

• Member of Finnish government ICT security advisory board (2007 – 2010) 

 

• Member of UK government critical infrastructure protection group CPNI (2005 – 2009) 
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Disclaimer 

All views and opinions in this presentation are the author’s 

private views and opinions 

Any resemblance with company or institution views and 

opinions is purely coincidental 
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History of encryption 

 



Copyright 2014 SSH Communications Security 

Beginning of  

SSH Communication Security 

 

Tatu Ylönen 

Antti Huima 
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We Invented the SSH Protocol 
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Quick Facts 

SSH Communications Security 

Who we are 
•Inventors of the SSH protocol 
•NASDAQ OMX Helsinki (SSH1V) 
•In business since 1995 
 

Technology Leadership 
•Leading author of 5 RFCs 
•Influence on 98 RFCs 
•Authors of IETF Best Current 
Practices for Secure Shell 
identity management  
 

Customers 
•3000+ customers 
•7 out of top 10 of Fortune 500 
•40% of Fortune 500 
•More than half of top 10 US 
banks 

Boston, USA 

Germany 

Helsinki, Finland (HQ) 

Hong Kong 

UK 

=  SSH Office 
=  SSH Competence Center 
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A Few of Our Customers 

Energy 

Governments 

Banks 

Retailers 

Health care 

+ all other confidential  references 
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Crypto  

 

Crypto 
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Crypto  

Crypto 

 

 

 

 

 

 

 

In US you are NOT allowed to use these crypto's to protect material classified secret 
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Customer Support 

Installation 

Customer enviroment 

Crypto  

• Crypto, tiny part of the product 

HW 

Application 

Crypto 
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Secure Shell: The essentials 

• An application that encrypts the TCP/IP traffic between two end 

points (client/server). 

 Ensures that the information is confidential, unmodified and that the 
sender and receiver are who they claim to be. 

User  
(Tectia Client or 

Tectia ConnectSecure) 

Host  
(Tectia Server) 

Network 
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Tectia SSH 

• Secure Remote Administration – 
Replacement of Telnet, Rlogin 

– Provides a secure alternative for 
the insecure commands 

 

• Secure File Transfers – 

Replacement of FTP 

– Both unattended and interactive 

secure file transfers are supported 

by using SFTP and SCP 

 

• Secure Application Connectivity, 
i.e. TCP tunneling/forwarding 

– Enables securing any TCP based traffic 

– Tectia ConnectSecure provides 
transparent and automated TCP 
tunneling 

 

Transaction 
Security 



Copyright 2014 SSH Communications Security 

Real life… 

14 
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Reality with encrypted tunnels 

 From secured tunneling to unsecured maintenance 

 Monitoring of internal and external users 
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The Identity Governance Gap 

 
20% 

of Identities 

  

80% 
of Identities 

 
Little to no centralized management and activity 
monitoring over privileged users, application  
and machine based identities 

Centralized directory services for 
standard end users 
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SSH from east and west 

• Same issue, different approach 
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Contribution for standards... 
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Discover Monitor Lockdown Remediate Manage 

• Hosts, Users, 
SSH Keys and 
Trust-
Relationships 

• Logins and    
Key Usage 
• Unauthorized 
Operations 

•Relocate Keys 
and Lock Down 
Servers 

• Remove 
Obsolete and 
Policy Violating 
Keys 

•Automate and 
Integrate Life Cycle 
Management of 
Your SSH 

Universal SSH Key Manager Management 
& Governance 
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Prohibited content, prohibited 

users, prohibited commands? 
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CryptoAuditor 
  

•Deep Protocol Inspection (SSH/SFTP, RDP, sub-protocols) 

•Full session visibility and recording 

•Real time session indexing, alerts and enforcement 

•Layered defense enablement (DLP, IPS, AV) 

•Distributed, transparent deployment and operation 

 

 

Content Aware 
Access Management 

Access 
Policies 

Visibility& 
Prevention 

Inline 
enforcement 

DLP, IPS, AV 
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Solution to see trough encrypted tunnels 

SSH CryptoAuditor - Privileged user access control and audit ”on-the-wire”: 
No sign-in portals 
No client or hosts agents to control access or gather audit trail 

• Optical Character Recognition (OCR) to index and inspect session activities 
• Audiovisual audit trail of administrative sessions 
• On-the-fly (invisible) access control 
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What Snowden told you? 
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Now everybody are announcing 

encryption? 
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Thank You 

Questions: mika.lauhde@ssh.com 

Mika Lauhde 
Vice President, Government Relations and Business Development 
SSH Communications Security 
mika.lauhde@ssh.com 

 


