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s 55’1 Working with Critical Government Infrastructures

l'r"'

« Member of ENISA (European Network and Information Security Agency) PSG (2009 -) ) (Part of
the European Cyber Security Strategy plan 2013)

« Management member of Leuv&University European Crypto Task Force (2014 -)
L

«  EU ENISA - Europol working group (2014 -)

« Management member of European Cyber Security Research Ce'rt:r, (2011 -)

«  Member of Finnish Government Cyber Security working group (2013 +)

 Founding Member and Board Member of TDL (Trust in Digital Life) (2010 - 2013 ) (Part of the
European Cyber Security.Strategy plan 2013)

- Member of EU government security advisory board IEQISEPTIS, reporting to Commissioner
Reding), (2007-2009) 4 =

« Member of Finnish government ICT security advisory board (2007 — 2010)

« Member of UK government critical infrastructure protection group CPNI (2005 — 2009)
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All views and opinions in this presentation are the author’s
private views and opinions

Any resemblance with company or institution views and
opinions Is purely coincidental
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History of encryption
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eginning of

SH Communication Securi

Tatu Ylonen,
Chief Innovation Officer

While working as a researcher at Helsinki University of Technology, Tatu Ylonen
began working on a solution to combat a password-sniffing attack that targeted the
university's networks. What resulted was the development of the Secure Shell (SSH),
a security technology that would quickly replace vulnerable rlogin, TELNET, and rsh
protocols as the gold-standard for data-in-transit security.

Tatu has been a key driver in the emergence of security technology including SSH
& SFTP protocols and co-author of globally recognized IETF standards. He has
been with SSH Communications Security since its inception in 1995 holding various
roles including CEO and CTO and as a Board Member.

In October 201, Tatu returned as the Chief Executive Officer of SSH
Communications Security, bringing his exceptional experience as a security
innovator to the company's product line. In October 2014, he changed to the role of
Chief Innovation Officer in order to be able to focus more on the technology-side of
the business. In this role, he is responsible for selected new product concepts, the
company's intellectual property development, and various other strategic initiatives.

nd.

Tatu holds a Master of Science degree from Aalto University, Finl

Antti Huima,
CTO & Vice President, Engineering

Antti heads the company’s global R&D and directs the company’s technology
strategy. He has nearly twenty years of experience in the software industry wit

extensive experience in information security, cryptography, software quality
assurance and theoretical computer science. Prior to joining the company, Antti
served as CEO at Conformig, a Silicon Valley based software test design automation

company.

Before joining Confmig, Antti was Research Manager at SSH Communications
Security leading contribution to the software architecture. Antti has lectured
cryptography, computer security, and theory of testing on university level and has

served several academic program committees.

Antti has a Master of Science degree from Aalto University, Finland.
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We Invented the SSH Protocol
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SSH Communications Security

Quick Facts

Who we are

*Inventors of the SSH protocol
*NASDAQ OMX Helsinki (SSH1V) o Helsinki, Finland (HQ
*In business since 1995 UKO @Germany ;

Technology Leadership .Boston, USA
eLeading author of 5 RFCs

*Influence on 98 RFCs

eAuthors of IETF Best Current

Practices for Secure Shell

identity management

) Hong Kong

Customers

*3000+ customers

7 out of top 10 of Fortune 500
*40% of Fortune 500

*More than half of top 10 US
banks

® - SSH Office
O - ssH Competence Center
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A Few of Our Customers
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In US you are NOT allowed to use these crypto's to protect material classified secret
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* Crypto, tiny pé

Installation

Customer enviroment
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Secure Shell: The essentials

* An application that encrypts the TCP/IP traffic between two end
points (client/server).

— Network >

—_—

User "

(Tectia Client or Host
Tectia ConnectSecure) (Tectia Server)

- Ensures that the information is confidential, unmodified and that the
sender and receiver are who they claim to be.
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Tectia SSH Transaction

Security

« Secure Remote Administration —
Replacement of Telnet, Rlogin

— Provides a secure alternative for Tecta
the insecure commands

i

« Secure File T reedom a0

i.e. TCP tunneling/forwarding é aect
— Enables securlng an Eﬁ@%@
— Tectia Conneg
transparent a utomated TCP
tunneling
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From secured tunneling to unsecured maintenance

Monitoring of internal and external users
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;. ssh The Identity Governance Gap

Centralized directory services for
standard end users

20%
of Identities

80%
of Identities

Little to no centralized management and activity
monitoring over privileged users, application
and machine based identities
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SSH from east and west
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Ssh Universal SSH Key Manager = .anagement

& Governance

* Hosts, Users,  * Logins and *Relocate Keys * Remove *Automate and
SSH Keys and Key Usage and Lock Down Obsolete and Integrate Life Cycle
Trust- * Unauthorized  Servers Policy Violating Management of
Relationships Operations Keys Your SSH
Key Manager System
Management
Back-end database Back-end @
Group
\& A o=
Production Server Networks ' “‘ : g@%ent
(Agentless Management) ; > agegnent)

GUI and AP!

Agent-based  copnections
Management

Connections

— _
o "
- — p—
a_ 4 a==aE== =
Workstation networks Admin Workstations LDAP Users Servers and network devices
(Agent-based Management) (LDAP authentication support) (Mixed Management Methods)
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Prohibited content, prohibited
lsers, prohibited commands?

ent
Adult CO“F . ~Auncates agd
C

Information Security Stack Exchange is a question and answer site for Information security professionals. It's 100%
free, no registration required

PCI - prohibiting direct connections to the Cardholder Data Environment

— m QO

In PCI1.3.3 it states asked 22 d:

viewed 35 tir
2 Are direct connections prohibited for inbound or outbound traffic between the Internet and the active 22 d:
cardholder data environment?
Related
A Cardholder Data Environment (CDE) encompasses any device or server that stores or transfers s
. - o PCIDS5fc
1 cardholder data. (PCI Glossary available here) POS o sa

With our system, a user adds a credit card via the web, making each one of our front-facing servers a

part of the CDE. In my view this is a paradm: because dfny server the user has a direct connection to will
alwave he cnnsiderad a nar nf the CNF
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*Deep Protocol Inspection (SSH/SFTP, RDP, sub-protocols)
*Full session visibility and recording

*Real time session indexing, alerts and enforcement
*Layered defense enablement (DLP, IPS, AV)
*Distributed, transparent deployment and operation

)= % | e s - o R iﬁ'-wﬂ:ﬁ
| e, T B CryptoAuditor . B =
5&‘ ﬁ) L E" Hound hastiatt-
Workstation Network B o B - == :_"‘- Servers and
CryptoAuditor = Inline .
Hound -zl — network devices
o i —~—— B
L NS — enforcement BN
. £ :—1_ ‘,' \V' CryptoAuditor il 4
I; - Hound
e’ -
—= =) s ~——
i = e —
External users, SIEM  CryptoAuditor  IdM

DLP, IPS, AV
Visibility&

Vault
Management network

host and cloud
environments

A Servers and
c<.:e.ss network devices
Prevention Policies
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Solution to see trough encrypted tunnels

SSH CryptoAuditor - Privileged user access control and audit “on-the-wire”
- No sign-in portals
- No client or hosts agents to control access or gather audit trail
* Optical Character Recognition (OCR) to index and inspect session activities
* Audiovisual audit trail of administrative sessions
* On-the-fly (invisible) access control

:’ SS"I CryptoAuditor™

Trails and Logs Reports Policy Settings

42: SSH to 10.12.0.130 by administrator 1 day, 23 hours ago
_— s e ’ : Channess

ss” CryptoAudiifes RDPto192165149148bvts‘meflShmrago | Channel id 1
mes Session replay

Channel id

Session replay

Trails and Logs

Displaying: =]
Connections (44) Systemy
Connections
sorted by -end-time
w4 User ~a Protocol =
administrator ssh ¢
Administrator rdp rd
administrator ssh s€ Cape Town, South
administrator rdp rd Africa
Administrator rdp rd
Administrator rdp rd
administrator rdp rd
administrator ssh EL

administrator ssh Search results

administrator rdp rd

MNone rdp rd =
administrator rdp rd .

administrator rdp p | ?.“li.n.ls%ra%f‘plﬁﬁﬁuﬁé.n ",‘.’VE% Sko.mésﬁ,.a. Mumber is 807 E-AB34 in has no. | —
Administrator rdp rd Type session

Administrator rdp rd Auditing policy output only

administrator rdp rd Session type shell

User rdp rd = Start time 2012-12-15 13:25:40

administrator rdp A e End time 2012-12-15 13:27:12

User rdp i AsEuspoicy Last update 2012-12-15 13:27:12

administrator rdp rd :Zr:l:"::e

User rdp o Last wpdale » More details
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What Snowden told you?

IDOYYOU KNOW; g
Microsoft] Goo_,':,fYah'

e,

PalTalk, YouTube¥Skyr
are being spied|by/NS/
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DISCONTENTS

Apple, Google default cell-phone encryption
“concerns” FBI director

Bureau chief says encryption allows "people to place themselves beyond the law."

by David Kravets - Sep 25, 2014 11:00 pm UTC

[ share | W Tweet | 320 |

James Comey, the Federal
Bureau of Investigation
director, said Thursday he
was "concerned" over Apple
and Google marketing smart
phones that can't be searched
by law enforcement.

"What concerns me about this
is companies marketing
something expressly to allow
people to place themselves
beyond the law," Comey told
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ISSUE
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Thank You

Questions: mika.lauhde@ssh.com

Mika Lauhde

Vice President, Government Relations and Business Development
SSH Communications Security

mika.lauhde@ssh.com
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