DefCamp #5 - Bucharest, November 28th, 2014

Social Engineering

...OR «<HACKING PEOPLE»

Tudor Damian

CEH, IT solutions specialist

www.tud SIS | Certified || Ethical Hacker



http://www.tudy.tel/

https://www.youtube.com/watch?v= GaNTq1AWUE



https://www.youtube.com/watch?v=_G3NT91AWUE
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Home Depot, Other Retailers Get
Social Engineered |

‘ =m= In SUBSCRIBE TO NEWSLETTERS

Famed annual contest reveals how many retailers lack sufficient
defenses against social engineering.
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The human 0S: Overdue for a social
engineering patch
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Poll: Employees Clueless About
Social Engineering

Mot surprisingly, our latest poll confirms that threats stemming from
criminals hacking humans are all too frequently ignored.

When it comes to social engineering, Pogo, the central character of a long-
running American comic strip, said it best. "We have met the enemy and he

is us."

Marilyn Cohodas




http://bit.ly/tudydefcamp

87% of small business and 93%
of larger organizations
experienced a cyber security
breach in the last year



Most malicious attacks come
from within an organization
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Timeline of discovery for cyber espionage
attacks worldwide (2013)

Years, 5% Hours, 9%

Weeks, 16%

Months, 62%
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Source: Verizon



Go to http://bit.ly/tudydefcamp now

Cyber crime attacks experienced by US
companies (June 2014)

DENIAL OF SERVICE

STOLEN SEVICES

MALICIOUS INSIDERS

PHISHING AND SOCIAL ENGINEERING

MALICIOUS CODE

WEB-BASED ATTACKS

BOTNETS

MALWARE

VIRUSES, WORMS, TROJANS

o

Source: Ponemon Institute; Hewlett-Packard (HP Enterprise Security)
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So, what is Social
Engineering?



Go to http://bit.ly/tudydefcamp now, ...please?

OSI Model — anything missing?
7 —Application layer

6 — Presentation layer

5 —Session layer

4 —Transport layer

3 — Network layer

2 — Link layer

1—Physical layer
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OSI| Model - revised ©

8 — Human layer
7 —Application layer
6 — Presentation layer

5 —Session layer

4 —Transport layer
3 — Network layer

2 — Link layer

1— Physical layer



Really now, did you check out http://bit.ly/tudydefcamp ?

Social Engineering, or “Hacking People”

* The science of making people do what you want

* Attacks the most vulnerable layer in the OSI model ©
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Why are people vulnerable?

False Assumptions

* If Xistrue, thenY is true;Y is true, therefore X must be true

Logical Fallacies
* Incorrect arguments in logic and rhetoric, resulting in a lack of validity

Cognitive Biases

* Patterns of deviation in judgment, whereby inferences about other people and
situations may be drawn inan illogical fashion

Heuristics & Mental Shortcuts

* Used to speed up the process of finding a satisfactory solution via mental shortcuts

* e.g.using arule of thumb, an educated guess, an intuitive judgment, stereotyping, profiling,
common sense, etc.

* Eases the cognitive load of making a decision



to attack.
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slippery slope

Asserting that if we allow A to happen, then Z will
consequently happen too, therefore A should not happen.

G P eac-ii}\g

Moving the goalposts or making up exceptions when a
claim is shown to be false.

the gambler's
fallagcy

false cause

Presuming that a real or T i i

things means that one is the cause of the other.

Maryy people £ cones INgs Nappening 10gether or I sequence!
oy be atrintable 1o

@ ad hominem

Al your s character or pe
an attempt to undermine their argument.

traits in

> § loaded
question

Asking a that has an ass. built into it so
that it can’'t be answered without appearing guilty.

bandwagon

Believing that ‘runs’ occur to

phenomena such as roulette wheel spins.

E black-or-white

Where two alternative states are presented as the only
possibilities, when in fact more possibilities exist.

thou shalt not commut lo

to popularity or the fact that many people do

g as an pted form of

begging the
question

A circular argument in which the conclusion is included
in the premise.

. W
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appeal
to authority

Saying that because an authority thinks something,
it must therefore be true.

Making the argument that because something is ‘natural’
itis therefore valid, justified, inevitable, good, or ideal.

Iy N

composition
/division
Assuming that what's true about one part of something

has to be applied to all, or other, parts of it.

n anecdotal

USII’Iq personal experience or an isolated example instead
of a valid arg to dismiss

> tricks or il

yourlogicalfallacyis.com

gt

o appeal to

in place of a valid

Avoiding having to engage with criticism by tuming it
back on the accuser - answering criticism with criticism.

£ burden
of proof
Saying that the burden of proof lies not with the person

making the claim, but with someone else to disprove.

no true
=L scotsman

Making what could be called an appeal to purity as a way
to dismiss relevant criticisms or flaws of an argument.

the texas
sharpshooter

Cherry-picking data clusters to suit an argument, or
finding a pattern to fit a presumption.

the falla
fallacy i

Presuming a claim to be necessarily wrong because a
fallacy has been committed.

rsonal
Prfcredulity

Saying that because one finds something difficult to
understand, it’s therefore not true.

ambiguity

Using double meanings or ambiguities of language to
mislead or misrepresent the truth.

-8l genetic

Judging something good or bad on the basis of where it
comes from, or from whom it comes.

Saying that a compromise, or middie point. between two
extremes must be the truth.

cal fallacies




Can't believe you haven't noticed this yet: http://bit.ly/tudydefcamp
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Behaviors vulnerable to attacks
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* Human nature of trust is the basis of most SE attacks

D
g
* Ignorance about SE and its effects

* SE attackers might threaten with losses or consequences in case of
non-compliance with their request

* SE attackers lure the targets to divulge information by promising
something for nothing

* Targets are asked for help and they comply out of a sense of moral
obligation



http://bit.ly/tudydefcamp

Technology doesn’t fix ignorance

\
I That pesky hacker |
won't geet gour data code scanner will find all the Phew...a PCl compliant

Our automated source

holes he could ever “green light” status,

now ;
case closed my friend!




Go. There. Now. http://bit.ly/tudydefcamp

Types of Social Engineering

* Human-based Social Engineering
* Gathers sensitive information by interaction

* Attacks of this category exploit trust, fear and the helping nature of humans

* Computer-based or mobile-based Social Engineering

* SE carried out with the help of computers and/or mobile apps

t JCONGRATUIATIONS!

You're the 1 Milliont

visitor this week!
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Human-based Social Engineering

* Posing as a legitimate end user * Eavesdropping

* Give identity and ask for sensitive
information

Shoulder surfing

* Posing as an important user DRSS CIIE

* Posing as a VIP of a target company, Tailgating & Piggybacking

valuable customer, etc.

* Reverse SE
* Posing as technical support « Marketing
* Call as technical support staff and - Sabotage

request credentials to retrieve data
* Tech Support
* Authority support




Seriously now. http://bit.ly/tudydefcamp

Computer-based Social Engineering

Spam Email

Hoax/Chain Letters

Instant Chat Messenger
Pop-up Windows

Phishing & Spear Phishing
Publishing Malicious Apps
Repackaging Legitimate Apps
Fake Security Applications

Internet Antivirus Pro Waming!

@ Harmrul and malicious soflware detected

rams that mght CongUoncs your

W P
% Trojan-IMWin32 Faker.a Hgh
%W Virus Win32.Faker.a Hgh
% Trojan PSW.BAT.Cunter Hagh

[---] Homepage: https://www.trustedsec.com [---]

Welcome to the Social-Engineer Toolkit (SET). The one
stop shop for all of your social -engineering needs.

Join us on irc.freenode.net in channel #setoolkit
The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www.trustedsec.com
Select from the menu:

) Social-Engineering Attacks

) Fast-Track Penetration Testing

) Third Party Modules

) Update the Metasploit Framework

) Update the Social-Engineer Toolkit
) Update SET configuration
) Help, Credits, and About

e B LS I R I N ]

99) Exit the Social-Engineer Toolkit

set> ||
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Common Social Engineering attacks

* Email from a friend
* May contain links/attachments with malicious software embedded
* Messages may create a compelling story or pretext

* Phishing attempts

* Email, IM, comment, text message appearing to come from a legitimate, popular company,
bank, school, institution

* These messages usually have a scenario or story
* Explain there is a problem, notify you that you're a *winner”, ask for help

* Baiting scenarios
* Persuasion
* Impersonation

» Response to a question you never had




Such wow, much link: http://bit.ly/tudydefcamp

Why are companies vulnerable to SE?

* Insufficient security training N
* Easy Access to information

 Several Organizational Units

-3,

There’s no method to ensure complete security against any form of SE
attacks

* Lack of security policies

» SE attacks detection is very difficult

There’s no specific software or hardware for defending against SE attacks
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SE attack against an organization - Phases

Research on target company

* Dumpster diving, websites, employees, tour company, etc.

Select victim
* |dentify the frustrated/qullible employees of the target company

Develop relationship

* Develop relationships with the selected employees

Exploit the relationship

* Collect sensitive account information, financial information and current technologies




You've got a smartphone, right? http://bit.ly/tudydefcamp

Potential impact on the organization

Economic losses

Loss of privacy

* Damage of goodwill )1101 61'”,\12'1\1'5018;(2{6:3'““”
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* Temporary or permanent closure LIN 1%(1)1&1)20101011010%01. 5
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Common targets of SE attacks

Receptionists and Help Desk personnel

Vendors of the target organization

Users and clients
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...or a laptop? You can pull out your laptop and go to http://bit.ly/tudydefcamp

Insider attacks

* Spying * Revenge
* If a competitor wants to damage * It takes only one disgruntled person
your organization, steal critical to take revenge and your company

secrets or put you out of business, may be compromised

they just have to find a job opening, . .
prepare someone to pass the Insider Attack

interview, have that person hired, * Most attacks occur “behind the ;’M?
(

and they will be in the organization firewall
* Aninside attack is easy to launch

i
* Corporate Espionage * Prevention is difficult, thus the \A
attack can easily succeed

* Information theft & sabotage * Financial gain is a potential reason
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Protecting yourself from SE attacks

* Slow down

* Research the facts

* Delete any requests for financial information or passwords
* Reject requests for help or offers of help

* Lie to security questions and remember your lies

* Beware of any downloads

* Secure your devices

* Follow security policies

* Don't let a link control where you land
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