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simsuns KNOX®

Cac giai phap Samsung KNOX

Céc giai phap di dong dwa trén nén tdng bdo mat an ninh

Quan ly thiét bi

Tich hop v&i 120+ MDMs
HO trg 600+ chinh sach IT
Ho trg cai dat nhanh va so
lweng Ion thiét bi

Nén tang KNOX

Nhirng I1&p bdo mat an ninh dwoc tich hop sén trén hau hét céc’thiét bi di dng Samsung nhw may
tinh bang, dién thoai di déng, cac thiet bi deo




1. NEN TANG KNOX

®Bdo mat: Bao vé dir liéu doanh nghiép khoéi cac cudc

tan cong

B&o mat cap quan sy tlr phan cing t&i phan mém.
Bao gdm nhiéu I&p bdo mat an ninh, méi I&p cé mdt chirc ndng cu thé gitp bao
vé thiét bi trong suot thdi gian st dung.

smsuns MBI

OX Container

E for Android

TIMA*

T

;Justed Boot

‘ Hardware Root of Trust

>

* TrustZone-based Integrity Measurement Architecture (TIMA)



2. CAC GIAI PHAP
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KNOX Workspace — Bao méat cap cao

Tao ra mdi trwéng an toan bao mat cap quan sw gilp
bao vé cac trng dung va dir liéu.

Bo phan IT quan ly mai triwong an toan trén Cloud
nhwng khong can thiép vao mdi trwwé'ng ca nhan, khong
lam mat tinh riéng tw ctia c4 nhan nhwng van bao vé cac
dir liéu cua cong ty khong bi ro ri hoac xam nhap.

Poi twong str dung:

Chinh phu.

Ngéan hang.

Déau khi

Cong ty tai chinh

Céc trung tdm nghién ctru va phat trién

Work 7

e T af 95+ M 333 PM
I

KNOX

Draw your unlock patter.

Forgot your KNOX unlock method?

&)

Personal

1™ 8 ] %0 €
(- AThousandSuns SEARCH MORE

‘ AThousand Suns
‘I Linkin Park

Wl 15 TRACKS X

\‘ 1.7 heRequiem 200
If

I & The Radiance 087

3. Burning In The Skies

4. Empty

Protected phone




2. CAC GIAI PHAP
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KNOX Premium — Quan ly thiet bi
Dwa trén nén tang dam may vé&i horn 600 chinh
sach giup viéc quan ly thiét bi mét cach dé dang

Céc tinh nang noi bat:
Khoa may
Xo6a dir liéu SAMSUNG

Knx

Premium

Quan ly cac két ndi (wifi, bluetooth, nfc..)

Hb tro’ cai dat nhanh va trén sé lwong 1&n thiét bi
Quan ly danh sach cac trng dung dwoc phép cai dat/str dung

Poi twong sir dung: i .

B& phan ban hang di déng

B6 phan bao tri, bao duwdng cho khach hang n Functional

Céc bd phan khac lam viéc nhidu tai hién truong F(“c';'| E'\QM coigiger
oud-

Cac cong ty trang bi di dong cho nhan vién nhw mét cong cu lggeq)

viéc



2. CAC GIAI PHAP
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“" KNOX Customization — Tuy bién thiét b

Y

Tuy bién thiét bi Samsung |
thanh thiét bi theo muc dich Eo )
rieng |

Dinh vi thwong hiéu:

Thém logo khach hang ngay man hinh kh&i déng
Thém anh nén ma nguoi dung khéng thay déi dwoc

Tuy bién theo muc dich riéng:
Ché d6 Kiosk mode, thay déi cong nang phim cirng

Hinhné App Logo ddng
n

Quan ly cac két ndi.

Péi twong sir dung
Giao duc

Y té

Nganh hang ban lé

Van tai

Nha hang/khéach san




KNOX: Nén tang tu’o’ng lai

Doanh nghiép

Cac giai phap
KNOX

Thiét b
Samsung

Nén tang KNOX

Smart Hom€onnected Ca&mart Health Mobile Office Smart shop Smart Transportation

KnBx Knfx Knox

Workspac
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Premium

Enabled
App
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Bao mat mang khong day thong qua tinh nang WIPS
trén san pham cua Samsung




Cac thiét bi két n6i khéng day ngay mot tang

Céac thiét bi di dong ket
noi vao mang khong day
cua doanh nghiép

1.28
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100% WIiFi phu song ke

toan doanh nghiép

48 o

* D doan ctia Gartner dén nam2017

© Samsun g Electronics. All Rights Reserved.



Céc rui ro tiém an trong mang khéng day

Mo khoa Lo
Thiétbi  Password Wif . . Ngwoidung
truy cap trai phép Honeypot AP bén ngoai bén ngoan

¢ ¢ @& ¢
%

AP gla mao AP cau hmh

/, » 7 khong chuan
*V,/ * ,\\1‘/
-

\ ‘ Két ndi
‘ Ad hoc

Tan cong DoS

Firewall, Wired IPS

© Samsung Electronics. All Rights Reserved.



WIPS - hé thong phong chéng xam nhap mang
khong day

© Samsung Electronics. All Rights Reserved.



Y kha Ngueri ding
Mo khoa . .. ﬁ "
Thiéthi  Password Wifi Honeypot APbenngoal  pap ngoai

truy cap trai phep ‘

AP gia mao AP cu hinh

D o Tt
Y %  khong chuan
\
_/ ‘\-['_-

Firewall, Wired IPS

-

Tan cong Do§

© Samsung Electronics. All Rights Reserved.
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| mmm swsuns PSS
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Use your biometrics to verify your identity

CANC

m




Cac tinh nang chinh

Samsung Pass gilp tang trai nghiém ngw&i dung cung lic gitp tang cwd'ng bao mat.

Simple Secure

@
F '-I ﬁ @ C‘@

TrustZone: fido

D

St dung cac dac diém sinh trdc hoc
trén co thé nhuw mét loai mat ma

................................................................... D@ liéu sinh trdc hoc dwoc lwu triv trén ving
TRUST ZONE khéng thé xam nhap hoac tac dong

Giao thirc FIDO | & Ma hoa cong khai(PKI)

SAMSUNG PASS INTRODUCTION SERVICE HIGHLIGHTS



Céach thirc ma hoa mong mat

Xac dinh viing mdng mét Phan tach viing méng mét

Loai bé Iong mi Normallzatlogr; & Patternin Coded Value

SAMSUNG PASS TECHNOLOGY IRIS RECOGNITION



“Ban |la password”
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