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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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Thay d6i cach thirc tan cong
Databases van la muc tiéu chinh
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Tai sao CSDL lai dé bj tdn cOng nhu vay?
80% cac chwong trinh bao mat chwa bao vé day du CSDL

Forrester Research Network
Security
“Enterprises are taking on risks that Authentication &
they may not even be aware of. User Security
Especially as more and more attacks

against databases exploit legitimate

access.” .
Email Security Endpoint
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Security
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Muc tiéu tan cong vs Dau tu an ninh bao méat
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Cac giai phap bao mat CSDL

PHONG CHONG GIAM SAT QUAN TR
PREVENTIVE DETECTIVE ADMINISTRATIVE
M3 héa & An Giam sat hoat dong Quan ly bd chia
Encryption & Redaction Activity Monitoring Key & Wallet Management
Che dadu& Thay dai Twong I&ra CSDL Kham pha dir liéu va dac quyén
Masking & Subsetting Database Firewall Privilege & Data Discovery
Quan ly nguoi dung dac quyén Kiém tra & Bdo cdo Quan ly cau hinh
Privileged User Controls Auditing & Reporting Configuration Management
ORACLE ORACLE ORACLE
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Oracle Advanced Security
Bao vé dit lieu khoi nguoi st dung trai phép

j Disk

2 Backups

Exports

3 Off-Site
( J ) PeopleSoft. Facilities

M3 hoa toan bo dit liéu &rng dung, ngdn chan viéc truy nhap truc tiép dir liéu duoc luu trir trong cdc tap tin CSDL (datafiles), va
cac thiét bj khac (disk, backups, exports...)

Gidi phdp m3 héa dit liéu trong sudt & phan CSDL, khdng can thay déi irng dung.

An bét cac théng tin hién thi tuy bién theo yéu cau

M3 hda duoc quan ly & 2 cdp d6 ddm bdo tinh déc 1ap cao. Tich hop vdi cdc céng nghé quan ly ma hda tap trung str dung HSM.

M3 hda truyén tin trén I&p mang (TTL, SSL)

Xac thyc manh cho ngudi dung CSDL (PKI, Kerberos)

ORACLE
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Oracle Key Vault

Quan ly key ma hoa

Applications

ORACLE"

KEY VAULT

¢ Quan ly, chia s& key tap trung cho cac san pham Oracle va bén thi 3

¢ T6i wu cho cac san pham cda Oracle bao gdbm Database, Middleware, Systems va Advanced Security TDE

¢ Tu ddng, an toan bdo mat va tudn theo cac chuan vé quan ly key (OASIS KMIP)

ORACLE
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Oracle Database Vault
Thuc thi cac chinh sach bao méat bén trong CSDL

Security DBA

Application
DBA
Ung dung
SIEBEL " .........
‘ PeonleSolt. T e T e s s nnannannannannan ey :
J | - Select * from .. ........ OBA

flnance customers

e Cung cap cdac chinh sach ty dong va tuy bién bao vé cidc quyén han va tac vu cia nhirng ngudi quan tri CSDL
(DBA).

e Xac dinh cac quy tac va yéu t6 bao mat s& dwoc ap dung cho ai, khi ndo, & dau va bang phuong thic nao.
* Han ché cac quyén han dac quyén
e Ngan chdn viéc truy nhap trai phép va st dung dit liéu khong thong qua trng dung

e Cling c6 tinh an toan dit liéu cda &ng dung.

ORACLE

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |



Oracle Data Masking & Subsetting

Che dau di liéu nhay cam

Production Non-Production

LAST_NAME SALARY | LAST_NAME SSN

AGUILAR 203-33-3234

| ANSKEKSL 11123l

BENSON 323-22-2943

BKJHHETIEDK 222-34-1345

Data never leaves Database

Dam bdo an toan, che dau thdng tin nhay cdm cla dit liéu trong cdc méi trwdng Kiém thir, phat trién v..v
Ngdn chan bén phat trién &rng dung, ddi tac xem dit liéu thwc ma van dam bao tinh ding dan cla di liéu.
Cung cap thu vién mau va cac chinh sach dam bao viéc ty dong hoda che dau dit liéu nhay cam.

Toan ven tham chiéu ty dong dé rng dung ti€p tuc lam viéc.

ORACLE’

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |




Oracle Database Firewall
Tuong Ira CSDL
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e Gidm sat cac hoat dong cdia CSDL dé ngan nglra viéc truy nhap bat hop phdp, tan cong SQL injection, thay ddi
quyén va vai tro, truy cap bat hop phap vao cac dit liéu nhay cam.

Tinh chinh xac cao cta cu phap SQL khéng chi dwa dya trén viéc phan tich nglr phap.

Tinh linh hoat vé thyec thi cla cac ciu [énh SQL dya trén cac danh sach (trang, den).

Ki€n tric md& réng dam bao hiéu nang cao vdi nhiéu phuong an trién khai.

Tinh tich hop san va tuy chinh cla cac bao cdo phu hop véi SOX, PCl va cac quy dinh khac.
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Oracle Audit Vault

Kho luu trir thong tin giam sat
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Tap trung kiém soat cac hoat ddng CSDL

Kho luu trir di¥ liéu tap trung, an toan.

e Vd:., kiém todn ngudi sir dung dac quyén, quyén lgi, dang nhap khéng thanh...

ORACLE’

'P’O

e

Heve

Alerts

Built-in
Reports

Custom
Reports

Policies

Phat hién va cdnh bao cac hoat dong dang ngd, bao gébm ca ngudi st dung dac quyén.

Cac bdo cdo tuan thd san cé : PCl, DSS, cac bao cdo do ngudi dung dinh nghta.

Quy trinh khép kin vdi viéc phat hién, canh bao, dwa ra bao cdo va cac chinh sach.




Oracle Database Maximum Security Architecture

Advanced Security
An di¥ liéu Database Vault
Phén tich cac dic quyén

)
Nguwoi dung .‘...'\.'.

Database Vault

Ki€ém soat tai khoan dic quyén v
Database Firewall @ @ 5?

Tuwong Ilra CSDL Data Masklng Advanced Security

Che gidu Ma hoda ORACLE

KEY VAULT

Alerts '

Reports n , Audit Data & ? @E@]@ “Q

“ Event Logs 0S & . _
Policies ' Databases Storage Directories  Custom

Audit Vault
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Dir liéu hau kiém
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