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HIEM HOA AN NINH KHONG GIAN MANG TAI CHAU A

Top 10 in Asia
under Cyber Threats

This index shows the highest ranked

Asian markats, with some on a global
list of top 25 countries, and is ranked
by the number of malware detections
through unigue IP addresses.

1. (1 India

2. (5} Indonesia
2. {8) China

4. (9) Vietnam

5.017) Thailand

B. (177 Philippines

BuINEE B

T {T9) MMalaysia

8. Taivwan '

Mr. Prinya Hom-anek 9. Japan &
Chuyén gia an ninh khéng gian mang o South korea  *@®
o —

Motewarthy: There are 7 Asian
countries in the global top 25 list
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SU BUNG NO MA bOC

= 60% Ma doc tAn cdng vao doanh nghiép vira va nhé noi cé it du tw vao an ninh
thdng tin
= Nhirng ma doc nguy hiém nhat thwdng tAn céng vao cac td chire 16n
= 25% ma ddc tan céng vao cac hé thong do hoa. Ao hoa khdng phai la chia
khoa duy nhat dé ddm bao an toan théng tin.
— T6i pham mang tré& thanh nganh kinh Doanh ¢6 lgi nhuan nhét va nam truéc
— Lay lan ma ddc la cach ré nhat va cé hiéu qua nhéat dé tan cong hé théng

= V&i muc tiéu 1y div liéu cdng ty trong khi nguwdi quan tri khéng hay biét

= Xba di¥ liéu, ma hoa hoac pha hay di liéu



TRADITI

PONG CO THUC SV

"89% cac vu vi pham c¢6
dong co la tai chinh
hodc gian di¢p"



PHAT HIEN VI PHAM
SAU 5 THANG

TRQO GIUP BEN NGOAI
NHIEU HON 5070
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DU DOAN TAN CONG KHONG GIAN MANG

1. Muc tiéu tan cong: nguoi yéu k§ nang cong nghé, cac
thiét bi may tinh, dién thoai Android

2. Ransomeware cé thé cd trén Linux, Android va MAC
3. Diém lay nhiém Botnet rat nhiéu trén Android
4. M3 doc tap trung nhiéu vao viéc an cap théng tin

5. Xuat hién cdc m3 déc thdng minh
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XU THE AN NINH KHONG GIAN MANG

Chién tranh théng tin xuat hién
Can thiép ndi bd cac qudc gia
An cap thé tin dung

The Internet of Things (loT)

W o=



BITDEFENDER
Dan dau

vé giai phap an
hinh toan cau




MILLION USERS









BITDEFENDER

NHA CUNG CAP PHAN MEM AN NINH
TREN NEN TANG CLOUD LON NHAT




THIET KE \
CHONG LAI CACY
MOI BE DOA
TUONG LAl




BU'C TUONG
KHONG THE PHA
HUY CHONG LAl




GIAI PHAP AN
NINH KHONG =
GIAN MANG TOT
NHAT |
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PHAT HIEN TAN CONG MO ZI_ERO-'DA'YATTACK

Phan tich hanh vi
Phan loai
Canh bao
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READY

= AHV =

®
CITRIX
PARTNER

Citrix Ready

vmware
PARTNER

TECHNOLOGY
ALLIANCE

PIEM MANH CONG NGHE

Phan mém an ninh dau cudi ho tro’
ha tang ao héa hon ho'p phirc tap nhat

Cho du la vat ly hay ao hoda

Ej’ hay su két hgp cia mang riéng va mang cong cdng
GravityZone cung cap giai

phap nhanh chdng, quan ly rui ro hiéu qua

A e vmware  cimix

Microsoft Partner : : ‘
= — ORACLE




Bao vé tot nhat. Toc dd nhanh nhat

Best Protection Against Infections {on a scale of 0 to 6 and & being the highest protection) Lowest Impact on Performance (on a scale of 0 1o 6 and 6 being the 1)
Overall Score. January 2011 - Feb 2016. AV TEST. Overall Score. January 2013 - Feb 2016. AV TEST.

AYTEST Magdeburg

The Independent IT-Security Institste - G@rman



OUTSTANDING
SECURITY
PRODUCT

' comparatives

“Bitdefender la san pham tot
nhat, voi diém trung binh cao
nhat”

A/-Comparatives | January 2017

AV-Comparatives
Austria / Europe




GIAI PHAP AN NINH
CHO TAT CA THI TRUONG

Ngwoi dung ca nhan
San pham danh cho thj truéng ngwdi ding ca nhan véi cac may
Windows, MAC, Android, iOS

Doanh nghiép vira va nho

San pham dé st dung trén cloud hodc cai dat trén may chd

Doanh nghiép Ién
B&o vé cho toan bd mang dién rong bao gébm may vat ly, may o, thiét bj dau
cudi, mobile trén mot man hinh diéu khién

Nha cung cap dich vu

Giai phap toan dién cho nha cung c4p dich vu, hé trg thanh toan theo thang



BITDEFENDER

KHONG THEO LOI MON



Bitdefender cravityzone gﬁ;{m
, , Client Devices  Datacenters
MOT KIEN TRUC

H O P NH KT e @: & e,

Mot trinh diéu khién dé dang tap trung quan ly,
dé dang trén khai va cau hinh policy, cho moi loai
thiét vi, va moi vi tri,

Mot kién tric hgp nhat cho phép hién thjva diéu
khién day dd cac thanh phan trong trung tdm dir
lieu, thong qua viéc tich hgp vdi Active Directory,
VMware va Citrix hypervisors;

MD[DH@
Sinjonnsesvl
Po615Au00108

Adaptive

- l-ayered Ddeﬂ’°_




? /_h
Suw dung trén Cloud hay Bitdefender
trén may chu

/X




TRINH QUAN LY TREN CLOUD

- -
anl anl
Giai phap cai dat trén Hé théng cloud
mady chu tai Doanh chay tryc ti€p trén
nghiép cloud cula

Bitdefender

St dung it tai nguyen hon trong
khi vdn ddm bado mirc d6 bao vé
tuwong duwong

Tiét kiém: khéng cdn may chu cai
dat, may chd co so dit liéu

Trién khai nhanh chéng trong 1
phut

Tinh san sang cao: moi noi, moi luc
Giai phap hoan hao cho Doanh
nghiép c6 van phong & nhiéu noi

Hiéu qua dau tu cao nhét
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Phuwong phap bao vé clia Bitdefender chong 13i  graerrger
Ransomware

ATC va Ransomware Vaccine ONCE THRESOLD
IS REACHED
RANSOMWARE b
REACHES THE RANSOMWARE DRES THE
DEVICE TRIES TO PROCESS TRY TO
ENCRYPT _ WRITE, RENAME,
/“?\ p [ AT )| MOVEORCOPY | THE ATTACK IS BLOCKED &
\f:/ \E BANSOMWARE ' FILES? THE DEVICE IS CLEANED
IS NEW OR
UNKNOWH ATC i
ANALYZES | PROCESS TRY TO
TS CHANGE AUDIO,
IF BEHAVIOUR | viDEO OR IMAGE e
RANSOMWARE FILES?
w |5 KNOWN
OTHER
@ HEURISTICS
= e
THE ATTACK IS
BLOCKED & THE

DEVICE IS CLEANED

NEW
RANSOMWARE IS
ALSO SIGNED
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AN NINH CHO THIET Bl AU CUOI Bitdefender

BO MAY QUET TOT NHAT

Bd may quét virus duoc tw dong thiét 1ap khi cai dat cdng cu bao vé cho thiét bj dau cudi, cho phép phat
hién ciu hinh cai dat va thyc hién quét theo cac cach sau:

Quét ndi bo Quét dam may Quét tap trung

B



AN NINH CHO THIET BI DAU cuOl "

. o . Bitdefender
BO MAY QUET TOT NHAT
Bitdefender N
(Securty ’
Cloud ;

Scan mode
Automatic Custom Scan Mode
O Custom For computers I Eent_ra@a _ Fallback Lo Scan
For witual machines Central Scan Fallback Locs SGn
Hybrid Scan
Local Scan
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AN NIN H CEHO ] Bitdefender
THIET Bl PAU CUOI

VOI MAY TRUNG GIAN - RELAY

HG So

Remote Offic

Mady trung & \
gian Relay )
' ‘ L

'Myh update /

'G tp

. Ph th n mdy méi
trong mang



piéu khién dau cudi _—

Bitdefender

Quan ly trng Quan ly thiét ™

dung o]} \l,’
Core anti- .
malware

protection

Quan ly Web
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Quan ly thiét bi

Bitdefender

Drive Tools

Computer View Manage

« 4 B ThisPC - | % Search This PC

# Quick access  Folders (6)

[ Documents . Desktop Documents ' Downloads
+ Downloads 1

|&] Pictures

2 Music i Pictures Videos
B Music =

Presentations § 3

~ Devices and drives (3)

Tlsunsaiaccess .
Local Disk (C:) Data (D)

e )
& OneDrive ] ] USB Drive (E)

|
Mgy 451 GB free of 98.2 GB L 342 GB free of 528 GB

3 This PC

[ Desktop

% Documents
‘r Downloads i i

8 E:\ is not accessible,

J’t Music

] Pictures Accessis denied.

jL =)

B videos

“ia Local Disk (C:)

- Data (D:)

= WSB Drive (E2)

Location is not available

L

9items 1 item selected

Bluetooth B



Quan ly &ng dung "

Bitdefender

Windows cannot access the specified device, path, or file. You may not have the appropriate
permissicns to access the item.

B




Quan ly Web

Web Control Settings

€« C | @ Secure | nnpsiwww facabosk.com
X Bitdefender
Thiz padie & not sade

w

7~ ™, Bitdefender Endpoint Security Tools
| |

\x* blocked this page

Thies page ks blockid by your system administrator. (Content Contrel, Block Web Accass).

Accessdrom your browser bas beea blocked

®

Action
®
®

2items

7

Bitdefender

f
o
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AN NINH CHO MOI TRUONG AO HOA  Bitdefender

GIAI PHAP AN NINH NEN TANG CHO TRUNG TAM DU LIEU




AN NINH CHO MOI TRUONG AO HOA  ——

, , " » , , , . Bitdefender
GIAI PHAP TRUYEN THONG SO VOl HUONG GIAI QUYET CUA BITDEFENDER

Tiép can truyén théng

1. Giam ty |é tao may chi ao

3. Khong cap nhat CSDL virus trén tirng may ao

Scan Agent Scan Agent Scan Agent Scan Agent
Scan Agent Scan Agent Scan Agent Scan Agent

4. Con bao Virus

Scan Agent

5. Khé khan trong viéc quan ly




AN NINH CHO MOI TRUONG AO HOA  —

, , - . , , , . Bitdefender
GIAlI PHAP TRUYEN THONG SO VOI HUONG GIAI QUYET CUA BITDEFENDER

Giai phdp truyén théng Giai phap clia Bitdefender




AN NINH CHO MOI TRUONG AO HOA

MOI TRUONG VMWARE VOI VSHIELD ENDPOINT

Bitdefender /

NSX ve 3 areviyiome
i enter B s

Manager 8 contr  abitt0l Celier §
\\‘;_

Guest Introspection Driver

e

Bitdefender BEST with Central Scan




SECURITY FOR VIRTUALIZED ENVIRONMENTS

MUOIPLAFORM ARCHITECTURE

Bitdefender BBBBB ith Central Scan
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AN NINH CHO MOI TRUONG AO HOA ~ Bitdefender

KIEN TRUC DA NEN TANG

DB Database

CS Communication Server

WS Web Server

us Update Server

SVA Scanning Virtual Appliance (Security Server )




LOGIN VSI

KIEM THU TAC DONG LEN TRUNG TAM DU LIEU VO'I PHAN MEM DIET VIRUS CHO AO HOA

6%
Bitdefender GZ v6 TrendMicro
CS DeepSecurity for
vshield

Mcafee Move
Agentless

7%

Mcafee Move MP  Kasperky Security
for Virtualization 3.0

* Computing power ¥ Latency

Symantec DCS
6.5.0.272

Kaspersky Light Symantec DCS 6.0
Agent 3.1.0

2 OGINVSI



CAC PHIEN BAN CUA PHAN MEM GRAVITYZONE

Bitdefender Busingss gi‘;?:::: Enterp(ise
GRAVITYZONE Security Security Security
Bundle Bundle Sold Separately
Physical Desktops v 4 v 4 v 4
Physical Servers v ¥ 4 ¥4
Virtual Desktops ' 4 v v
Virtual Servers v v v
Microsoft Exchange v v
Mobile Devices D S v
Smart Central Scanning Yes Yes
Data Center Licensing Yes
Console Option Cloud / On-premise Cloud / On-premise On-premise



CO CHE TiINH LICENSE

Tay chon license:

= Ban quyén theo nam cho 1, 2 or 3 nam
= Ban quyén theo trng loai thiét bi
= Ban quyén theo CPU - khéng gi¢i han may ao

= Ban quyén theo thang

Security Service Licensing Options

Security for Virtualized Environments Per # of VMs or # of CPUs  # of VDI and # of VS or
# of CPUs (sockets)

Security for Endpoints Per # of physical Endpoints
Security for Mobile Devices Per # of Mobile Devices
Security for Exchange Per # of Mailboxes
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Secur
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Gioi thiéu “Bitdefender Endpoint Security HD”

Application Control Database of
AN known Threats

WWwWwW

Content Control

Firewall

lachine Learning- Loca

Device Control

Full Disk Encryption Zero-Day Threats

Sandbox Analyzer

Advanced Exploit
Prevention

Process Inspector

Zero-Day Threats

Diéu khién c6  Phat hién trudc
dinh khi hoat dong

Phat hién sau
khi hoat dong

¢ LJIn

Terminate
/A
&\ Dashboards
Quarantine |I|.
Reports

Threat Context

9 '
Notifications

Rollback Management Console

Ty dong phan Hién thi
hoi



An ninh dau cudi cua Bitdefender:
Phat hién cap cao & Phan tich Sandbox

Tién trinh bao vé (Trwdc khi virus thue thi)

1. Phat hién céng cu tdn cong

2. Phat hién bang thong mang kha nghi

Chir ky

3. Phat hién file kha nghi dwoc xdo tron bdi
cac goi dir liéu khong tén

4. Phat hién Ransomeware tich cuwc

| l‘ l

May hoc — Machine

Learning

e 1. Phan tich cac file nguy hiém trong moi
Phat hién cap cao

trwrong cach ly

2. Phantich sau hon hanh vi cac file

3. Duwara bdo cdo chitiét sau phan tich

Phan tich Sandbox <

Bitdefender SANDBOX

e
=




SPACEX ::z:

Tap doan cong nghé khong gian

5.000 thiét bi dau cuoi



SUSQUEHANNA

=z B AN K :2;b|?yur Bivd, Camden, NJ 08103,
Banking
190 CPUs
=g : 2.200 EPS
- - 315 ATM Machines



U'u diém cua giadi phap Bitdefender

1.

U

TOT NHAT: gidi phap an ninh t6t nhat cho méi trudng
hon hop

e MOi truong vat ly va ao hoa

* MOGi truong cloud va may chu tai Doanh nghiép

e May chu, may tram, Mobile

. TOT NHAT: kha ning bao vé da Iép, théng minh
. HIEU NANG CAO NHAT

e S dung it tai nguyén nhat
e Lam chdm mady it nhat
 Kha nang I6i thap nhat

. TOT NHAT: quan ly, van hanh
. TOT NHAT: trién khai nhanh chéng
. TOT NHAT: hiéu qua dau tw

/Jﬂ,‘

Bitdefender



TAM NHIN CUA BITDEFENDER

La nha cung cap dang tin cay nhat

Vé giai phap an ninh khéng gian mang trén thé gi&i

1. Dan dau veé
Giai phap an ninh cho ngw®i dung ca nhan

2. Dan dau ve

Giai phap an ninh hon hép
e Cloud / On-premise
 Virtual / Physical

* Private / Public

3. Dan dau veé Giai phap bao vé dau cudi
cho Doanh nghiép Bitdefender
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Bitdefender

BITDEFENDER TAI VIETNAM

LA S S A

Van phong tai Ha Noi va H6 Chi Minh
Nha phan phdi la cong ty FDC

Pao tao mién phi

Chinh sach gia ho tro thi trworng nodi dija

Chwong trinh gia ho tro’ cho chinh phu, gido duc



LIEN HE BITDEFENDER

Van phong Ha Noi:
Phong 901, téng 9, Toa nha Kim Anh,
78 Duy Tan, Ha NOi

Lieén hé mua hang:
Email: sales@bitdefender.vn
Phone: 024 3574 7677

/ﬂh

Bitdefender

Van phong HCM:
Phong 503A, Thién Son Plaza, 800
Nguyén Van Linh, quan 7, HCM

Yéu cau ho tro’
Email: hotro@bitdefender.vn

Phone:1900545525




PROTECTING 500 MILLION USERS WORLWIDE




