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TINH HINH TRIEN KHAI IPv6

IPv6 Capable Rate by country (%) Viét Nam:
- 4/2016:
IPv6 Capable 0.02%
- 7/2017:
IPv6 Capable 7.56%
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TY LE'NGUOI SU DUNG IPv6

« Thong ké IPv6 cua Google:

Native: 17.78% 6tod/Teredo: 0.03% |21 thg 7, 2017
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IPV6 - ISP, MOBILE OPERATORS

Comcast IPv6 Deployment ATT IPv6 Deployment Show 10 v |enfries Search:
60 70
50 - 60 Rank = Participating Network ¢ ASN(s) depllcl?:rﬁﬂent ¢
50
40 7015, 7016, 7725, 7922, 11025,
g . £ 40 13367, 13385, 20214, 21508, 22258,
= S 304 22909, 33287, 33489, 33490, 33491,
20 55 1 Comcast 33650, 33651, 33652, 33653, 33654, 56.24%
33655, 33656, 33657, 33659, 33660,
40 10 4 33661, 33662, 33664, 33665, 33666,
33667, 33668, 36732, 36733
B 2 ATT 6389, 7018, 7132 65.56%
Date (yyyy-mm) Date (yyyy-mm)
KDDI 2516 28.75%
4 RELIANCE JIO INFOCOMM LTD 55836, 64049 83.12%
T-Mobile USA IPv6 Depl t ) . 7843, 10796, 11351, 11426, 11427,
Verizon Wireless |Pv6 Deployment 90 oole \o Deploymen 5 Charter Communications 12271, 20001’ 20115’ 33363 26.00%
90
a0 80 - 6 Verizon Wireless 0167, 22394 84.36%
70 4 70 7 T-Mobile USA 21928 84.33%
60 4 60 4 8 SoftBank 17676 18.77%
¢ 50 £ 504 9 Deutsche Telekom AG 3320 46.56%
H £
s 40 w407 10 British Sky Broadcasting 5607 82.22%
| 30
80 20 | Showing 1 to 10 of 256 entries
207 2 3 4 5 Next Llast
10 - 10 4

Date (yyyy-mm) Date (yyyy-mm)

http.//www.worldipvélaunch.orq/

B0 THONG TIN VA TRUYEN THONG www.vnnic.vn

TRUNG TAM INTERNET VIET NAM




CONG'NGHE VOI IPv6

IPv4 Address Depletion JLIDL IO National IPv6 Strategies
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IPv4 - CAN KIET

. IPv4 can kiét: 15/4/2011
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GIA TANG KET NOI, DICH VU ke

ACTIVE 3G & 4G MOBILE CONNECTIONS AS A PERCENTAGE OF TOTAL MOBILE CONNECTIONS

KEY STATISTICAL INDICATORS FOR THE WORLD'S INTERNET, MOBILE, AND SOCIAL MEDIA USERS

TOTAL INTERNET ACTIVE SOCIAL UNIQUE ACTIVE MOBILE
POPULATION USERS MEDIA USERS MOBILE USERS SOCIAL USERS
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« Phat trién cac dich vu &'ng dung, bang rong.

« Di dong & thdi quen st dung mang Internet.

« Dich chuyén tur cung cép dich vu thoai & tin nhan truyén théng sang cung cap
cac dich vu di dong bang rong

Wl SOCIAL MEDIA PENETRATION BY COUNTRY
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MANG DI PONG THE HE MOI

«  Xu hudng phat trién 1én cadc mang béng rong thé hé méi, dé dap (ing nhu
cau két ndi toc do cao va giai tri da phuadng tién.

1G

= Basic voice service

* Analog-based
protocols

2G

= Designed for voice

* Improved coverage
and capacity

= First digital
standards (GSM,
CDMA)

36

= Designed for voice
with some data
consideration
(multimedia, text,
internet)

= First mobile

broadband

4G

= Designed primarily
for data
= |P-based protocols

= True mobile

broadband
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CAC.VAN DE TRONG IoT AT

39818 =21
Many Devices Pace Of Scale Connectivity Data Volume

Vague Security Understanding
Addressing Large Scale Requirements Lots Of Data
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CAC.GIAO THUC TRONG IoT

Radio Protocols Network Protocols
™ L _-"'"-.
@) ¥ Osuetotn y s
3wy LoRa Alliance

== Wide Area Networks for loT

L’ERa mWebsockets
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THACH THUC & KHO KHAN

- Van dé mad rong:
o Khong gian dia chi, dinh danh cho cac Things
o Van dé két ndi, cau hinh cho cac Things
o XU ly phan tich di liéu 16n, cloud...
Van dé tiéu chuan héa:
o Co qua nhiéu tiéu chuan trong IoT
o Khong cd kha nang tuong thich.
Van dé két noi Internet:
o Qua trinh chuyén déi phirc tap non-IP > IP.
o Khd khan trong viéc giam sat, quan ly tuU xa.
Van dé bao mat:
o Nguy cd tan cong trong mang IoT la I&n.
o Xay dung, trién khai cac co ché an toan bao méat phurc tap.
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Lam thé nao dé gidi quyét?
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IPv6; KHONG GIAN'‘DPIA CHI RONG LON

» S0 lugng thi€t bj va két nGi ngay cang tdng, yéu cau vé mat két ndi va dinh
danh cho moi thiét bi.
« Khong gian dia chi IPv6 |én tGi 128bit, cho phép co tdi: 3,4 x 10E38 dia chi.
o DPam bao kha ndang mé rong gan nhu khong gidi han.
o Dinh danh cho tung thi€t bi trong.
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« Kha nang két nbi dau cudbi dudc cai thién: }
o Khong can dung NAT
o Cac U’ng dung két ndi peer-to-peer sé dat hi€u qua cao trong IPv6
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IPv6: TU PONG CAU HINH & PINH TUYEN TOT HON

Kha nang tu dong cau hinh (plug-and-play) trong IPv6 sé rat cd Igi trong
IoT

o Thiét bi tu’ cau hinh dia chi IPv6 cho chinh no.

o Van ho trg DHCPv6 tuagng tu DHCP trong IPvA4.

Trong IPv6, cau truc mao dau dan gian han cho qua trinh xur ly géi tin:
Tang hiéu qua xU' ly tai bo dinh tuyén, gdi tin dugc xir ly nhanh han
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Kha nang mad rong linh hoat
Bang dinh tuyén dan gian han
Tang toc do két noi, dam bao chat lugng QoS.
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IPv6: KHA NANG BAO MAT

« Bao mat dau cudi vai IPsec mac dinh. Cac giao thic chinh dugc sir dung la:
o Authentication Header (AH)
o Encapsulating Security Payload (ESP)
o Internet Key Exchange (IKE)

« Dam bao an toan, xac thuc trong cac két noi dau cudi.

 Giao thuc NDP cé kha nang két noi va bao mat tot han trong IPv6.
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IPv6: HOAN TOAN TUONG THICH INTERNET 5 % °

- IPv6 tiéu chudn va hoan toan tudng thich vdi Internet.

- Van dé chuan hda cac giao thic trong IoT cd thé dugc giai quyét vdi giao
thirc 6LOWPAN, giam thiéu t6i da kha nang xur ly va mirc do tiéu tén ndng
lugng cua cac thi€t bi két noi.

« Ngoai ra con cac tinh nang:

o Chat lugng dich vu t6t hon véi trudng Flow Label trong IPv6
o Nang cao kha nang Anycast & Multicast

o Nang cao kha nang di dong véi MIPv6
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IPv6 la mac dinh trén cac thiét bj khi trién khai 4G/LTE.

Theo World IPv6 Launch, hién nay co han 250 nha mang trén thé gidi
tham gia th(r nghiém va trién khai chuyén déi IPv6 cho mang béng rdng
4G/LTE. Tai My, 1/3 s6 thué bao di dong da sur dung IPv6 thong qua
4G/LTE.

S6 lugng thiét bi di ddng thong minh ho trg IPv6 ngay cang téng 1&n
(>75%)

Cac cong nghé ho trg chuyén ddi, trién khai IPv6 cho mang 4G LTE
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QUY.HOACH IPv6 CHO MANG 4G LTE

« Mang 4G LTE la mang hoan toan IP, vi vay viéc thi€t k€, quy hoach dia chi
IPVv6 la rat quan trong:
o Xay dung hé thong LTE/EPS dual-stack.
o Kha ndng tich hgp v&i mang 2.5/3G san cé (dang hoat dong IPv4)
o Cac thiét bj Gateway, dau cudi ho trg dual-stack.
o Truyén tai sir dung 6PE, 6VPE hoac dual-stack.
o Cung cap cac dich vu vé sau cé kha nang dap U'ng IPv4/ IPv6
« Cap phat dia chi IPv6 cho cac thiét bi dau cudi:
o Cap phat dia chi dong: cap phat thong qua giao thic tu dong cau
hinh cua IPv6 hodc DHCPv6.
o Cap phat dia chi tinh: Luu trr cac thong tin dia chi IPv6 tuang ’'ng vai
cac thué bao tai HSS (Home Subcriber Server).
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CONG NGHE NAT64 + DNS64

 Cac thiét bi chay IPv6 hoan toan c6 kha nang giao ti€p dén mang IPv6
hodc mang IPv4 thong qua cdng nghé chuyén doi.

« S dung trong cac trudng hgp cac hé théng dich vu cii chua thé chuyén
ddi sang IPv6.

« Khi mang da chuyén doi sang IPv6, sé bd cac bd chuyén doi NAT64

1 .' )
<> AR 2.

IPvé A\ IPvé Host
Client 4 I
———
NAT64 IPv4 Host
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CONG NGHE 464XLAT

«  464XLAT (RFC 6877): budc st dung hau hét tai cac Mobile Operators.
« Uu diém:

O Két hgp chuyén doi giao thirc stateful & stateless

Q Trién khai don gian, khéng can giao thic mdi.

O Cac ing dung IPv4 van dugc st dung trong mang IPv6.
«  Yéu cAu cac thiét bi dau cudi phai ho trg 464XLAT

IPv6 PLAT : Provider side translator(XLAT)

Home ‘ CLAT : Customer side translator(XLAT)
-

Internet
IPv6

IPv4

IPv4

Internet i‘

_— ... proert T A
Private IPv4 ) > Global IPv4
Stateless XLAT Stateful XLAT
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CONG NGHE 464XLAT

2001 :db8:cafe::cafe
2001:db8:aaaa::aa IPV,

. , IPv6 Native

Qg/i-----------------

IPv4[P] PLAT IPv4 IPv
___ IPv6 Internet ' Inferne'l_'i
Bl 464XLAT PLAT>
= XLATE SRC Prefix IPv4 pool 198.51.100.1
\/ [2001:db8:aaaa::/96] [192.0.2.1 - 192.0.2.100]
192.168.1.2 XLATE DST Prefix XLATE DST Prefix
. oS [2001:db8:1234::/96] [2001:db8:1234::/96]
IPv4 SRC IPv6 SRC IPv4 SRC
192.168.1.2 é 2001:db8:aaaa::192.168.1.2 é 192.0.2.1
IPv4 DST Stateless b6 DST Stateful IPv4 DST
: - 1% 198.51.100.1
198.51.100.1 XLAT 2001:db8:1234::198.51.100.1 XLAT 98.51.100
[RFC 6145] [RFC 6146]
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XU HUONG CONG NGHE

- Trong IoT cd rét nhiéu chuan két ndi, tuy nhién hién dang cé sy’ chuyén
dich ho trg chuan IP trong Internet:
o 6LowPAN
o IPv6 over BLUETOOTH(R) Low Energy (RFC 7668)

o Zigbee IP (I6p mang truyén tai IEEE 802.15.4 si’ dung nén mao dau
6LowPAN)

« Nguyén nhan:
o Dé dang ciu hinh
Kha ndng tuang thich, 1am viéc trén cac nén tang cd san
Kha nang két noi truc ti€p vdi ha tang Internet
Lap trinh don gian

O O O O
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IPv6 & loT
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IPve & loT & CLOUD

. IoT khong chi c6 moi Sensor!!!

« Két hgp IoT & Cloud trén nén tang IPv6.

- IPv6 sé€ cung cap ha tdng hoan hao dé phat trién IoT va Cloud:
o IoT thu thap dir liéu.
o Cloud s€ dong vai tro luu trir va phan tich cac dir liéu
o IPV6 chinh la nén tang dam bao dé phat trién.

Cloud
Computing

Virtualization

Future of
Internet

loT

BO THONG TIN VA TRUYEN THONG www.vnnic.vn
TRUNG TAM INTERNET VIET NAM




U'U DIEM CUA 6LoWPAN

« XU ly hiéu qua dir liéu:
o Cd ché nén mao dau, nang cao hiéu nang xur ly tai cac node.
o Kha nang loai bé phan manh tai node trung gian.
- Ké& thlra toan bd uu diém trong IPv6&IoT da phan tich & trén:
Khong gian dia chi rong I6n
Kha nang bao mat
Tu dong cau hinh dia chi
Hoan toan tudng thich véi nén tang Internet san cd
o Quan tri, g& 16i dé dang qua cac cdng cu quen thudc (ping, trace, ssh...)
« Do dudc xay dung trén nén tang IEEE 802.15.4, 6LoWPAN c6 kha nang tucng
thich vé&i cac giao thirc trén nén tang nay. Ngoai ra cd thé dé dang tuang thich
v4i cac giao thirc trén chuén IP, vi du Wifi.
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CONG NGHE 5G
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3G 4G 5G~

Sl Ioiees 10 Gtps « TOc do vugt troi.
2ol bag 5 | . Gidm thdi gian tré dich vu.

1Gu dé tai bd

phim "Vé binh ‘
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H& Chi Minh thi X |
Vancouver tinh c3 Vi3 Kp ludt Facebook &3u tii chua?”
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CONG NGHE 5G

Két nbi khong day khong giGi han truy cap
va cac van dé khu vuc.

Toc do cao, dung lugng Idn, vdi chi phi thap.
SUr dung tram vé tinh va khong gap cac van
dé vé phu song.

Pap U'ng cac dich vu yéu cau chat lugng cao.
Kha nang tich hgp véi hgp cac i'ng dung
thong minh, tri tué nhan tao AI & IoT

Tang cudng kha ndng truy cap diéu khién tur
Xa.

Massive growth in
Traffic Volume

i

AJ
Massive growth in
Connected Devices

8 < 0

Wide range of
Requirements and
Characteristics

« Data rates
« Latency
« Reliability

¢ Device energy
consumption

0 ’-'-?‘ 5 ;
*1000x and beyond” (.T.? % Sg * Device cost
Affordable and sustainable €S

> Viéc trién khai IPv6 cho mang 5G la tat yéu, mac dinh

{, ¥ ~
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KET LUAN

« IPv6 khong phai la cong nghé mdi.
. IPv6 da hién dién & khdp moi ndi, s lugng ngudi duing, &'ng dung ho trg IPv6
khong ngung tang Ién.

« IPv6 sé xu ly cac van dé 4G/5G & IoT dang gdp phai: [ IPG .
o Kha nang mé rong | hef |
o Khong gian dia chi, dinh danh thiét bi.
o Cac kha nang bao mat, di dong, chat lugng dich vu.
o Kha nang két ndi dau cuai...

« Xu hudng cong nghé la su’ két hgp dua trén nén tang ha tang la mang IPv6.

« IPv6 la tat yéu, la dam bao va quyét dinh tuong lai cua Internet!

IT'SNOTNEW. IT'S NOW
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