TSSHOCK: Téin cong pha v tinh an toan ciia mdt s cai dit
lwgc db chir ky sé nguwdng trong vi MPC

Mot trong nhitng tham ludn thu hut sy quan tam lon cua gioi bao madt tai
Hoi nghi bdao mdt hang dau thé gidi Black Hat USA 2023 la tan cong TSSHOCK
ciia nhém nghién civu mdt ma dén tir cong ty Verichains (Viét Nam). Bang leu 3,
tan cong ndy cho phép mét node dc ¥ ¢é thé danh cdp on-chain tai san ma hod
gid tri hang triéu dén hang ti USD trén cdc dich vu nay.

TONG QUAN

Cot 15i cta vi tinh toan da bén (Multi-Party Computation - MPC) hién dai
va giai phap luu ky tai san s ctia cac chudi khéi chinh 13 mot giao thirc mat ma
c6 tén 1a luge dd chit ky s6 ngudng (Threshold Signature Scheme - TSS).

Ngay nay, nhiéu t6 chirc bao gdm ngéan hang, san giao dich va vi déu dya
vao TSS dé cho phép cac bén uy quyén giao dich bang cach tao chir ky ma khong
tiét 10 khoa bi mat ca nhan cia mdi bén. Do d6, tinh an toan cta TSS 1a vo cung
quan trong ddi v6i nhiéu hé sinh théi tai chinh tai san sd.

TSS 13 mot luge do chir ky sé ma cho phép nhiéu bén (tirc ngudi ky) c6 thé
thiét 1ap cdc nhom sao cho chi mot tap hgp con nao d6 cua nhém méi co thé tao
chit ky thay mit cho nhom. Cuy thé hon, mét luoc d6 chit ky ngudng (t, n) sir dung
dé ky mot thong diép 1a mot luoc dd chit ky sb trong d6 bat ky t (ngudng) (hoic
nhiéu hon) nguoi ky nao trong mot nhom gdm n ngudi ky c6 thé tao chir ky thay
mit cho nhém. Vi mdi bén chi giit mot phﬁn khoa bi mat trong viéc sinh khoa bi
mat TSS, nén chit ky ngudng khong tiét 16 cac thanh vién nhom thuc su dd hop
tac dé sinh khoa va tao chir ky sd trén thong diép.

Trong chudi khéi, luoc d6 chir ky s6 dudong cong elliptic (Elliptic Curve
Digital Signature Algorithm - ECDSA) thuong dugc st dung dé ky va xac minh
giao dich. Mot giao thirc cho TSS sir dung ECDSA ma dua trén ma hoa dong cau
(homomorphic) va chirmg minh khong tiét 16 tri thirc (zero-knowledge proof), da
duoc dé xuit boi Gennaro & Goldfeder vao nam 2018 3 va duoc cap nhat trong
4, 5. Ké tir lan cong bd dau tién, nhiéu cai dat cua giao thic da dugce phat trién va
hién dang duoc nhiéu san pham sir dung dé mang dén su tin tudng giita cac thanh
vién. Trong bai viét nay, thuat ngir t-ECDSA dé cap dén luoc dd chit ky ngudng
ECDSA do Gennaro va Goldfeder dé xuat.

That khong may, mic du da trai qua nhiéu kiém dinh an toan, nhung céc
cai dit ndy, bao gom cac khung TSS mé ngudn mé thyc té trong Golang va Rust
van dé bi tAn cong boi 3 tan cong trich xuit khéa mdi ma nhom nghién ctu tai
cong ty Verichains da phat hién ra. Ching dugc dat tén 1a TSSHOCK.



TSSHOCK 1a tin cong 1én giao thtrc chit ky ngudng (Threshold Signature
Scheme) dugc sir dung rong rii trong cac vi tién dién tir dung MPC (Multi-Party
Computation), cross-chain bridge va cac giai phap quan 1y tai san k¥ thuat sé.

Verichains d phat hién ra tan cong TSSHOCK sau khi tién hanh kiém tra
dién rong mot loat cac cai dat t-ECDSA ma nguén mé. Hau hét cac cai dit co thé
bi tAn cong chi voi mot thanh vién dé khoi phuc khoa bi mat ECDSA. TSSHOCK
pha v& hoan toan tinh an toan ctia TSS, voi viée khai thac bang ching vé khai
niém thé hién toan bd qué trinh trich xuat khoa bi mat boi mot ké tan cong sau 1-
2 chit ky trén nhiéu vi pho bién, co so ha tang khoa khong luu ky (non-custodial,
ttrc cho phép nguoi ding co toan quyén kiém so4t tai san ciia minh bang khoa bi
mat duogc lién két voi vi) va giao thitc quan 1y tai san chudi chéo (cross-chain).

Ké tan cong c6 thé khai thac TSSHOCK dé danh cap tién s6 c6 gi tri 1én
dén hang ti USD tir ca ngudi dung c4 nhan va cac to chirc/doanh nghiép, dong
thoi khong dé lai dau vét va co vé khong lién quan ddi véi cac bén tham gia khéc.

Phép bién ddi Fiat-Shamir

Phép bién doi Fiat-Shamir 1a mot k§ thuat noi tiéng nham loai bo tinh tuong
tac khoi cac h¢ chiing minh tuong tac. Cac hé¢ chirng minh tuong tac thuong co
cau truc 3 budc nhu sau:

Budc 1: Nguoi chirng minh sinh ra mot gié tri cam két va gui t&i nguoi xac
minh.

Budc 2: Nguoi xac minh sinh ngau nhién déu mot gia tri thach thie va gui
té1 nguoi chung minh.

Budc 3: Ngudi chimg minh tinh toan bang ching dua trén ca gia tri cam két
va thach thiec.

Y tudng dang sau phép bién doi Fiat-Shamir 13 thay vi yéu cau ngudi xac minh
glri mot gia tri thach thirc ngau nhién cho ngudi ching minh, ngudi chimg minh
c6 thé ty tinh toan gia tri ndy bang cach sir dung ham ngau nhién, chang han nhu
ham bam mat ma. Piéu nay gitip hé ching minh tré thanh khong twong tac.

dinproof

dinproof dugc sir dung dé xac minh, theo cach chirng minh khong tiét 10 tri
thirc rang ngudi ching minh biét log g h (mod N), trong d6 N 1a hop s0. Tai budc
sinh khéa, mdi bén dugc yéu cau sinh va truyén phat bo ba gia tri (N, hy, hy), s&
dugc sir dung trong budc ky tiép theo, cling véi mot dinproof ching minh rang
bén tham gia biét logp, hy (mod N). Mot sb cai dit ciing yéu cau dinproof bd
sung cho log, h, (mod N). Phién ban tuong tac ciia dinproof nhu sau:



Budc 1: Peggy (bén chirng minh) cam két mot gia tri ngau nhién p € Ly
(chi Peggy biét ¢(N)) bang cach gui @ = g” mod N téi Victor (bén x4c minh).

Budc 2: Victor chon va giri cho Peggy mdt bit thach thirc ngau nhién ¢ €

{0,1}.
Budce 3: Peggy tinh toan va gui lai 7 = p + clogg h (mod ¢(N)).

Budc 4: Victor chdp nhan khi va chi khi g% = ah® mod N.

Hé chting minh twong tic & trén dugc chuyén d6i thanh dinproof khong
tuong tac bang cach ap dung phép bién doi Fiat-Shamir dugc mo ta trude do. Viée
ching minh cling dugc ldp lai A lan (thuong la A > 80) dé giam loi an toan
(soundness error) tir % (x4c suat doan diing ¢ ¢ dau giao thirc) xuéng 2%

Trong d6, I6i an toan (soundness error) 12 16i an toan ctia mot giao thire/lugc
do 1a xac suat ma mot nguoi ching minh ac y thuyét phuc mot ngudi xdc minh
trung thuc rang mot tuyén bo sai la ding.

Giao thuc con MtA

MtA 12 viét tit caa phép nhan véi cong, 1a mot giao thirc con lién quan dén
2 bén Alice va Bob l1an luot gitr cac gié tri bi mat a, b. Khi két thic MtA, Alice
thu dugc a va Bob thu duoc B sao cho ab = a + B mod q trong d6 q 1a cap cua
nhom ECDSA dang st dung.

Tom lai, viéc rod ri dau vao a hoic b cia MtA déu dan dén viéc khéi phuc
khoa bi mat TSS. Trong giao thirc MtA, ca hai bén can trao doi cAc gia trj duoc
ma hda véi nhau dé thuc hién cac phep tinh mong mudn. Tuy nhién, vi thiéu su
tin twong gitta cac bén nén khé co thé dam bao rang cac gia tri ma hoa duoc gui
di 1a hop 1&. Bé giam thiéu van dé nay, giao thuc yéu cau ca hai bén ciing giri bang
chung pham vi vé cac gia tri duoc ma hoa.

CAC LO HONG BAO MAT

Sau khi tién hanh danh gia tinh an toan toan di¢n ddi véi mot loat cac cai
dat TSS ma ngudn mao, Verichains da phan loai cac van dé thanh cac 10 hong pho
bién dudi day.

L& hong 1: Piém yéu trong viéc sir dung lwgc d6 ma code mo hd

Mot trong nhiing cach cai dat pho bién nhat ciia TSS 14 thu vién tss-lib ciia
BNB Chain, duoc viét bang go-lang. Nhiéu du an khac, ching han nhu
Multichain, THORChain, 1o.Finnet, Threshold Network (Keep Network) va
Swingby str dung phién ban stra d6i ctia thu vién tss-lib.



tss-lib sir dung lwoc do md code khéng ré rang, trong do, viéc ghép néi cdc gid tri
ddu vao voi dau phdn cach'$' dan dén hai bé gid tri mdang byte dau vao ["a$","b"]

N

va ["a","$b"] cé thé dea ra két qua ciing mét gid tri bam.

Pay dugc xem 1a van dé da biét tir 1au ddi voi tss-lib. Van dé nay da duoc
bao céo 1an dau tién t6i Binance vao 4 nim trude (2019) boi Kudelski Security
trong bao cao kiém dinh an toan cho thu vién tss-lib (xem Hinh 1). Verichains
khong hiéu tai sao van dé (Giao dién KS-BTL-F-09: SHA512 256 d& bi va cham)
dugc danh ddu “An toan thap” trong bao cao kiém dinh. Diéu nay c6 thé do nhan
thire cta kiém dinh vién rang van dé nay kho c6 thé khai thac dugc. Tuy nhién,
tan cong TSSHOCK di ching minh rang day thuc su 1a mot van dé nghiém trong
c6 thé pha v& hoan toan TSS.

Vén dé nay da duogc theo ddi va khic phuc theo khuyén nghi ctia Kudelski
tai vao thang 9/2019. Tuy nhién, trén thuc té, cach khic phuc nay khong du dé
giam thiéu nguyén nhan goc ré clia van dé luoc d6 ma code khong rd rang va thu
vién tss-lib van c6 thé bj khai thac.

Nam 2022, Kudelski Security da dugc io.Finnet thué dé kiém tra phién ban
stra d6i tss-lib cia BNB-Chain. Kudelski Security da bao céo lai cho io.Finnet van
dé va cham gia tri bam twong ty do viéc thuc hién ghép ndi cac gia tri dau vao véi
dau phan cach '$’. Van dé nay da duoc io.Finnet khac phuc theo cach khéo 1éo
hon va sau d6 dugc cong bd cong khai voi tén goi CVE-2022-47931 vao ngay
28/3/2023 (xem Hinh 2).

KS-BTL-F-09: SHA512_256 interface prone to collisions
Severity: Low

Description

The SHA512_256 () function takes of list of byte arrays as arguments and creates the
data to be hashed by separating these data blocks with a $ character.

Since the byte arrays can also include this character, different sets of inputs can hash
to the same value.
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For example, if in is the single array [a,$,b,$], then the hash result will be the same
as when in is the two arrays [a] and [b].

Recommendation

A non-ambiguous encoding should be used to prevent this, for example by adding an
encoding of the block length for each of the blocks processed.

Status

This is tracked in https://github.com/binance-chain/tss-1ib/issues/34 and has
been fixed in #41.
Recommendation

A non-ambiguous encoding should be used to prevent this, for example by adding an
encoding of the block length for each of the blocks processed.

Hinh 1. Bdo cdo kiém dinh an toan doi véi thu vién tss-lib, 2019
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CVE-2022-47931: Collision of hash values

The functions SHA512_256 and SHA512_256i are used to hash bytes or big integer tuples,
respectively. They take as input a list of values and output a hash. According to the paper,
those hash functions should behave like a random oracle, and thus it should not be easy

to find collisions.

The issue we found arises when hashing multiple concatenated input values, for
example, a list of bytes [“a", “b", “c”]. The two vulnerable functions concatenate the values
by adding a separator “$"” between each value to obtain the string “a$b$c”. Then this
string is passed to the hash function SHA-512/256 to obtain the hash result. However, the
character "$" may itself be part of the input values, so this construction is prone to
collisions. As an example, the two input byte array tuples ["a$", "b"] and ["a", "$b"] output
the same hash value.

Hinh 2. Tw vin bdo mdt ciia Kudelski Security/io.Finnet, 2023

Verichains phan loai van dé nay 13 luoc dd ma code khong rd rang va khai
thac n6 dé khoi phuc khoa bi mat, khéng phai va cham ham bam. Khi thyc hién
phép bién d6i Fiat-shamir, mot lugc d6 ma code duoc sir dung dé tudn ty hoa ban
ghi sdp dugce bam theo byte. Do d6, néu luge dd ma code khong rd rang s& dan
dén thuc hién sai.

Vao thang 11/2022, Verichains di phat trién mot tin cong trich xuat khoa
méi, duoc goi 1a a-shuffle, da khai thac thanh cong van dé vé luoc do ghi ma ro
rang dé pha v& TSS. Verichains da xay dung trich xuat khéa ching minh khai
niém nham khai thac dbi véi tss-lib (va bién thé) tir cac du an Multichain,
THORChain, Threshold Network (tBTC), Swingby. Luu ¥ rang, mdi du 4n c¢6 cac
stra d6i ma code riéng cho cac trudng hop st dung khac nhau nén viéc khai thac
thuc té kha phtre tap va khac nhau di voi mdi cai dit.

Multi-party-sig ctia Taurus, mot cai dit t-ECDSA ctia CGGMP-21 ciing dé
bi tén thuong trudc tan cong a-shuffle.

L& hong 2: T6i wu héa TSS khong an toan

Do d6 phuc tap theo ham mii cia MPC/TSS, nhiéu dy an di cb géng tdi wu
hoa luge d6 dé cai thi¢n hiéu suat va/hodc md rong quy mo cac san pham MPC
ma khong chimg minh duogc /6i an toan cua luge d6. Céac bay 161 pho bién gom:

Bay 16i 1: Giam sé lan lip gdi dInproof

Viéc giam s6 1an ldp géi dinproof c6 thé 1am cho MPC chay nhanh hon nhung lai
gitip ké tAn cong d& dang doan duoc céc bit thach thire di voi mot so 1an 1ap nho.



Trong cai dit fastMPC ctia Multichain, tham sb 1an lip da giam tir 128
xubng 1, do d6 khién né dé dang bi gia mao bang phuwong phéap thir va sai.
Verichains da phat trién tin cong trich xuét khoa thir hai, duoc goi 1a c-guess, 6
thé khai thac thanh cong van dé nay dé khoi phuc khoa bi mat tr mdt nat doc hai.

Bay 16i 2: Sir dung khéng gian thdch thirc I6n hon (twong tw nhw giao thirc
Schnorr - Chirng minh tri thivc vé logarit roi rac) va loai bé viéc lip lai dinproof

Téi uu héa luge d6 ma khong chimg minh duoc 16i an toan cua luoc db 1a
khong dang ké. Mot sb thu vién TSS da tdi uu hoa thuat toan cho dinproof bang
cach chon thach thirc 1 256 bit va chi chay mot 1an. Piéu nay tuong tu nhu bang
chung logarit roi rac d6i véi mot nhom cé cip nguyén td. Nhung & Galoa Group,
cdp nhom ¢ (n) khong phai 1a s6 nguyén tb ma 1a hop sé. Do 6, viéc thyc hién
tan cong trich xuat khoa thir ba, c-split, duge dé xuat boi Verichains c6 thé thuc
hién duoc.

Céc du an nhu tofn cia Axelar, chir ky ngudng cia Ngan hang ING, multi-
party-ecdsa ctia ZenGo X c6 thé bi tan cong c-split.

TAN CONG TSSHOCK

Verichains da phat trién 3 tdn cong méi nhu 12 hai phan cia TSSHOCK c6
thé phét sinh trong ngit canh cua luoc do chir ky s6 ngudng t-ECDSA (va céc diéu
kién kich hoat ctia chung) bao gém: a-shuffle, c-split va c-guess; va dugc goi dudi
tén chung 13 tin cong TSSHOCK. Nhu di dé cap trude do, cac phuwong phap tan
cong nay khai thac ca cac diém yéu cai dit di biét va cac 16 hong mai duoc xac
dinh duy nhét d6i voi cai dat t-ECDSA.

Céc tin cong ndy co thé pha v& hoan toan tinh an toan cua TSS, voi viée
khai thadc ching minh khai niém cho thdy mot bén ddc hai co6 thé trich xuat toan
bo khoa bi mat sau 1-2 chir ky trén cac thu vién va san pham phd bién khac nhau.

Céc tan cong ctia Verichains yéu cau khong hity bo (no abort) dé giao thirc
ti€p tuc lién mach, khong dé lai dau vét va to ra vo hai doi vdi cac bén khac.

Tan cong a-shuffle

Tan cong a-shuffle khai thac 16 hong cua lugc d6 ghi ma khong rd rang.
Trong tan cong a-shuffle, ghi mi khong rd rang clia cac gia tri a trong mdi lan lap
ctia dinproof cho phép nhiéu hon 1 danh sach gia tri khac nhau dugc ghi ma nhu
nhau. Y tudng tin cong 1a lién két chudi cac gié tri @ sao cho n6 c6 thé dugce bicu
dién theo nhiéu hon 2 cach, vidu: & Il @ || a ¢6 thé dugc hiéula a |l (@ Il @) hodc
(a |l @) Il «. Bat a twong tng voi bit thach thitc 0 va « || @ tuong Gng véi bit
thach thtc 1. TAn cong a-shuffle trude tién doan co bao nhiéu bit thach thic 1a 1



(hodc 0) va sinh cac gia tri & tam thoi. Sau khi ap dung phép bién d6i Fiat-Shamir,
cac bit thach thure sé duoc tiét 10, néu sb luong bit 1 (hodc 0) dugc doan chinh xac
thi cac gia tri o s& dugc sép xép lai sao cho chiing dugc sip tht ty ding theo timg
bit thach thirc. Néu doan sai thi tin cong s& thr lai.

THUAT TOAN 1: a-shuffle gia mao dinproof 1

Pau vao: g,N

Paura: h, dinproof doi véilog, h mod N

bat © = rand(Zorq(g))- Pat a = g* mod N. bat titcat = T.
bat a = bytes(a). Bat f = int(a|D]a).

bath = a/f mod N (sao cho = g*/h mod N).

Vi L thuoc {0, 1, 2,...,A}:

A W N -

@, (1<i<l)
B, (l+1<i<i)
(b) Patcy,cy,...,ca = H(g,hN,ay,ay,...,a3).

Néu Y ¢; = A — 1 (c6 [ bit thach thuc bang 0), thi dat
© o = {“’ (€ =0) s quay lai

B, (ci=1)

() Pt tam thoi a; = {

5 Quay lai buéc 1.

Thuat toan 1 cho phép nguoi chimg minh gida mao mot chimg minh hop 1€
cho g, N tuy y chon. Thuat toan dua ra h va dinproof cho log, h mod N gbém A
cip (a;, T;). Ta c6 thé xdc minh g% = a;h° véi moi i khi thuat toan tra vé, do do
dau ra dinproof 1a dang. Vi danh sach a; (a, a,...,a, B, B, ..., B) duoc sip xép lai
dura trén cac bit ¢;, nén Verichains dat tén cho k¥ thuat nay la a-shuffle.

Tén cong c-split

Trong tan cong c-split, thuat toan t6i wu cho dinproof chon thach thirc 1a 256
bit va chay mot 1an. Diéu nay tuong tu nhu bang chimg logarit roi rac d6i véi mot
nhom c6 cap nguyén t6. Nhung trong Galoa Group, cip nhom ¢ (N), khong phai
1a s6 nguyén t6 ma 1a hop sb. Y tuong tin cong c-split nhu sau:

Theo cong thac T = p + ¢ -logyp, h;y mod ¢(N), goi e la udc nho cua
ord(hy) (luu ¥, h, = h%). Khong ton tai logp, hy = é trong nhom cé cap ¢(N)
néu ged(e, qb(N)) # 1. Khi x4y dung mdt dinproof cho logy, hq, ta co thé gitr p
cho dén khi c chia hét cho e. Néu logy,, hy = = va e|c, thi 7 ton tai, tirc 1a (a, 7) =

(hg mod N, p + E) la mot béng chung dInproof dugc tao hop 1¢ mac du khong ton



tai logp, hy. Thyc hign veét can $6 ngﬁu nhién ¢ d6i véi s6 e nhé da chon sao cho

. J £ A ‘A re ooz A \ A 1 . A Lo
¢ chia hét cho e c6 thé dugc thuc hién vdi xac suat thanh cong - va khong co6 rui
ro vi ¢ dugc tinh theo phép bién ddi Fiat-Shamir. Vi cac dau vao bi mat dugc trich
xuat theo mod e va e nhd nén khong thé khéi phuc hoan toan cac gia tri bi mat
tur 1 chir ky. Dé trich xuat day du gia tri bi mat, (cac) giai doan ky s6 khéc c6 thé
duoc thuc hién dé thu thap cac phan chua hoan chinh khac cua cung mét gia tri bi
mat va két hop bang cach sir dung tan cong luoi (tuong tu nhu tan cong khoi phuc
ro ri nonce trong ECDSA).

c-split 2

Nguwoi chirng Ngwoi xac minh
N;¢(N);h1rh21 a=h§ mod N Nlhllhz
logp, hy
Ap dung Fiat- € €Z,256
Shamir véi
¢ =H(N, hy, hy, T=p+c-logp,hy mod ¢(N)
{a;}) ?

Chdp nhédn néu h% = a - h¢ mod N

Vv

N

Vi can diéu kién e | ¢ dé gia mao chtirng minh nén Verichains dit tén cho ki
thuat tn cong nay 1a c-split.

Tan cong c-guess

Tén cong c-guess dugce thuc hién bﬁng cach doan xem cac bit thach thuce la
gi khi tinh toan dinproof bang cach chon ¢; ngau nhién va ap dung ham bam H dé
kiém tra xem cac bit thach thirc dau ra thuc té c6 gidng voi cac bit di doan. Néu
s6 1an 1ap A (s6 bit) da nho thi diéu nay co thé dugce doan mot cach hiéu qua. Xac

A, 1A , \ A 1
suat dé doan thanh cong la v

c-guess 2
Nguwoi chirng minh Ngwoi xdc minh
N,d)(N),hl,hz, a=h§ mod N N,hlp hz

logp, hy
Ap dyng Fiat- c<R{0,1}
Shamir véi

c = H(N, hy, h,, T=p+c-logp,hy mod ¢(N)
{a:}) >

Chdp nhdn néu h% = a - h§ mod N

A 4

N

Lip lai it 1an hon



Hinh 3 duéi day cung cp thong tin vé anh huong cua tan cong TSSHOCK 1én
mot sO nha cung cap (hodc thu vién) trén the gidi.

Required number of

Implementations Attack Technique PoC
Malicious parties  (Re)sharing ceremonies  Signing ceremonies

Axelar (tofn) c-split YES 1 1 2
Binance/BNBChain (tss-lib) a-shuffle YES 1 1 1
ING Bank (threshold-signatures) c-split YES 1 1 2
Keep Network/Threshold Network a-shuffle YES 1 1 1
Multichain (fastMPC) a-shuffle YES : : :
c-guess YES 1 1 1

Swingby (tss-lib) a-shuffle YES 1 1 1
Taurus (multi-party-sig) a-shuffle YES 1 1.5526 1
Thorchain (tss-lib) o-shuffle YES 1 1 1
ZenGo X (multi-party-ecdsa) c-split YES 2 1 1

Hinh 3. Thong ké anh huéng ciia tan cong TSSHOCK 1én mét sé nha
cung cap/thw vién (nguon slide [2] )

Bién phap phong tranh tan cong TSSHOCK

Doi vdi tin cong a-shuffle: dé giam thiéu tin cong a-shuffle, can ap dung
lugce dd ghi ma rd rang dé xay dung ham bam H. Khong nén ton tai hai danh sach
khéac nhau dugc ghi mi thanh cung mot chudi byte. Nguyén tic chung 1a néu
khéng c6 cach xac dinh dé giai ma chudi byte (trd lai danh sach sé nguyén ban
dau), thi c6 thé da 1am sai. Cach khac phuc don gian 13 ludn tinh dén d6 dai cua
mdi s6 nguyén.

Doi vdi tin céng c-split: Trong mot hé ching minh, yéu td quan trong nhat
dé xac dinh sd 1an 13p lai ching minh 1a /67 an toan cua hé. Quyét dinh khong lap
lai mot chtirng minh ma khong chi ra chimg minh d6 c6 16i an toan khong dang ké
cling giéng nhu viée chdp nhan mot nguy co rui ro. Do d6, can tuan thi cac thong
sb k¥ thuat khi thyc hién céac giao thirc. Nén tranh t6i wu hoa cai dat ma khong c6
su hiéu biét dung dan vé tinh an toan, vi diéu nay co thé tao ra cac 16 hong co thé
bi ké tAn cong khai thac.

Doi véi tin cong c-guess: dinproof yéu cau sb lan lap tdi thiéu dé dat duoc
murc an toan nhat dinh. CG GMP21 khuyén nghj s6 1an lip it nhat 1a 80. S lan
1ap nay phai dugc thuc thi trong tat ca cac cai dat.

Két luan

Tan cong TSSHOCK khai thac cac 16 hong trong cai dat, qua d6, cho phép
mot bén doc hai danh cap tai san tri gid hang triéu USD ma khong dé lai dau vet.
Viéc phat trién va t61 vu hoa cac giao thic mat ma phuc tap c6 thé cuc ky kho



khin va nguy hiém. TSSHOCK nhén manh tim quan trong cta viéc kiém tra ky
ludng, danh gid nghiém ngat va cai tién lién tuc cac bién phap bao mat.
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