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Robust text watermarking based on
line shifting

Abstract— This article presents an
approach to protection of printed text data
by watermark embedding in the printing
process. Data protection is based on robust
watermark embedding that is invariant to
text data format converting into image. The
choice of a robust watermark within the
confines of the presented classification of
digital watermark is justified. The
requirements to developed robust watermark
have been formed. According to the formed
requirements and existing restrictions, an
approach to robust watermark embedding
into text data based on a steganographic
algorithm of line spacing shifting has been
developed. The block diagram and the
description of the developed algorithm of
data embedding into text data are given. An
experimental estimation of the embedding
capacity and perceptual invisibility of the
developed data embedding approach was
carried out. An approach to extract
embedded information  from  images
containing a robust watermark has been
developed. The Ilimits of the retrieval,
extraction  accuracy and  robustness
evaluation of embedded data to various
transformations have been experimentally
established.

Tém tit— Bai bao trinh bay cach tiép cin
dé bao vé dir liu vin ban in bing cach
nhuing vao vian ban mot doan thiy van trong
qua trinh in. Bao vé dir li€u dua trén viéc st
dung thity van bén virng cé kha ning chong
lai su chuyén doi dinh dang dir li€éu van ban
sang dir liéu hinh dnh. Sau qua trinh phan
tich cac hé thong thily van so hién c6, nhan
thay viéc lra chon mot mé hinh thily van bén
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virng 12 hop 1y. Do yéu cau thue té va cac han
ché ciia phwong phap nhiing thily van vao dir
liéu van ban hién cé, bai bao dwa ra phuwong
phap nhing méi dwge phat trién dwa trén
mot thuit toan ian ma sir dung cach thay doi
khoiang cach giira cac dong trong van ban.
Bai bao dwa ra mjt so' do khdi va mo ta thuat
toan nhung thong tin vao dir li€u vian ban.
Cic thye nghiém vé kha ning nhing va kha
ning che gidu thong tin véi tri giac théng
thwong cia dir li€u nhing ciing dwge trinh
bay. Bai bao ciing néu cach tiép can dé trich
xuit théng tin dwoc nhing tir cac hinh anh
¢6 chira thity van bén virng. Bén canh do,
chiing tdi ciing dwa ra cac gi6i han vé kha
ning ung dung cia phwong phap dua trén
cac thwe nghiém, cic danh gia vé do chinh
xac cia viée trich xuit dwoc dir liu va do
manh ciia phuwong phap nhiing méi nay dobi
v6i cac phép bién dbi anh khac nhau.

Keywords— information security; digital
watermarking; data hiding; text
steganography.

Tir khéa— an toan thong tin, thity van so,
gidu tin, 4n ma viin ban.

I. INTRODUCTION

The rapid development of information
technology generates large amounts of personal
information stored and processed in cloud
repositories. The main direction of protecting
data banks containing confidential information
is protection them from an external violator. In
turn, the analysis of information security
incidents shows that more than 60 percent of
security violations are committed by internal
violators [1]. The most common destructive
actions performed by employees include illegal
copy, provision and distribution of confidential
information [2]. One of the compromised data
types is text data which contain sensitive
information. However, improving the security
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of printed text data is not often considered with
due attention.

Digital Rights Management (DRM) and
Data Loss Prevention (DLP) technologies are
widely used to ensure the copyright of text
information owners and to protect from leakage.
DRM is a technology for controlling access to
digital data content [3]. These systems are used
to protect against unauthorized use (copying,
reproduction) and unauthorized changes of data.
Data protection is provided by means of
cryptographic encryption and use of a digital
license. A digital license is a set of rights
(actions) granted to the user when operating
data. Using DRM technology in electronic text
document protection systems, restrictions can
be imposed on making changes to the source
text and the structure of a document, the number
of operations performed with a text document
(copying, printing and transmitting). In
addition, restrictions may be imposed on the
number of devices from which reading is
carried out and the use of programs or devices
different from the recommended ones [4].

DLP systems are designed to control
dissemination of confidential information by
content analysis of data circulating in the
network [5]. These systems identify
confidential data sent to other networks,
located in distributed repositories and data
banks, as well as stored by the end user. Data
identification is implemented by means of
signature analysis. To form a signature, digital
fingerprint and digital watermark technologies
can be used. The transmission process is
blocked in the event of detecting confidential
information in the transmitted traffic by the
corresponding signature.

The peculiarity of digital fingerprint
signature formation is the allocation of unique
properties characterizing the source document
[6]. The use of this technology makes it possible
to achieve high detection accuracy. Unlike
fingerprint  technology, digital watermark
technology allows to embed the generated
signature into the source document, which, in
turn, enables to increase resistance to various
transformations applied to the data. In this case,
the process of extracting the embedded digital
watermarks is based on the optical character
recognition tools, characterized by recognition
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errors, which impede the correct data
identification.
The considered information  security

technologies can be applied to electronic text
data, but are ineffective for printed texts. In
order to protect the information owners’
copyright from leakage of printed texts, it is
necessary to develop new methods of data
identification. One of these methods can be
presented by a steganographic embedding of the
identifying digital watermark information in
text data in the process of printing

Il. FEATURE OF DIGITAL WATERMARK
FORMATION

Digital watermark is a visible or invisible
sign (information sequence) embedded in the
source data. In the course of work, the
classification of digital watermarks is
considered by two aspects (Fig. 1) [7].

| Digital watermark |

I
[ |

| Perceptibility | l

i: Visible Fragile
Invisible Semi-fragile

Robust

Robustness

Fig 1. Classification of digital watermark

Embedding of an electronic signature is
considered to be an example of embedding a
visible digital watermark in text data. The
disadvantage of using visible digital watermarks
lies in the fact that embedded data can be
deleted or modified, which, in turn, leads to
incorrect owner identification. Invisible digital
watermarks do not have this drawback, but to
determine the presence of a watermark and to
recover the data it containing additional needed
steps in the process of extracting them.
According to the reliability criterion, digital
watermarks can be represented by the
following groups:

e Robust watermarks provide resistance to
distortion and implementation of various
transformations;

o Fragile watermarks are destroyed by
introducing distortions and implementing
various transformations;

o Semi-fragile watermarks are destroyed by a
separate type of distortion (transformation),
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but provide resistance to other types of
distortions (transformations) [8].

In case of introducing transformations and
distortions into fragile and semi-fragile
watermarks, it is impossible to extract
embedded information due to the destruction of
a watermark. This feature prevents from the use
of digital watermark data in the process of
copyright protection of the owner’s text
information from leakage. In turn, robust
watermark is able to ensure the property of
embedded data invariance in the event of
transformations and distortions being introduced.
Invisible robust watermarks are characterized by
the following parameters [9-11]:

e Embedding capacity (payload) — the
amount of information that can be
embedded in a container;

e Invisibility (perceptual transparency) — a
qualitative characteristic, which reflects the
degree of container distortion by the
embedded data. This characteristic is based
on human perception;

e Non-detectability (detection complexity)
— a qualitative characteristic, which reflects
the degree of distortion of the container’s
statistical characteristics, that are not
connected with human perception;

e Robustness — the ability of embedded
data to retain the property of invariance
after various transformations, substitution or
deletion of data embedded in the container
being implemented;

e Extractability — the ability to retrieve the
embedded data from the container correctly.

Based on the features of the presentation
format of a printed text document, the invisible
digital watermark requirements are determined
as follows [12]:

e Invariance to the conversion of an
electronic text document into a printed
form;

e Extractability of the embedded digital
watermark from the image containing the
source text;

e Invisibility of embedded data to visual
analysis;

¢ Independence of embedded data from the
typeface and the semantics of the text.

In addition to the invariance of embedded
data to transforming an electronic text
document into a printed form, the developed
robust watermark should possess the
robustness of embedded data to distortion and
various transformations being introduced to the
container. To determine the limits of
robustness of the robust watermark formed, it
IS necessary to consider possible impacts on
the digital watermark systems.

I1l. THE APPROACH TO ROBUST
WATERMARK EMBEDDING

Embedding of a robust watermark in text
data, prepared for printing, is carried out
through the approach to steganographic
embedding of information. In the course of the
analysis of steganographic methods for
embedding information in text data [13-19], it
was established that the embedding approach
based on changing the value of line spacing
(text line position) (Fig. 2) permits to meet the
requirements for robustness of embedded data
to format conversion and for independence from
a headset and text semantics [20].

1 Nam dui ligula, fringilla.a, euismod. sodales, sollicitudin vel, wisi.

2 Morbi auctor lorem non justo..Nam. lacus libero, pretium at, lobor.

3 vitae, ultricies et, tellus. Donec aliquet, tortor sed accumsan biben.

4 ; L ! 3 i h+Ai
erat-ligula-aliquet magna; vitae ornare-0dio metus: a M

5 tesque a nulla. Cum sociis natoque penatibus et magnis dis parturi.
6 montes, nascetur ridiculus mus. Aliquam tincidunt urna. hi— Az

7 pervestibulum turpis.. Pellentesque. cursus.luctus mauris...............

Fig 2. Line space shifting

The approach to steganographic embedding
of information, based on changing the value of
line spacing, makes it possible to encode 1 bit
of information by changing line spacing by
magnitude A. The algorithm of embedding
information is implemented as follows:

e An increase in the value of line spacing
by a set A value between adjacent lines of
the text is interpreted as “1”.

e The absence of changes in the value of
line spacing between adjacent lines of the
text is interpreted as “0”.
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The flowchart of the steganographic
algorithm of embedding information in text data
is presented in Fig 3.

Data: Origin text document T'Dy, embedded information I
Result: Stego text document T'D,

1 Len + GetLength (T)

2 N « CountLines (T'D;)

3 if N> (Len+ 1) then

4 | fori+0to(N-2)do

j < imod Len

if I; =1 then

L TD{] + Embed (TD(Jf)

TD, +TDy

9 return 7D,

- @ o

o

Fig 3. Algorithm of embedding information
in text document

The source data for the algorithm operation
is a text document (container document)
comprising text data. The use of the following
text document formats is allowed:

e RTF (Rich Text Format) — specification
[21];

e DOC (Word .doc binary format) —
specification [22];

e DOCX (Word Extension to the Office
Open XML .docx file format) -
specification [23];

e PDF (Portable Document Format) -
standard [24, 25].

The first step in the steganographic
information embedding algorithm operation
(steps 1-2) is to determine the size of
embedded information and the achievable
embedding capacity using functions GetlLength

and CounLines.

At the second stage (step 3), the possibility
of embedding information in the source text
data is determined. At the stage of coding
embedded information (steps 4-7), the code
sequence is embedded in the source text
document as follows:

e Information is embedded from the first i
to (N—2) line, where N determines the
achievable capacity of embedding;

e The symbol of the code combination | is
read in the line i;
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e |f the read character corresponds to “1”,
then the line spacing between i and i+1
lines is increased by A value.

To increase the robustness of embedded
information, a cyclic embedding scheme has
been implemented, which provides re-
embedding of identification information a
permissible number of times. At the end of the
steganographic information embedding
algorithm, a signed text document TD,

containing embedded information 1 is formed.

At the stage of format conversion, a signed
text document TD, printed on paper is scanned,

which may include an additional processing
procedure consisting of the following
transformations: removal of characters, text
lines, identification information; printer/scanner
noise embedding, etc. As a result, a digital
robust watermark-containing image Im is formed.

The process of extracting embedded data
imposes additional requirements on the
accuracy of detecting the embedded robust
watermark and determining the values of line
spacing. In addition, the extraction of the
embedded robust watermark is implemented
from the text-containing image. It requires
introducing an image pre-processing stage into
the extraction process.

IV. THE APPROACH TO EXTRACTING
INFORMATION FROM ROBUST
WATERMARK-CONTAINING IMAGES

To implement these requirements and to
ensure the veracity of embedded data
extraction, an approach to extract information
from images with an embedded robust
watermark was developed. It consists of the
following steps [26]:

e image pre-processing;

o detection of text lines;

¢ defining an array of line spacing values;

e error detection and correction;

e decoding of embedded information.

A distinctive feature of the developed
approach is the use of the normal Radon
transform to detect text lines.
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The algorithm for extracting information
embedded in text data from robust watermark
containing images is presented in Fig 4.

Data: Text document T'D,
Result: Embedded information I,
1 Imyoc < ImageProcessing (Tm)
2 sinogram < RadonTransform (T, )
3 M + CalculatePicks (sinogram)
2 modemin, modenay < FindModes(M)
5 for i < 1 to |M| do
6 if M[i] > 1.7 modemin and M[i] < 3 - modemax then
Append (D.d)
Append (D.d)
else
0 if M[i] > 0.6 - modey, and M|i] < 3 - mode,,,, then
1 L |_ Append (D, M|i])

12 if Std(D) > 0,7 then
13 | B « GaussianMixtureModel(D, modey,,x, modey, )
14 else

15 b 0, i=1,|D|
16 B+ {0}
17 I ¢+ B

Fig 4. Robust watermark extraction algorithm from
images containing text data

At the first stage, the initial image Im; is

pre-processed (step 1). The function converts
the color space of the image to a halftone
image (in grayscale), the brightness
component of which is subjected to arithmetic
average filtering. As a result of processing the
source image, a normalized image Img.. is

formed in grayscale.
In step 2, the normalized image Imy.. is

converted into a sinogram by the normal Radon

transform. A sinogram is a two-dimensional
distribution of one-dimensional projections of
an object layer as a function of the projection
angle, where the projection angle is located on
the ordinate axis, and the linear projection is

located on the abscissa axis [27]. This
conversion is performed by a function
RadonTransform.

The sinogram contains a series with the
most aligned alternation along the line of white
stripes and black dots. This series determine the
position of text lines (indices of sign change),
and the image rotation angle. The array of
line spacing values is calculated using the
generated sinogram.

The stage of calculating the line spacing
values of the image text includes detecting text
lines and calculating the interline values of the

function CalculatePicks (step 3). At the first
stage, text lines are detected. A text line is a
virtual line along which the text is aligned or
merged [28]. To extract text lines, a search for
character change indices that correspond to lines
of the source text is performed. The distance
between the character change indices
determines the value of line spacing between
two lines of the source text. An array M of line
spacing values is calculated as the difference
between two character change indices.

At the stage of error detection and
correction (steps 4-11), the obtained values M
are checked for errors of the first and second
kind. Errors of the first kind are the extraction
of line intervals that are not presented in the
source text. Errors of the second kind are
characterized by skipping line intervals in the
source text. To detect errors, the function
FindModes calculates the upper and lower
modes mode,,,, mode,,;, of the arrayM . If the

array element is larger than the value
1.7mode,.,, the second kind of error is

assumed. To correct the detected error, the
specified array element is replaced by two
elements, each of which has a value mode,,, .

Errors of the first kind corresponding to the
array M line intervals values smaller than
0.6mode,,;, . Correction of the first kind errors

is carried out by removing this element from the
array M.

Steps 12-17 convert the adjusted D array
into a binary form. The resulting array D can be
interpreted as a bimodal distribution (zero and
one values). Thus, the problem of converting
the obtained data sequence into a binary form
can be solved by applying methods of
mathematical statistics aimed at separating the
mixture of distributions. The model of
separating a mixture of normal distributions is
used as a method of mixture separation [29].

The transformation of array D into a binary
array B depends on the value of standard
deviation of the array D elements values. The
Std function calculates the standard deviation
of array D elements values. If the obtained value
of the standard deviation exceeds 0.7, the
binarization is carried out using the function
GaussianMixtureModel (step13 in Fig 4), which
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implements the model of separating the normal
distributions mixture. Interpretation of the array
D as a discrete bimodal distribution allows us to
divide it into two classes. A class characterized
by a smaller value of the element mode
corresponds to “0”, and a class characterized by
a larger value of the mode corresponds to “1” in
the binary array B. If, Std(D)<0.7 the array D

is considered unimodal and the decision is made
about the absence of embedded information. As
a result, a binary array B consisting of “0”
elements is formed. A binary array B is
embedded data.

For the developed approach to the
protection of text data to be printed, it is
necessary to carry out experimental evaluation
aimed at determining the maximum achievable
embedding capacity and perceptual invisibility
of embedded data, as well as to assess the
accuracy of the embedded data extraction from
images and robustness to the application of
various transformations and distortion.

V. EMBEDDING CAPACITY AND
INVISIBILITY OF EMBEDDING APPROACH

A set of experiments was carried out during
the experimental evaluation of the developed
approach to embedding robust watermark into
text data. Within the first set of experiments, the
value of the maximum achievable embedding
capacity was determined and the dependence of
the achievable embedding capacity on the font
size and typeface, as well as the size of the line
spacing was established. The second group of
experiments allowed to estimate perceptual
invisibility of embedded data and to establish
threshold values of changing the line spacing size.

The source data was the text created in
LaTeX, not less than 10 pages with the
following margin sizes:

e upper, lower — 20 mm;

o left—30 mm;

e right— 10 mm.

The maximum achievable embedding
capacity of the algorithm is characterized by the
number of line spacings of text on one page. To
establish  the relationship  between the
embedding capacity, font parameters and the

size of the line spacing, the following variable
parameters were selected:
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¢ line spacing: 1, 1.25, 1.5.
o font size: 10 pt, 12 pt and 14 pt.
o typeface of the font used:

1) serif font — Computer Modern Roman
(similar to Times New Roman).

2) sans serif font — Computer Modern Sans
Serif (similar to Arial).

3) monospaced  font  (monospace) —
Computer Modern Typewriter (similar to
Courier New).

The values of the maximum achievable
embedding capacity are presented in table 1.

TABLE 1. EMBEDDING CAPACITY DEPENDENCE

Font Line spacing Maximum achievable
size (pt) (multiple) embedding capacity (bit)
10 1 60
10 1.25 48
10 15 40
12 1 49
12 1.25 39
12 1.5 33
14 1 42
14 1.25 33
14 1.5 28

The analysis of the results obtained allows
us to make a conclusion about the dependence
of the embedding capacity on the size of the line
spacing and font size, as well as the absence of
dependence on the typeface of the font used.
The maximum achievable embedding capacity
is 60 bits (when using a font of a 10 pt font size
and a line spacing of 1), the minimum is 28 bits
(when using a font of a 14 pt font size and a line
spacing of 1.5).

During the second group of experiments, the
perceptual invisibility of the embedded data was
evaluated. The information encoding is realized
in the following way:

e The value of the line spacing after each
odd line of text does not change and is
interpreted as a value of “0”;

e The value of the line spacing after each
even line of text is increased by the set
value and interpreted as a value of “1”.

During this experiment one paragraph of
text with a Computer Modern Roman headset
and 14 pt was used. The following variable
parameters to determine the threshold of
perceptual invisibility were used:
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1) Computer Modern Roman 14 pt (4.94
mm) font with 1 (4.94 mm) line spacing:

e increasing the line spacing to 1.25 (6.17
mm) in 0.05(0.245 mm) step increments;

e decreasing the line spacing to 0.75 (3.71
mm) in 0.05 (0.245 mm) step increments;

2) Computer Modern Roman 14 pt (4.94
mm) font with line spacing of 1.25 (6.17~mm):

e increasing the line spacing to 1.4 (6.91
mm) in 0.05 (0.245 mm) step increments;

e decreasing the line spacing to 1.1 (5.43
mm) in 0.05 (0.245 mm) step increments.

3) Computer Modern Roman 14 pt (4.94
mm) font with line interval of 1.5 (7.41~mm):

e increasing the line spacing to 1.25 (8.64
mm) in 0.05 (0.245 mm) step increments;

e decreasing the line spacing to 0.75 (6.17
mm) in 0.05 (0.245 mm) step increments.

As a result of visual analysis of the obtained
data, the following threshold of the embedded
data perceptual invisibility was established by
the expert analysis:

e 0.85-1.15 (4.20-5.68 mm) for a single
line spacing;

e 1.10-1.40 (5.43-6.92 mm) for the line
spacing of 1.25;

e 1.35-1.65 (6.67-8.15 mm) for a one-and-

a-half line spacing.

To determine the applicability and to assess
the accuracy of data extraction by means of the
developed algorithm to protect text information
from leakage due to format conversion, it is
necessary to carry out an experimental
evaluation of the embedded robust watermark
extractability and robustness of the embedded

data to possible transformations and distortions
of the image.

VI. EXPERIMENTAL EVALUATION OF
ROBUST WATERMARK EXTRACTION
FROM IMAGES

In the course of determining the
extractability of embedded data from images in
the LaTeX desktop publishing system, PDF text
documents (used typeface — Computer Modern
Roman) with the following variable parameters
were created:

o fontsize: 10 pt, 12 pt and 14 pt;
e line spacing: 1; 1.25 and 1.5.

The algorithm for extracting embedded
information from the robust watermark
containing image is implemented in the Python
programming language. For the experimental
evaluation of the embedded data extraction
accuracy dependence on the value of changing
the line spacing used in the process of robust
watermark embedding, the integration of robust
watermark into prepared text documents, the
conversion of text documents from PDF to PNG
image format and the extraction of embedded
information are carried out. Embedding robust
watermark into text documents is implemented
by changing the value of the line spacing
multiplier from 0.01 to 0.10 from the initial
value in 0.01 step increments. When converting
a text document from PDF to PNG image
format, a DPI value of 200 is used.

During the experimental evaluation, more
than 10,000 bits (more than 250 pages of text
information) were extracted; it suggests that the
confidence interval is 0.95 with an accuracy of
0.01. The results of data extraction accuracy for

TABLE 2. DATA EXTRACTION ACCURACY

Fontsize | Line spacing shifting value Extraction accuracy False positive False negative
(pt) (multiple) (%) probability (%) probability (%)
14 1.01 67.8 28.6 3.6
14 1.02 60.5 16.1 23.4
14 1.03 72.9 8.6 18.5
14 1.04 95.1 1.2 3.7
14 1.05 96.3 25 1.2
14 1.06 96.3 25 1.2
14 1.07 98.8 0 1.2
14 1.08 98.8 1.2 0
14 1.09 98.8 1.2 0
14 1.10 98.8 0 1.2
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a text document with a size of 14 pt are
presented in Table 2.

The obtained values of accuracy of
extracting data from robust watermark
containing images make it possible to draw a
conclusion on the dependence of the result of
extracting embedded information on the value
of changing the line spacing used in the process
of embedding. Thus, changing the value of the
line spacing in the range of values from 0.01
(0.05 mm) to 0.03 (0.15 mm) interval does not
allow to correctly extract the built-in
information due to a high percentage of errors.
At the same time, the change in the value of the
line interval in the range from 0.04 (0.20 mm)
to 0.10 (0.50 mm) interval is characterized by
single extraction errors, which allows us to
conclude that it is possible to correctly
extract the embedded data from robust
watermark containing images by means of
the developed algorithm.

The obtained values of the embedded data
extraction accuracy allow us to proceed to the
experimental evaluation of the embedded data
extraction from robust watermark containing
images obtained by applying the operation
“print-scan” to the text documents prepared for
printing. In the course of the experimental
evaluation of the embedded data extraction
accuracy dependence on the image quality (DPI
of the scanned image), embedding of robust
watermark into the prepared text documents,
printing text documents, scanning printed text
documents and the extraction of embedded
information was carried out.

The obtained values make it possible to
draw a conclusion about high accuracy of
extraction (over 95%) of embedded data from
the images containing an embedded robust
watermark for the DPI indicator of 150 points
per pixel and above.

In addition to determining the applicability
and assessment of data extraction accuracy,
evaluation of resistance of robust watermark
containing images to various transformations
and distortions was made.

VII. ROBUSTNESS OF DEVELOPED
WATERMARK

The evaluation of robustness of the
developed algorithm for extracting information
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from robust watermark containing images
consists in the possibility of reliably extracting
information from images after applying the
following transformations to them:

1) Image rotation;

2) Scaling;

3) Format
BMP, PDF);

4) Median filtering;
5) Gaussian blurring;
6) Averaged filtering.

In the process of determining the robustness
of the developed algorithm for extracting data
from robust watermark containing images, the
360-degree rotation of the signed image to its
spindle was performed (with spacing — 5
degree). An example of a generated sinogam,
the result of the Radon transform and an image
after Gaussian blurring filter with a blur rate 8
are shown in Fig 5.

During experimental assessment of the
developed algorithm robustness to image
rotation for all cases, the angle of image rotation
was correctly determined, a sinogram was
constructed, and the line spacing values were
correctly extracted. The obtained results led us
to the conclusion that the developed algorithm
for extracting information to any degree image
rotation was robust.

To assess the robustness of the developed
algorithm to image scaling, an experiment was
conducted, during which the source image was
scaled with a multiplier from 0.5 to 1.5 (with
0.05 spacing).

The analysis of the obtained results made it
possible to conclude that the developed
algorithm for extracting embedded data is
robust to image scaling within a scaling factor
of a multiplier up to 1.5, taking into account the
reliable extraction of embedded information
from transformed images.

The robustness of the developed algorithm
for extracting information to image format
conversion is due to implementation of image
format conversion at the stage of preprocessing
of the source image. During processing, an
image, regardless of the original format (JPEG,
PNG, BMP, GIF, PDF, etc.), is converted to
PNG format.

conversion (JPEG, PNG,
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Fig 5. Data extraction from image filrering Gaussian filter with blur rate 8

Robustness to median filtering of a text
data-containing image was performed by
applying a median filter with a convolution
kernel size increment from 1 to 9 pixels. The
developed extraction algorithm is resistant to
median filtering with a maximum value of a
convolution kernel size equal to 9 pixels.

Robustness to Gaussian blurring of a text
data-containing image was evaluated by
applying a Gaussian blur filter. The limit of
information extraction by the developed
algorithm is restricted by 8 pixel blur radius.

Averaged filtering was implemented by a
mode filter. The developed extraction algorithm
provides robustness to mode filtering with a
convolution kernel size of 5 pixels.

It should be noted that the boundary values
of the estimated filters distort the source image
so much that the text can no longer be read, but
the developed algorithm permits to comprehend
the degree of the source text document secrecy.
The obtained results allow us to conclude that
the developed method is robust to the specified
types of filtering.

VI1I. CONCLUSION

The developed approach to robust
watermarking of the printed text data based on
the line shifting makes it possible to increase
text data security by embedding and subsequent
extraction of identification information invariant

to transformation of an electronic text document
into a printed form. The obtained results
proving the developed watermark durability
make it possible to attribute it to the robust class
due to its resistance to the considered
transformations applied to images.
Improving extraction accuracy and reducing
the number of embedding errors are the
directions of further research.
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