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Thuc hién song song thuat toan AES bang
ngon ngtr 1ap trinh CUDA trén GPU NVIDIA

Tom tit— Bai bao nay trinh bay mt phuong
phap cai dit song song hoa thuit toan mat ma AES
trén thiét bi xir Iy d6 hoa GPU (Graphic Processing
Unit) ciia NVIDIA véi ngon ngiv 14p trinh CUDA.
Két qua cai dit va danh gia cho thiy, viéc cai dat
song song hoa thuit toan AES trén thiét bi GPU
dem lai hiéu suét cao va cao hon nhiéu so véi viéc
cai dit thuit toan nay trén CPU (Central Processing
Unit). Piéu nay di mé ra kha ning ning cao hi¢u
suit thue thi cho cic thuit toin mit mi khac khi
thuc hién cai dit trén GPU.

Abstract— This paper presents an installation
method parallelization algorithms AES encryption
on the device graphics processor GPU with NVIDIA
CUDA programming language. Results install and
evaluate the installation shows parallelization AES
algorithm on GPUs bring high performance and
much higher than with the installation of this
algorithm on the CPU. This opened up the
possibility of performance enhancement
implementation for other cryptographic algorithms
implemented on the GPU settings.

Tir khéa— AES; CUDA; GPU.
Keywords— AES; CUDA; GPU.

I. GIOI THIEU CHUNG

Nhu céu tinh toan trong linh vuc khoa hoc,
cong nghé ngay cang cao va da trd thanh mot
thach thuc 16n. Tir d6, cac giai phap nham ting
tbc do tinh toan da duoc ra doi. Tuy nhién, hiéu
nang cia CPU khong dugc gia tang tuwong xung
nhu muc gia ting toc do xung ciia CPU.

Viéc gia ting toc d6 xung ctia CPU nhanh
chong cham ngudng t6i da. Trong qua trinh tang
toc do ‘xung cua CPU, cac nha san xuat da gip
phai van dé& vé nhiét do cua CPU ting qué gidi
han. Nguyén nhan chinh 1a do sé lwong va mat do
cac cong logic trén mot don vi dién tich trén chip
ngay cang gia tang. Nhiét do cia CPU qua cao va
cac giai phap tan nhiét khi d3 dén muc gi6i han
khong thé dap ung duoc kha ning lam maét khi

Bai bao dugc nhan vao ngay 05/12/2016. Bai bao dugc
nhan xét boi phan bién thir nhat vao ngay 20/12/2016 va duge
chp nhan dang vao ngay 28/12/2016. Bai bao dwoc nhan xét
boi phan bién thir hai vao ngay 20/12/2016 va dugc chip
nhan dang vao ngay 05/01/2017.
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CPU hoat dong ¢ xung qué cao nhu vay.

Trudce tinh hinh nay, cac nha nghién ctru vi xur
1y da chuyén huong sang phat trién cong ngh¢ da
18i, v6i co ché xir 1y song song trong cac hé thong
tinh toan nham ting hiéu ning va tiét kiém ning
luong. Viée nghién ciru cac hé thdng tinh todn co
hiéu ning cao va tiét kiém ning luong hién nay
chu trong vao cic van dé tang 16, thay ddi kién
tric chip, kién trac may tinh ndi chung va ca lap
trinh. Mt trong cac cong nghé xir 1y song song ra
doi d6 1a GPU. Ban dau, viéc ché tao GPU chi véi
muc dich 14 ting toc d6 xir Iy d6 hoa. Nhung khi
thiét bi GPU NV30 cua NVIDIA ra doi, GPU bit
dau dugc tmg dung vao nhimng cong viéc khac
nhu: hd tro tinh todn diu chdm dong don va ting
kha ning tinh toan Ién dén hang nghin 1énh,... Vi
vdy, di phat sinh ra ¥ tuong dung GPU dé xu 1y,
tinh toan song song nhiing chuong trinh khong
thudc d6 hoa ([1]). Viéc ing dung GPU vao viéc
xtr 1y tinh toan song song duoc giai quyét bang
cong nghé kién tric thiét bi hop nhét cho tinh toan
(Compute Unified Device Architecture - CUDA)
cia NVIDIA. Vi CUDA, cac lap trinh vién co
thé phat trién cac ing dung song song trong nhiéu
linh vuc khac nhau nhu: Pién toan dam may; ma
hoa; sap xép; tim kiém; md phong cac mo hinh vat
ly; chudn doan y khoa; thim do dau khi....

Bai bao nay duoc trinh bay véi bd cuc nhu
sau: Sau Muc Giéi thiéu chung, Muc II trinh bay
vé cong nghé 1ap trinh song song dir liéu béng
CUDA trén GPU NVIDIA. Muc III gi¢i thiéu vé
thuat toan AES. Muc IV trinh bay viéc thyc hién
song song thuat toan AES trén GPU cua NVIDIA
bang CUDA. Muc V s& danh gia hiéu suit chuong
trinh va cubi cung la Muc Két luan.

1. CONG NGHE LAP TRINH SONG SONG
DU LIEU CUDA TREN GPU NVIDIA
A.Cong nghé GPU

Trong vai nim gan ddy, ning lyc tinh todn va
bing théng bd nhd cua cac bd xu 1y dd hoa GPU
da duoc tang 1én dang ké so voi CPU. Cu thé, tinh
dén thang 12/2014, GPU thé hé Geforce GTX cua
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Hinh 1. So sanh nang lyc tinh toan giita CPU-GPU

NVIDIA da dat dugc nang lyc tinh toan téi 5200
GFLOPS (nang luc xir 1y ctia cac bo vi xir Iyy), gip
hon nhiéu 1an so véi mirc 750 GFLOPS cua b xir
ly bdn 16i Intel Core i7 3.2 GHz, tuong tu cho
bang thong by nhé cua GPU 1a 330 GB/s so voi
CPU chi c6 60 GB/s tai cung thoi diém ([1]). Hinh
1 thé hién sy ting tdc vé nang lyc tinh toan cua
cac bo xu Iy dd hoa NVIDIA so v&i b Vi xtr 1y Intel.

Tuy nhién, sy vuot trdi vé hiéu ning nay
khong dong nghia véi su vuot troi vé cong nghé.
GPU va CPU dugc phat trién theo hai huéng khac
biét: trong khi cong nghé CPU ¢ ging ting tdc
cho mot nhi€ém vu don 1é thi cong nghé GPU lai
tim cach tiang s6 lugng nhiém vu c6 thé thuc hién
song song. Chinh vi viy, trong khi sé luong 13i
tinh toan trong CPU dat dén con s6 8 15i thi s6
luong 15i xtr Iy GPU di dat dén 2560 15i vao nim
2016 (Geforce GTX 1080). Pé ting ning lyc tinh
toan, nguoi ta da giam tinh linh dong cua cac 16i
xu ly trong GPU. Hién tai, cac 16i xtr ly cua GPU
tai mot thoi diém chi thuc hién duge mot tac vu
duy nhit, do vay GPU rét thich hop voi nhing bai
toan xur ly song song dir liéu trong do6 cung mot
doan ma chuong trinh dugc thuc thi song song
cho nhiéu bo dir liéu khac nhau. Vén dé nay phu
hop v6i yéu cau thyc té khi da s cac bai toan yéu
cau nang lyc tinh toan 16n déu c6 thé quy vé dang
xt 1y song song dit liéu nay.

B. Ngon ngit ldp trinh CUDA

Bén canh viéc phat trién cac by xur Iy d6 hoa
c6 nang luc tinh toan 16n, cac hang san xuat cling
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dir liu dit lidu
B0 nho Host I [ Bo nhd Host
(CPU) - B3 nhd GPU - (CPU)

Xir Iy dit iéu

Hinh 2. So db hoat dong truyén, xi 1y dit liéu
gitra CPU va GPU

quan tim téi moi truong phat trién tmg dung cho
cac bo xu ly do hoa nay. CUDA ([1, 2]) la mbi
truong phat trién tmg dung cho cac b xur ly dd
hoa cua NVIDIA, bao gdom mot ngdn ngir 1ap trinh
song song dir li€u cung vdi cac cong cu bién dich,
g r6i va giam sat thuc thi cho cac tmg dung trén
cac bo xu ly nay. Mot sb ddc diém chinh cta ngon
ngit 14p trinh do CUDA hd tro (goi tit 12 ngdn ngir
CUDA) gom:

e Ngon nglt CUDA 1a mé rong C}ia ngdn ngir
C, do vay quen thudc voi da s6 nguoi phat
trién ung dung.

e Mi CUDA chia lam 2 phan: Phan thyc thi
trén CPU va phan thyc thi trén GPU. Dix
liéu s& duoc sao chép tur bo nhd CPU sang
GPU dé xir ly, tai ddy GPU s& goi cac ham
kernel, khi do dir liéu s& dugc xur ly song
song trén hang ngan tién trinh riéng biét
([1]) (Hinh 2). Mbi tién trinh c6 mot dinh
danh riéng dung dé xac dinh nhiém vu cua
tién trinh do.

Pé tranh su phy thudc vao phan cimg, CUDA
cho pheép nguoi 1ap trinh tuy y xac dinh s6 luong
tlen trinh song song. Tuy nhién, cac tién trinh nay
cin dugc phan theo tiung khéi (block) véi sb
lwong khong qua 1024 khéi (d6i véi cac GPU doi
méi voi nang lyc tinh toan 16n hon hodc bing
2.0). Cach phéan khdi nay giup nguoi lap trinh
khong can quan tim 61 nang luc cua phan cung,
dong thoi giup viéc td chire thuc thi dat duoc hiéu
qua trén cac GPU khéc nhau.

Bo nhé duge to chiic phan cip bao gdm cac
16p sau ([2, 3]): b6 nhé chinh, bd nhé toan cuc, bd
nhd cuc bd, bd nhd chia sé¢ (Hinh 3).

Bo nhé chinh 1a viing b nhé danh cho phan
mé ctia CPU. Chi ¢6 phan mi nay c6 thé truy nhap
va stra d6i thong tin.

B0 nho toan cuc la ving bd nhé ma tat ca cac
tién trinh cia GPU c6 thé truy nhap. Ngudi lap
trinh c6 thé chuyén dir liéu tir bd nhé chinh sang
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bd nhé nay théng qua mot sé ham thu vién cua
CUDA. B¢ nh¢ nay thong thuong dugc st dung
dé lwu trir cac dit lidu dau vao va dau ra cho cac
tién trinh song song trén GPU.

Host Device
DRAM GPU Lui tién trink
CPU Khoi tién trinh
B nha —
cchs ™ > Khoi tién trinh
Khdi tién trinh
Bo nhg || Chipset Bo nhe Register
chinh toan cuc B3 nho chia sé

Hinh 3. So d0 cac bo nhé trong lap trinh CUDA

B6 nhd cuc bd 1a ving bd nhé duoc cip phat
cho cac bién cuc bd cla tung tién trinh GPU va
khong thé truy nhap duoc tir cac tién trinh khac.

B6 nhé chia sé 1a viing bd nhé ma chi cac tién
trinh trong ciing mot block méi c¢6 thé truy nhap
dugc. Day 1a bo nho tich hop ngay trén chip xur ly
nén toc do truy xudt dir lidu cao hon rat nhiéu so
véi by nhé toan cuc. Bo nhd nay thuong dugc st
dung dé luu trir cac dit lidu chia sé tam thoi nham
tang toc do qua trinh sir dung bo nhé.

Vé6i kha ning song song hoa dit liéu cho rat
nhiéu tién trinh chay dong thoi, GPU 1a giai phép
thich hop va ddy tiém ning trong cac linh vuc yéu
cdu nang lyc tinh toan 16n nhu: dién toan dam
mady, dit liéu 16n, tri tué nhan tao, diéu tra s6 va
mat mi hoc. Phan chinh dudi day s& gidi thiéu
ngon ngit 1ap trinh CUDA trong viéc cai dat dé
tang tdc do thuc thi thut todn mat ma AES.

1. MO TA TIEU CHUAN MAT MA AES
A. Tiéu chudn mdt ma AES

Tiéu chuan mat ma AES dugc cong bb véi ba
phién ban (AES-128, AES-192, AES-256) déu
lam viéc trén cac khdi dit ligu 128 bit va c6 do dai
khoa tuong ung la 128 bit, 192 bit va 256 bit.
Thuat toan AES thyc hién theo 4 pha voi ) vong
duogc qui dinh tuong tng voi tung phién ban (hay
d6 dai khoa) ([4]). Cac pha thuc hién la:

Pha 1. Key Expansion - Khbi mo rong khoa
nhan dau vao 1a khoa c6 do dai 128 bit, 192 bit,
256 bit va thuc hién qua trinh mé rong khoa dé sur
dung trong céc giai doan tiép theo. Kich c¢& khoa
dugc mo rong lién quan tryc tiép dén sé vong
dugc thuc hién trong thuat toan. Ddi v6i khoda dau
vao la 128 bit thi thuat toan s€ thuc hién 10 vong
lap va kich ¢& khéa mo rong 1a 352 bit. Bdi véi
khoa dau vao 1a 192, 256 bit thi sb vong lap duoc

thuc hién tuong Ung la 12, 14 vong va khdéa md
rong ciing s& c6 kich c& lan Iuot 13 624 va 960 bit.
Trong mdi vong 1ap, mot phan ciia khoa mé rong
duogc st dung trong budc AddRoundKey.

START

| Key Expansion l

il

| Add Round Key I

bi
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Hinh 4. M5 ta cac budc thuc hién trong thuét toan AES

Pha 2. Initial Round - Khéi tao vong lap

AddRoundKey - Tai budc nay, mot phan cua
khéa m¢ rong duoc két hop véi cac khoi trang thai
dir liéu. Qua trinh két hop dugc thuc hién bang
cach XOR tung bit cua khoa con véi khoi dir liu.

Pha 3. Middle Rounds - Vong lap

1. Subbytes - Cac byte duoc thay thé thong
qua bang tra S-box. Pay chinh 1a qua trinh thay
thé phi tuyén cua thuat toan. Hop S-box nay duoc
tao ra tir mot phép bién ddi kha nghich trong
truong hitu han GF(2%) c6 tinh cht phi tuyén. Dé
chdng lai cac tdn cong dwa trén cac dic tinh dai
50, hop S-box nay duoc tao nén bang cach két hop
phép nghich dao véi mot phép bién dbi affine
kha nghich.

2. ShiftRows - Cac hang dugc dich vong mot
sO budc nhat dinh. Trong chuan AES, hang dau
duoc giir nguyén. Mdi byte ciia hang thir 2 dugc
dich vong trai mét vi tri. Tuong tu, cac hang thir 3
va 4 duoc dich vong 2 va 3 vi tri. Do vay, mdi cot
khéi déu ra cia budc ndy s& bao gdm céc byte &
du 4 cot khdi dau vao.

3. MixColumns - Bén byte trong timg cot
dugc két hop lai theo mot phép bién ddi tuyén tinh
kha nghich. Mdi khéi 4 byte dau vao s& cho mot
khdi 4 byte ¢ dau ra véi tinh chat 1a mdi byte &
dau vao déu anh hudng téi ca 4 byte dau ra. Cling
voi bude ShiftRows, MixColumns da tao ra tinh
chit khuéch tan cho thuét toan. Mdi ¢t duge xem
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nhu mot da thuc trong truong hiru han va dugc
nhan voi da thirc ¢(x) = 3x°+ x*+x +2 (modulo
x*+ 1). Vi thé, budc nay c6 thé duge xem 1a phép
nhan ma tran trong trudng hiru han.

4. AddRoundKey - Tuong tir nhu AddRoundKey
trong pha 2.

Pha 4. Final Round — Két thuc vong lap.

B. Mot s6 két qud nghién ciru vé cai dat AES ¢
lién quan

Nhimng b xir 1y do hoa thwong mai ban dau
khong dem lai hiéu qua cho cong viéc thuc thi
thuat todan ma héa vi kha ning 1ap trinh va hd trg
tinh toan déu chim dong kém. Cong nghé 1ap
trinh da dung CUDA cua NVIDA va SKD cua
AMD ra doi, di tao diéu kién dé nhiéu cong trinh
mat mad duoc thuc hién trén cac nén tang nay.
Viéc cai dat thuat toan mat ma AES trén GPU co
thé ké dén nhitng cong trinh nghién ctru cong bd
gan day nhu [3, 5, 6]. Trong [3], v6i phién ban
AES ¢6 chiéu dai khoa 256 bit, nhom téac gia da
cong bd tée @6 thuc hién ma héa trén GPU tang
toi da 1a 14,5 lan so v6i CPU ddi véi dit lidu dau
vao c6 dung lugng 1a 68 MB.

IV. SONG SONG HOA CAI DAT AES TREN
GPU VOI CUDA

A. Kha nang song song hoa cai dat cac phép
bién doi trong AES

Theo md ta thi thudt toan AES ma hoa khoi
dir liéu dau vao chu yéu dwa vao cac phép bién doi
nhu: SubBytes, MixColumns, ShiftRows,... Do
do, viéc song song hoa cai dat AES c6 thé dua vé
viéc cai dat song song hoda cac tinh toan trong tirng
phép bién ddi. Viéc nay co thé thyc hién duoc vi
trong mdi phép bién ddi, dir lidu dau vao va dau ra
]2 mot ma tran trang thai kich thu6c giéng nhau,
chi thay d6i cac phan tir bén trong ching. Phan
sau s€ phan tich kha nang song song hoa cai dat
cac phép bién doi trong AES.

1. Expand Key

Quy trinh m¢ rdng khod cta thuat toan AES
duoc thuc hién theo cich tuan tu, tirc 1a cac khoa
con duogc sinh theo thur tu. Do do, bién phap song
song khong ap dung vao budc nay. Tuy nhién,
phép toan XOR trong quy trinh thi c6 thé thuc
hién song song, nhung lwgng cong viéc lai qud it,
va budc md rong khoa lai chi taic dong 1é€n khoa
dau vao. Do d6, néu chuyén qua song song hoa s&
tdn thém nhibu thoi gian dé phan tach va két
xuét dit liéu.
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2. SubBytes — InvSubBytes

Budc nay thyc hién viée thay thé cac phan tir
cua ma tran trang thai bang céc gié tri tuong tng
thong qua bang S-box.

for (i1=0;1<16;i++)

{

x=1 & 0x03;

y= 1 >>2;

state [4*x + v] =
sbox[state[4*x +y]];

}

Trong doan ma trén cua thao tdc SubBytes,
cac 1énh thyc hién trong vong lap 1a doc 1ap, do do
c6 thé cai dat song song hoa thao tac nay.

3. ShiftRows —InvShiftRows

Thao tac nay cb sip xép lai vi tri cic phan tir
trong ma tran xu 1y. Viéc sap xép lai cac phan tir
nay la doc lap voi nhau va chi thuc hién trén 3
hang cua ma tran.

for(i = 0;1i < 16;
{

x= 1 & 0x03;

y= 1 >> 2;
state[4*x + vI =
+((y + x) & 0x03)];
}

Tuong ty nhu thao tac SubBytes, cac dong
1énh trong vong lap 1a doc 1ap va co thé song song
hod viéc cai dat duoc phép bién ddi nay.

i++)

state[4*x

4. MixColumns - InvMixColumns

Nhu da noi ¢ trén, thao tic nay thuc hién viéc
nhén 1an lugt ting cOt cua ma tran trang thai véi
mdt da thirc bac 3. Viéc nay c6 thé biéu dién dudi
dang phép nhan 2 ma tran. Vi vay, cic bién doi
nay hoan toan co thé cai dit song song hoa.

5. AddRoundKey

Trong budc nay sé& thuc hién phép két hop ma
trén trang thai voi khod con vira sinh ra de tao ra
mot ma tran maoi.

for(i = 0; 1 < 16; i++)

{

x= 1 & 0x03;

y= 1 >> 2;
state [4*x + y]
vl ~ (( keysched[y] &
<< (x*%8))) >>(x*8));

}

= state[4*x +
(Oxff
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Khoa con la mdt ma tran cung kich thudc voi
ma tran trang thai, nén cac thao tac ¢ day la thuc
hi¢n phép XOR tung phan tir ciia 2 ma trén véi
nhau dé tao ra phan tir méi twong ung. Cac thao
tac nay 1a doc 1ap. Do d6, c6 thé ap dung bién
phép song song hoa dé xir Iy phép bién d6i nay.

B. Cai dat song song hoa thudt toan mdt ma AES

Phuong phap tiép can cia chﬁng toi la chi
khai thac kha nang song song cai dét cac phep
bién d6i & mirc d6 khdi dir liéu ma khong thay doi
thuét toan ban dau. Tuc 12 mdi mot tac vu s& nhan
dau vao 1a mot khdi dit liéu, qua giai thuat sé
chuyén ddi thanh ban ma. Piéu nay cho thiy, tong
s6 lugng cong viée ty 1& thuan v6i kha ning song
song dugc khai thac.

Qua trinh song song hoa cai dit cac phép bién
d6i da néu trong muc A dua trén phuong phap
thiét ké giai thuat song song bang phuwong phap

“chia dé tri”.

M6 hinh song song héa cai dat qua trinh ma
hoéa AES dugc mo td nhu Hinh 5, qué trinh giai
ma thyc hién cai dat theo cach tuong tu.

Key Expansion

Kemel Eneryp
in GPU

Add Round Key
in GPU

SubBytes in GPU

ShiftRows in GPU

MixColumns in GPU

Add Round Key
in GPU

SubBytes in GPU

ShiftRows in GPU

Add Round Key
in GPU

1 —
Hinh 5. So d6 phuong thirc song song héa cai dit
qua trinh ma héa AES

Cu thé phuong phap song song hoa cai dit
thuat toan AES trén GPU v6i CUDA duoc thuc
hién nhu sau:

Phép bién d6i SubBytes s& duoc thuc thi song
song trén GPU. Cac byte trong ma tran trang thai
dir liéu s€ dugce tréd tdi bdi mot chuong trinh con.
Theo Hinh 6, hai hang ctia mang trang thai dir liéu
dugc cac chuong trinh con trong khi cac chuong
trinh con tro toi.

5008 T threadidex

blockdex

Hinh 6. C&c chuong trinh con tré tGi tirng byte
trong ma tran trang thai dir liéu

Khi d6 cac chuong trinh con s€ thuc hién song
song coéng viéc tra bang gia tri va thay thé
twong Ung.

__device void
SubByte (unsigned char *dataA,
int Number of matrix, int tid)

{

if (tid< Number of matrix *

16)

dataA[tid] =
const Box[ (dataA[tid] >> 4) * 16
+ (dataA[tid] & 0x0f)]:;

}

Phép bién d6i ShiftRows ciing dugc thuc thi
song song trén GPU. Bang ky thuét sir dung con
trd tuwong tu nhu phép SubBytes, thi cdc chuong
trinh con s& 1an lugt tro t6i cac byte trong ma tran
trang thai. Va cac con tr6 chuong trinh con nay
cling s& dong thoi thyc hién cac phép dich vong
trai song song.

__device  void ShiftRow (unsigned
char *dataA, int Number of matrix,
int tid)

{

if ((tid % 16)>3)
{
int x tid % 16;
int y = tid / 16;
if ((x >= 4 && x <= 7))

int temp = dataAly * 16 + 4];
dataA[tid] = dataA[tid + 1];
dataAly * 16 + 7] = temp;

}
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if (x >= 8 && x <= 9)
{
int temp = dataA[tid];
dataA[tid] = dataA[tid + 2];
dataA[tid + 2] = temp;
}
if (x >= 12 && x <= 15)
{
int temp = dataAly * 16 + 15];
dataA[tid] = dataA[tid - 17];
dataA[y * 16 + 12] = temp;
}
}
}

Phép bién d6i MixColumns dugc thyc thi
song song trén GPU bing cach sitr dung con tro
cac chuong trinh con nhu hai phép bién doi trén.
Céc chuong trinh con khi tro tdi cac byte trong ma
tran trang thai s€ thuc hién song song phép nhan
ma tran.

__device void
MixColumn (unsigned char *dataA,
unsigned char *dataB, int
Number of matrix, int tid)

{
dataB[tid] = dataA[tid];
if (tid < Number of matrix * 16)
{

int x = tid % 16;
if (x == 0) //02 03 01 01
dataA[tid] =

GPUgfmultby02 (dataB[tid + 0
GPUgfmultby03 (dataB[tid + 4
GPUgfmultby0l (dataB[tid + 8
GPUgfmultby0l (dataB[tid + 121));

if (x == 15)//03 01 01 02
dataA[tid] =
GPUgfmultby03 (dataB[tid - 127) ~
GPUgfmultby0l (dataB[tid - 81) A
GPUgfmultby0l (dataB[tid - 47) "
[

GPUgfmultby02 (dataB[tid - 01));
}
}

Phép Add Round Key thuc thi song song trén
GPU: Cac chuong trinh con lan luot trd toi cac
byte trong mang trang thai va ca cac byte trong
mang khoa da dugc mo rong. Chung s€ thuc hién
phép XOR song song cung luc.

__device void
AddRoundKey (unsigned char
*dataAh, int Round, int
Number of matrix, unsigned char
*dataW, int tid)

{

int x = tid % 16;
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dataA[tid] = (dataA[tid] ~
dataW[Round * 16 + x]);
}

Cubi cung, tit cac cac phép bién d6i nay duoc
thuc thi boi timg ham con riéng r&. C4ac ham con
nay s€ dugc thuyc thi trong ham kernel la
Kernel Cryp. Ham Kemnel Cryp s€ duoc khai bao
s6 lwong cac ludi chuong trinh con, sb lugng khbi
chuong trinh con trong mot ludi chuong trinh con
va s6 luong chwong trinh con trong mot khdi
chuong trinh con dé thyc thi song song cic ham
con bén trong né.

_global void
Kernel Cryp(unsigned char *datah,
unsigned char *dataB, int
Number of matrix, unsigned char

*dataW)

{
//tht tu thread trén 1 grid

// Ham kernel

int col = blockDim.x*blockIdx.x +
threadIdx.x;

int row = blockDim.y*blockIdx.y +
threadIdx.y;

int tid = col +
row*gridDim.x*blockDim.x;

int round = 0;

__shared unsigned char
S Key[240];

for (int i = 0; 1 < 240; i++)

S Key[i] = dataW[i];

AddRoundKey (dataA, 0, Number of mat
rix, S Key, tid);

__syncthreads () ;

for (round = 1; round < 14;
round++)

{
SubByte (dataA, Number of matrix,
tid);
___syncthreads () ;
ShiftRow (dataA, Number of matrix,
tid);
__syncthreads () ;
MixColumn (dataA,dataB, Number of
matrix, tid);
__syncthreads () ;
AddRoundKey (dataA, round, Number o
f matrix,S Key,tid);
___syncthreads () ;
}
SubByte (dataA, Number of matrix,
tid) ;
__syncthreads();
ShiftRow (dataA,Number of matrix,
tid);
__syncthreads();
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AddRoundKey (dataA, 14, Number of ma
trix, S Key, tid);
__syncthreads () ;

}

Pé tdi vu truy cdp bd nhd toan cuc thi viéc
thuc thi cac chuong trinh con dugc chia thanh 3
giai doan (Hinh 7).

Bit du

L

Tai dix liéu vao
b0 nha chia sé

Pong bd

i

Xirly dir lidu
Mi héa/Gidi ma

Déng bd

i

Sao chép dir liéu
vao bd nhd toan cuc

Két thac

i

Hinh 7. Qué trinh xi 1y dit lidu
trong chuong trinh cai dat

Theo Hinh 7, cac khdi chuong trinh con s&
khong lam viéc truc tiép v6i dit li€u trong bd nhd
toan cuc. Vi b nhé toan cuc cé dung lugng 16n
nhung lai c6 d¢ tré cao va bang thong thip, dan
t6i lam cham qua trinh ma hoa. Qua trinh tdi wu
truy cdp bd nho toan cuc dugc thuc hién nho
chién lugc str dung bd nhd chia sé nhu sau:

e Diu tién, can xac dinh ph?m dir liéu trong
bd nhé toan cuc ma moi khoi chuong
trinh con can dé xur ly.

e Tiép theo, cho mdi khdi chwong trinh con
chuyén phan dir liéu can xtr 1y tor bd nhd
toan cuc vao bd nhd chia sé cua minh.

e Sau d6, cac chuong trinh con trong mdi
khdi s& tién hanh xir ly voi dir liéu da
duoc luu & trong bo nhé chia sé cho mdi
khdi. Trong qua trinh xir 1y, ¢6 thé luu
tam két qua xur 1y & bd nhd chia sé (hoic
bd nhé thanh ghi) va dong bo lai khi két
thic. Bang cach nay, néu dit liéu & bo nhé
chia sé dugc dung lai nhiéu 1an va két qua
xtr Iy dugc cap nhat nhidu lan thi s& tiét
kiém dugc dang ké s6 1an truy xuit xudng
b6 nhé toan cuc.

e Cubi cung, thuc hién ghi két qua tr bd
nh¢ chia sé xudng bo nhd toan cuc.

Mot cach t6i wu hiru ich khac ciing duoc
nhom tac gia cai dat trong chuong trinh 1a st dung
bd nhd hang. Trong cai dat AES trén CPU thudng
sir dung mot vai bang co kich thudcl16x16 byte dé
tra ctru. Cac bang nay 1a hang s6 va khong d6i cho
tAt ca cac chuong trinh con. Vi vay, khi cai dat
AES trén GPU c6 thé chuyén cic bang nay vao bo
nhd hing dé co thé ting téc do tra ciru 1én gap
hang tram 1an ma khong phai truy cap t6i bo nhé
toan cuc nira.

V. DPANH GIA HIEU SUAT
CHUONG TRINH CAI PAT

A. Phwong phdp kiém tra va danh gid chuwong
trinh cai dat

Phuong phép kiém tra va danh gia chuong
trinh 1a dya trén sy dung dén cua viéc cai dat: Can
dam bao chic chin rang viéc cai dit AES trén
GPU khong thay dbi chic ning cua thudt toan
theo céc tiéu chi sau:

e Chic chin rang chuong trinh mi hoa véi
dau vao da biét phai cho ra ban ma tuong
ung: Cac cap dau vao rd/ma dugc lay dung
so vOi cong bo cua Vién tiéu chuan va
cong nghé quoc gia Hoa Ky ([7]).

e Chic chin rang viéc giai ma ban ma phai
cho ra ban ro ban dau.

B. Hiéu sudt chuwong trinh cai dat

Pé danh gia hiéu suit chuong trinh cai dit
AES trén GPU, nhém tac gia da so sanh voi két
qua cai dit AES theo phwong phap tun ty trén
CPU véi ti€u chi thoi gian thuc hién trén cung mot
ban rd. Cac thong tin phan cing cai dit thudt toan
trén GPU va CPU nhu sau:

Cai dit AES-256 tuan ty trén CPU: thuc hién
trén Visual Studio 2013 Utimate trén may tinh
xach tay vai CPU Intel Core i7-4800MQ 2.7GHz.

Cai dat AES-256 trén GPU: Thuc hién trén
Visual Studio 2013 Utimate va CUDA Toolkit 7.5
trén may tinh xach tay vdi CPU Intel Core i7-
4800MQ 2.7GHz, card d6 hoa NVIDIA Quadro
K1100M.

Két qua tég do6 chay thir nghiém chuong trinh
cai dat duogc the hién trong Bang 1.
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BANG 1. TOC PO CHUONG TRINH CAI PAT

Dung Thoi gian CPU Thei gian GPU Ti b ting tdc

lwong (giay) (gidy) (CPUI/GPU)

@ N tin Ma Gidi Ma Gidi Ma Gidi

P hoéa méa héa ma héa mé
32 KB 0,071 0,262 0,209 0,160 0,34 1,64
64 KB 0,131 0,445 0,134 0,161 0,98 2,76

128 KB 0,256 0,879 0,140 0,162 1,83 543

256 KB 0,483 1,179 0,145 0,168 3,33 10,59
512 KB 0,959 3,493 0,171 0,178 5,61 19,62
1MB 1,926 7,171 0,173 0,276 11,13 25,98
2MB 3,482 14,072 0,261 0,291 14,72 48,36
4 MB 7,623 27,859 0,443 0,522 17,23 53,37
8 MB 15,274 55,680 0,811 0,814 18,8 54,8
16 MB 30,505 | 111,411 1,607 1,023 18,98 56,47
32 MB 61,051 | 222,635 3,004 1,971 20,32 56,24
64 MB 121,719 | 441,087 5,912 3,962 20,59 56,3

128 MB 243,573 | 886,956 | 11,744 7,837 20,74 57,8

256 MB 487,566 | 1791,106| 23,712 15,351 20,56 58,21

512 MB 974,527 | 3696,315| 46,689 | 46,688 20,87 58,27

Str dung cac dir liéu thu dugc dé xay dung
biéu dd so sanh kha nang xu 1y giita CPU va GPU
trong truong hop ma hoéa (Hinh 8) va gidi ma
(Hinh 9).

w

S
n

.

o
o
=

35 o
-
@
T 3 /
w15 193
5 3 .
=
Eis 086 /'
1 48 i
o5 | B& 013 821 g3s— 017 017 026
' — P S ——
0 : : . : : . =
32KB  54KB  128K3  256KB  512KB 1024KB 2048KB
Kich thwée dif lizu (KB)
—#—ThaigianCPU  —@—Thoi gian GPU
1000 974 53
a00 +
800
8 70
600
. E 4—ﬁa’7“li
Z% 500 Pl
E 400
£ 243577
= 300 &
200 12172 #
100 | 762 1527 3051 OL05 o
o1 B45,69

4MB BMB 15MB 32MB 64MB 128MB 256MB 512MB
Kich thuéc dit litu (MB)

—#—ThoigianCPU  —8—Thdi gian GPU

Hinh 8. Biéu dd so sanh thoi gian thyc hién ma hoa
AES gitta CPU va GPU theo dung lugng tap tin

36 S6 3.CS (04) 2016

-
un

#14,07

135 +

-
R

105

[t}

AT
35

0,16 0,16 0,16 nn/nm 0,28 0,29
- 2 - - 1J18 = _’—’_‘,‘
= T T T T T >
32 KB 64 KB 128KB 256KB 512KB 1024 KB 2048 KB
Kich thwdc dir litu (KB)
—4—ThoigianCPU  —@—Thoigian GPU

@
Thin gian (s)

K b
w'in o in

s
[=JNT)

AN

4mMB B8MB 16MB 32MB 64 MB 128MB 256 MB 512 MB
Kich thude dif itu (MB)
—4—ThoigianCPU  —8—Th&igian GPU
Hinh 9. Biéu d0 so sanh thdi gian thye hién giai ma
AES gitta CPU va GPU theo dung lugng tap tin

Nhén xét vé ty 18 ting toc do thuc thi thuat
toan AES gitta CPU va GPU trong qué trinh thr
nghiém chuong trinh cai dat. Vi nhitng muc kich
thuée dit ligu rat nhé thi toc do thuc thi cia CPU
nhanh hon cia GPU. Khi kich thuéc dir li¢u tang
(dén khoang 500MB) thi téc d6 GPU ting lén
dang ké so v6i CPU.
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Tbc d6 xir Iy chénh 1éch 16n nhét 1a khi téc do
xir Iy cia GPU gip khoang 21 lan khi mi héa va
khoang 58 lan khi giai ma so véi CPU (Hinh 10).
Két qua nay cao hon so voi két qua duoc cong bd
trong [3].

Khi kich thudc dit liéu nho, toc do thuc thi
thuat toan AES trén GPU cham hon so véi CPU
do ton thoi gian truyén dit lidu tir b nhé ciia CPU
sang bd nhd cia GPU. Nguoc lai, ddi véi kich
thude dir liéu 16n so vi bd nhd CPU nhé thi cac
khéi dit lidu s& dwoc thyc thi tudn tu theo hinh
thtrc hang doi, con GPU c6 kich thudc bd nhé lon
hon sé& thuc hién dugc nhidu khéi dit lidu cing luc
nén xu ly nhanh hon.

BANG 2. SO SANH TY SO TANG TOC GPU/CPU
VOI KET QUA TRONG [6]

Dung lugng tap tin Ty s6 ting tbc Ty sb ting toc
(KB) (CPU/GPU) [6] (CPU/GPU)
32 n/a 0,34
64 n/a 0,98
128 n/a 1,83
256 n/a 3,33
512 0,1 5,61
1024 0,1 11,13
2048 0,2 14,72
4096 0,2 17,23
8192 0,3 18,8
16384 0,5 18,98
32768 11 20,32
65536 2,0 20,59
131072 2,7 20,74
262144 4,0 20,56
524288 51 20,87

VII.KET LUAN

Trong bai bao nay, nhém tac gid da phan tich
kha nang song song hoa cai dit thuat toan mat ma
AES. Tu do, dua ra phuong phap cai dat song
song hoa thuat toan nay voi ngén ngit 1ap trinh
CUDA. Nhom tac gia da thyc hién cai dat thuat
toan mat ma AES-256 véi trinh bién dich Visual
Studio 2013 Utimate va CUDA Toolkit 7.5 trén
may tinh xach tay v4i CPU Intel Core 17-4800MQ
2.7GHz, card d6 hoa NVIDIA GPU Quadro
K1100M. Két qua cai dat va danh gia cho thiy
viéc cai dat song song hoda thuit toan AES-256
trén GPU cho hiéu suét cao hon rat nhiéu so voi
vi€c cai dat thuat toan nay trén CPU. biéu nay cho
thdy, kha ning tinh toan song song rt 16n cua
GPU c6 thé mg dung véo ting hiéu suat thuc thi
cac thuét toan mat ma khac. Hon nira, két qua cua
nhom tac gia cho thiy ty 18 ting tbc do thuc hién
thuat toan AES trén GPU so véi CPU cao hon két
qua di cong bd trong [3]. Thuc té, tbe do thuc thi

cua thuat toan co ban phu thudc vao 2 yéu tb:
phuong phap cai dat song song hoa va card dd hoa
GPU su dung. Vi vay, dé co két qua tbt hon thi
phai tiép tuc nghién ciru toi wu phuorng phap cai
dat song song hoa va nghién ctru cai dét song song
hoéa céc thuat toan mét ma trén hé thong ¢6 nhiéu
GPU chay song song va trén hé théng Cluster v&i
nhiéu may tinh tich hop sdn GPU.
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