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Phan tich 64 lugc d6 ham nén trong mé hinh
ham bam dua trén ma khoi

Tém tit— Céu tric cho cic ham biam lip dua
trén ma khoi da dwoc nghién ctu, trong dé kich
thwée gia tri bim bang kich ¢& khdi va kich c¢& khoa
di dwoc quan tim nghién ctru rong rai. Bai bao nay,
chiing tbi chi tiét 64 hrgc do theo md hinh tong quat
dugc dé xuit boi B. Preneel va cac dong su, dwa
trén 5 tin cong co ban. Chi tiét hoa phén loai lwgc
dd theo s lwgng cac bién diu vao va thye hién dianh
gia d an toan ciia mdt trong s6 cic lwge do an toan
theo quan diém tham ma vi sai.

Abstract— Constructions for hash functions
based on a block cipher have been studied where the
size of the hashcode is equal to the block length of
the block cipher and where the key size is
approximately equal to the block length. In this
paper, we have analyzed in more detail 64 general
model schemes which has been represented by B.
Preneel et al. using five basic attacks. An
classification of these schemes also have been done
in more detail by considering linear transformations
of the inputs. More over, we have investigated the
security for one of the secure schemes under the
differential cryptanalysis, others are similar.

Tir khba— héam bam; ham nén; ma khéi.

l. GIGI THIEU

'Céc ham bam mat ma la mot éph Xa thuc hién
bién d6i mét dau Vélq c6 do dai bat ky thanh mot
xau c6 kich thuéc co dinh va phai dam bao céac
yéu cau vé mat ma. Ham bam duoc tng dung
nhicu trong linh vuc an toan thong tin nhu chix ky
s0, xac thuc théng bdao, tao chuoi gia ngau
nhién.. ..’Tl‘,ly vao Muc dich st dung ma ham bam
duoc thiét ké c6 thé cd hodc khéng co khoa. Tuy
nhién mot ham bam mat ma H:V~ —V, an toan
phai dam bao 3 tinh chit bat budc, do la:

Tinh mgt chiéu: Theo d6 do phuc tap dé tim
tién anh M eV déi véi gid tri bam h cho trudc 13 2",

Tinh khang va chgm: Co6 nghia la do phuc tap
dé tim hai thong diép khac nhau M,M'eV ", sao
cho H(M)=H(M") la2"™.

Tinh khang tién anh thiz 2: Tuc 1a véi théng
diep M eV cho trude, do phuc tap tim thong
diégp M'eV théaman H(M)=H(M") 1a2".

Trong [1, 2], Merkle va Damgard nghién cuu
mot cach doc 1ap va dua ra mot cau truc lap (duoc
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goi 1a ciu tric Merkle-Damgard) cho phép xay
dung ham bam lap an toan khang va cham dya
trén mot ham nén khang va cham [13, 14]. Trong
thiét ké cac ham bam 1ap theo ciu tric nay, hat
nhan quan trong chinh 1a ham nén. C6 nhiéu
nguyén Iy thiét ké ham nén nhu xay dyung dua trén
ma khdi, ma dong, dai sé6 modular, ly thuyét
chaotic [3]... Tuy nhién, ham nén trén co s& ma
khdi duoc st dung nhiéu trong cac thiét ké ham
bam mat m4, bai tinh an toan cé thé chirng minh
ctia ma khdi c6 thé &p dung trong ching minh an
toan cua ham bam, ciing nhu loi thé cia ma khoi
c6 thé sir dung trong viéc thuc thi tai nhidu moi
truong khac nhau.

Trong bai bao nay, chiing tdi phan tich chi tiét
cac luoc do da duoc trinh bay trong nghién ctu
cua Preneel va cong su [4]. Sau d6 tién hanh phan
loai cac lugc d6 nay, thuc hién phén tich cac luoc
dd an toan theo quan diém tham ma vi sai ma
trong d6 nhom tac gia chi néu ra cha chua dugc
trinh bay mét cach chi tiét.

B4 cuc nhitng muc tiép theo cua bai bao duoc
trinh bay nhu sau: Muc 1l trinh bay vé md hinh
tong quat co so thiét ké ham nén dua trén ma khoi.
Muc 111 trinh bay cé4c tin cong co ban va phan tich
64 lugc do theo nhiing tan cong co ban nay va
trinh bay nguyén tac phan loai cac luoc do theo sé
lugng cac bién dau vao cia ham nén. Theo quan
diém thdm ma vi sai, 12 luogc dd an toan nhan
duogc sau khi phén loai s€ duoc trinh bay trong
muc 1V cua bai béo. Cudi cung 1a Muc Két luan.

1. MmO H‘I’NH TONG QUAT NTHIET KE HAM
NEN DUA TREN MA KHOI

Trong muc nay ching tdi trinh bay y tuéng cua
mo hinh thict ké tong quat cia ham nén dya trén
ma khoi. Theo d6, ma khoi vai khda bi mat K tac
dong 1én khéi ban rd X dugc ky higu 1a E(K,X),
trong d6 K, X €V,,. Phép giai ma tuwong ung khi
giai md ban md C duoc ky hiéu l1a D(K,C).
Trong m6 hinh dang xét, néu khong cd giai thich
b6 sung, sé& coi nhu cdc md khoi 1a khong c6 diém
yéu. PAu vao cia ham bam lap H V" -V, duoc
chia thanh t khéi tir X; dén X;.
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Ham bam 13p c6 thé duoc mo ta nhu sau:
Hi=f(Xj. Hig)i=12...t (1)

O day f laham nén, Hg chinh la véc to khoi
tao 1V, tly thugc vao mdi luge dd co IV khac
nhau, va H; la gia tri bam.

Vv —

K

FF

Hinh 1. M6 hinh tong quat thiét ké ham nén
dua trén ma khoi

Trong md hinh thiét ké tong quat cua ham nén
dua trén ma khéi E, chtng t6i dua ra ma khéi co
hai dau vao la khéa K va ban rd P va mot dau ra C
(nhu Hinh 1). Ta c6 thé chon dau vao l1a mot trong
bén gid tri: X;,Hi_y, X; ®H;_; va hing sb V. Ta
cling c6 thé diéu chinh bing mot phép FF
(feedforward) 1én dau ra C boi phép cong XOR
gia tri C v&i mot trong bon gi tri & trén. Cac tham
s& nhu vay s& tao ra téng cong 4° =64 luoc dd
khéc nhau. Trong céc phan sau, dé khong lam mat
tinh tong quét ta s& gia thiét rang V = 0.

I11. PHAN TiCH 64 LUGC PO THEO
CAC TAN CONG CO BAN

D¢ thyc hi¢n phan tich 64 luge d6 nhan dugc
tor md hinh tong quat, dau tién ching ta xem xet
nam tan cong co ban. Tu tuong chinh cta phan
nay ching toi dya trén tai liéu [4].

A. CAc tdn céng co ban

Tdn cdng truc tiép (Dlrect attack) (ky hiéu la
D): Cho truéc H;_; va H;, néu dé dang tim duoc
X; thoa min (1) khi d6 ta néi luge do bi tan cong
tryc tiép.

Tan céng’hoén vi (Permutation attack) (ky
higu 1a P): Néu H; co thé dugc bicu dién dudi
dang Hj=Hj 1 ® f'(X;), voi f’ la ham mot
chiéu, thi lugc d6 bi tan cong hoéan vi. Khi d6 gia
tri X; khong thé khoi phuc tir H; ; va H;, nhung
gia tri bam lai doc lap véi thir tu cac khi thong
bado. That vay, goi H la gia tri bam, ta co:

t
H:m@@fK
i=1

Khi d6 néu ta thay doi thir ty cac khéi thong
b&o thi gia tri bam khong thay doi. Nhu vay viéc
tim va cham va nghich anh tha 2 1a dé dang. Bay
la mot tan cong tam thuong, vi H; chi phu thuge
tuyén tinh vao H;_;.

Tan cong thugn (Forward attack) (ky hiéu la
F): Cho truéc Hi—l'Hi,—l va Xj (ChL'J y la H; co
dinh), néu dé dang tim dugc X{ sao cho

f (Xi’, Hi,—l): f (Xi’Hi—l)z Hi , khi d6 ta noi
luge do bi tan cdng thuan.

Tdn céng nguoc (Backward attack) (ky hiéu la
B): Cho truéc H;, néu dé dang tim dwoc cap
(XivHi—l) sao cho f (xi’Hi—l): Hi , thi khi do
ta noi luoc do bj tn céng nguoc.

Tan céng diém bdt déng (Fixed point attack)
(ky hiéu FP): Néu dé dang tim dugc H;_; va X;
sao cho f (X, Hj_1)=Hi_, thi ta néi lugc do bi
tan cong diém bat dong.

Quan h¢ cua cac tan cong nay ciing rat quan
trong: néu luoc do nao c6 thé bi tan cong D thi
cling €6 the bi tan cong B va F, nhung nguoc lai
thi khong dang. That vay, gia st lugc do bi tan
cong D, tac 1a cho trudc Hj_; va Hj, khi do theo
dinh nghia tan cong D, ta d& dang tim dugc X;
théa man f(X;j,Hj_y)=H;. Trong truong hop
nay néu cho truéc H;, ta chon mot gia tri H;_; va
&p dung tin cong D dé thu dugc X;. Vay ta dé
dang tim dugc mot cap (Xj,Hjy) sao cho
f (Xj,Hj_1)=H;, hay néi cich khac lugc do bi
tan cong B. Tuong tu, néu cho truéc H, ,,H. | va
X; khi do ta co6 thé tinh dugc H;. Bay gio &p
dung tin cong D khi da biét truéc H, , va Hj,
khi d6 ta d& dang tinh dugc X;. Vay luoc dd bi
tan cong F.

Trong truong hop luge do bi tan cong P, thi
nguoi ta cling co thé ap dung tan céng B bang viéc
chon khoi X; trudc va sau do tinh H;_; .

Va néu c6 the thyc hién ca tan cong B va F
hoac ca F va P duoc thi tan cong D ciing c6 the
xay ra. That vay, gia st khong thé thyc hi¢n tan
cong D. Trong truong hop nay, vi c6 the thyc hién
tan cong F dan dén gia tri ba dau vao déu la hang
s6 hodc bang X; @ H;_;. Mt khac, néu ta c6 thé
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thuc hién tan cong B hoic P, thi ta c6 thé tim duoc
mot cap (X;,Hj_1) thoa man f(X;,Hj)=H;.
Thuec té, trong truong hop nay ta c6 thé xac dinh
duoc X; ® Hj_4, sau d6 véi Hj_; cho trudc, ta
tinh dugc X; twong ung, tréi voi gia thiét ban dau
la khdng thyc hién dugc tan cong D.

Phan tich vé quan hé giita cac tin cong nay
duoc tac gid trinh bay trong luén van nam 2003
[12], ¢ day dua ra nhitng 18p luén chi tiét hon bang
cac cong thic cu the. Hinh 2 du6i day minh hoa
guan hé thi tu cta cac tan cong trén:

e
.

Hinh 2. Quan hé thi tu cia cac tin cong
B. Danh gid 64 heoc do

~ BANG 1. CAC TAN CONG LEN 64 LUGC DO
(CAC LUGC PO PUGC DANH SO THEO CHI SO TREN)

F+P F+B >

P
FF K
X| Hi,]_ Xi @ Hi—] Vv

X 1 BY B33 49
Hi . D2 18 D 50

v i-1
Xi®H; | B® = F3 =2
v; K 20 D% 52
X; 5 B2 B3 53
X H i1 \/ 6 DZZ \/38 D54

1
XI @ Hifl FP? FPZS 839 BSS
vV 8 D24 B40 _56
Xj P | FP® | FP% | PY
Hi_1 B0 26 D% 58
Hi1
Xi @ Hi—l FPll FP27 B43 BSQ
V Dlz 28 D44 _60
X | P13 FPZQ FP45 P61
Hi_ 14 30 46 62
X, ®H, i—1 v D Y D

Xi (&) Hifl BlS B31 F47 F63
\Vi PlG D32 F48 D64

Trén co s& md hinh tdng quét, ching ta xac
dinh duoc 64 luge dd duge danh s thi tu béi chi
s6 trén nhu trong Bang 1. Trong Bang nay céc tan
cong duoc biéu thi bang chir cai dau, con ky hiéu
“ ¢ nghia 1a ham nén f 12 yéu, 1a truong hop

50 S61.CS(02) 2016

tam thuong. Néu ham nén khong bi tin cong nao
trong 5 tan cong, thi dugc ky hiéu bai “V”.

~Tur bang théng ké theo [4] ta c6 Ménh dé 1.
Ket qua cua Ménh de 1 co the coi la mot cach
phan loai luge do theo tung dang tan cong. Ngoai
ra trong [4] nhom tac gid chi dua ra ket qua tong
hop theo cac tan cong, nhung khong phan tich chi
tict. Phan chiing minh Ménh dé duei day chinh la
phan tich chi tict bang cong thuc cu the ma dugc
dua vao deé giai thich rd hon vé do an toan cua moi
luge d6 trudc cac tan cong co ban.

Trén co s¢ thong ké tir Bang 1, ching ta s&
nhan duoc 7 16p cac luge do nhu sau:

~ Ménh @& 1. Trong s6 64 lugc d6 theo mo hinh
tong quat cua Preneel, ching ta chia thanh cac
[6p nhw sau:

Lop a: C6 15 lugc do 1a hién nhién yéu, do la
cac luge do: 1, 4, 5, 8, 18, 20, 26, 28, 49, 50, 52,
53, 56, 58, 60.

Lop b: C6 13 lugc do bj tan cong D, dé la cac
lugc do: 2, 12, 22, 24, 30, 32, 34, 36, 42, 44, 54,
62, 64.

Lép c: C6 5 lwpe do bi tan céng P, d6 la cdc
lugc do: 9, 13, 16, 57, 61.

Lép d: CO 5 hge do bi tan cong F, d6 la cdc
luoc do: 35, 47, 48, 51, 63.

Lop e: C6 14 lugc do bi tan cong B, d la cc
luoc do: 3, 10, 15, 17, 19, 21, 31, 33, 37, 39, 40,
43, 55, 59.

Lop f: C6 8 lugc do bj tan cong FP, d6 la cac
luoc do: 7,11, 23, 25, 27, 29, 41, 45.

Lop g: C6 4 hrge do khong b tdn cong nao,
do la cac lwoc do: 6, 14, 38, 46.

Ching minh. Trong ching minh nay, ching
t6i xem xét phan tich chi tiet mét s6 luge do dai
dié’n cho moi tan cong, la cac luge do duge de
xuat va su dung trong cac che d¢ hoac trong cac
thiet ke ma da duogc trlnh bay trong céc tai liéu.
Céc lugc do khac co the dugc phan tich theo cach
tiép can tuong tu.

Trong Lép a, chon liege do dai dién 1a Luoe do 1

Lwge @ 1. P=X;,K=X;,FF =V =0, khi
do Hj =E(X;,X;), gia tri xich thir i khong phy
thudc vao gia tri xich thae i—1. Do do, gia tri
bam chi phu thudc vao khéi ban ré thu t. D&
dang thuc hién duoc cac tan cong tim va cham,
tim tién anh va tién anh thr 2. Két luan, lugc dd
1 14 hién nhién yéu.
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Trong Lop b, chon luoc dé dai dién 1a Lucoe do 24

Luge d6 24. (CFB). Véi viéc lua chon cac
tham s6 P =H;_3,K =V =0,FF = X;, khi d6 biéu
thirc ciia ham nén c6 dang

Hi =E(0,Hi_1)® X;..

D& thay ring bicu thirc nay twong ttng voi ché
d6 CFB trong md khoi. V6i luge do nay de thay
rang c6 thé thyc hién tan céng D. That vay, véi
Hi , Hi—l ta tinh duoc Xi = Hi @ E(O, Hi—l) .

Trong Lép ¢, chon lioc dé dai dién 14 Luoc do 9

Luge d6 9. P=X;,K=X;,FF=H;4, khi
d6 Hj =E(X;,X;)®Hi_; . D& thay

Hi =Hi4 ® f'(X;)
do vay cd thé thuc hién tan cong P.

Trong Lép d, chon heoe do dai dién 1a Luroc do 35

Lugc d6 35. Véi cac thamsé P=X; @ H;_y,
K = X; ®H;_4,FF =V =0, khi d6 biéu thuac ham
nén la: H; =E(X; ®Hj_, Xj ®H;_1). D& thay
c6 thé thyc hién tin cong F.

V6i Xj,Hj_1,H{_; tatinh duoc
Xi=Xj®Hj1 ®Hjy,

khi do

f (Xi’, Hi’_l): E(Xi’ @ H{_ 4, X{® Hi’_l)

=E(Xj ®Hj_g, Xj ®Hj4)=H;
Trong Lop e, chon hege do dai dién 1a Lueoc do 17

“Lugce db 17. (Rabin). Day 1a luge db dugc dé
xuat boi Rabin (nam 1978) [11]. Tuy nhién
Merkle da chi ra mét tan cong B la c6 the ap dung
1én luge do nay va tir ddy co theé xay dung mot tan
cong tim tien anh. Bay gio chling s& xem Xeét tan
cong B Ién luwgc d6 17. Va4i cac tham so
P=H;4,K=X;,FF=V =0, khi d6 biéu thac
cua ham nén c6 dang H; =E(X;,Hj_4) va luoc
dd d& bj tin cong bai tin cong B. That vay, cho
trudc H; ta thuc hién giai ma H; voi khoa K bt
ky dé thu dugc H;_; . Ta co:

Xij =K,Hj_31 =D(K,H;j).

Trong Lép f, chon hege do dai dién 1a Luoe do 25

Lugc db 25. (Davies-Mayer). Day 1a luoc do
dugc @é xuat trong [5]. Lugc do nay bi tan coéng
FP. That vay, véi cac tham s6P=H; 4,
K = X;,FF =H;_;. Khi d6, biéu thic cua ham

nén s& c6 dangH; =E(Xj,Hj4)®Hj . Voi
khoa K bat ky, ta chon X;=K, khi d6 vi
Hisy=H; =D(K,0). Khi do, f(Xj,Hiq)=
=E(K,D(K,0))®D(K,0)=D(K,0)=Hj ;.

Céan phii n6i thém ring, lugc d6 Davies-
Meyer dugc sir dung trong thiét ké nhiéu ham bam
hién dai nhu SHAvite-3 [18], ho ham bam SHA
[13], MDS5 [12]... mac du né bi tan cong FP. Ly
do lugc do néx van dugc sir dung nhiéu la bai tan
cong FP c6 thé bi khang lai khi sir dung mot vai
tham s6 mo rong, vi du nhu gid tri #bits la so bit
dugc bam cho deén thoi diém hién tai trong khung
HAIFA [14].

Trong Lép g, chon heoe do dai dién 1a Luroce do 14

Luge db 14. (Miyaguchi-Preneel). Lugc do
Miyaguchi-Preneel dugc xay dung trong thict ke
ham bdm N-hash [10]. Day ciing 1a lugc do duoc
st dung trong thiét ké ham nén cua nhiéu ham
bam hién dai nhu Whirepool [11], GOST R 34.11-
2012 [15]... Véi nhiing tham sé6 P=X;,
K=Hj4,FF=X;®H;_1, ham nén cé dang
HiZE(Hi_l,Xi)@Xi@Hi_l c6 kha
khang lai toan bo 5 tan cong trén. Dé 1am sang to
diéu nay, mot lap luan tuong tu duoc str dung nhu
khi phén tich luge d6 Matyas-Meyer-Oseas. That
vay, gia sir phan ching c6 thé thuc hién tan cong
FP. Khi d6, ta ¢ thé tim dugcH; 4 va X; thoa
man E(Hj_1, Xj)=X;. Do d¢, ta thdy rang phép
ma hoa khong phu thugc vao khoa va ban ma thu
dugc bang chinh ban r8. Suy ra ma khoi sir dung
la yéu, trai vai gia thiét.

Gia sir phan chang, cé thé thuc hién tan cong
F. Tac 1a khi cho truéc X, H;_4,H{_; ta dé dang
tinh duoc Xj thoa man

£(Xi, Hig)=f (X{,Hi).

nang

Hay
H; = E( I, xi’)ea X{ ®H{_.

Khi d6 E(Hjy,X{)=H;j ®H{ 3 ®X]. Tuy
nhién, ta viéc giai phuong trinh trén la “khdé” khi
ma khoi la khdng c6 diem yeu, nén khong the thuc
hién tan cbng F. Keéo theo, ta khdng thé thyc hign
tan cong D va dong thoi cling khong thé thuc hién
duoc tan c6ng B. That vay, gia s phan chiang ta
c6 thé thuc hién tan cong B. Khi do, voi H; cho
truée, ta co the dé dang tinh duoc cip (X, Hiy)
thoa mén:
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E(Hig, Xj)® X; @ Hj_y = Hj.

Theo gia thiét, ma khdi sir dung 1a khéng cé
diém yéu, khi d6 viéc xac dinh cap (X; Hjy)
thoa man diéu kign trén Ia khong dé dang. Vay
khong ap dung dugc tan cong B. Kéo theo ciing
khong ap dung dugc tan cong P .o

Chu y: Phan nay nham néi vé mot sb lugc do
thugc cac 16p khac nhau ma cd ang dung trong cac
thiét ke thuc te.

Ngoai lugc dd 17, trong Lop e con c6 luge do
19 do Bitzer dé xuat duoc xem xét trong tai liéu s6
[15] vé&i muc dich thiét ké xay dyng thuat toan chir
ky so0. Tuy nhién trong [7] Winternitz da chi ra
lugc do nay ciing chiu tan cong B.

~ Ngoai luge d6 14, trong Lép g con ¢ luge do
so 6 do nhom tac gia S. Matyas, C. Meyer, J.
Oseas dé xuat nam 1985 trong [6] v6i muc dich
xay dung ham mot chieu manh thoa man cac yéu
cau mat ma.
C. Cac I6p twong duwong theo s6 heong bién dau vao

Trong muc nay ching t6i s& trinh bay chi tiét y
tuong phan loai cac luge do thanh cac 16p twong
duong dugc trinh bay trong [4]. Theo do, mot 16p
cac luoc dd nhan duogc tir mot lwge dd boi bién doi
tuyén tinh cua céc blenﬂ dau vao dugc goi la mot
|6p twong duong. Cu thé cac luge do s€ dugc phan
loai theo s6 lwong bién dau vao doc 1ap caa ham
nén. Muc dich cua viéc phan loai nay la xem xet
cac I6p lugc do theo so lugng cac bien dau vao
tong quat.

Nhém 1: Ham nén phu thudc vao 2 bién dau vao

CO6 7 16p twong duong ma ham nén phu thudc
vao 2 bién dau vao doc lap 1a X; va H;_. Nhu
vay, trong mdi 16p nay s& cd 6 phan ti vi c6 6 ma
tran 2x2 kha nghich trén truong GF(2), cu thé
nhu sau:

e Lép1l: FF =P,P =K . Xét lugc dd dai dién
cho 16p nay nhu sau:

f (X Hig) =E(Hi1, X;)®X; )

va céac luge do thdng qua lan luot 6 phép bién ddi
tuyen tinh Ay,..., Ag 1&n cac bién:

Ay s a2
el i Lt )

i Vi duy, véi ma tran A; ta sé nhan duqc’chl'nﬂh
bieu thae ham nén la (2). Pay la phép bien doi
dong nhat.

VGi ma tran A, ta co:

o) ] )

H.
J:{ "1j ta suy
1 X

ra luge d6 twong dwong véi lugc dd dai dién la
f (Xj,Hi1)=E(X;,Hj_1)®Hj_;. Cic lugc do
con lai dugc I4p twong ty, dya trén cac phép bién
d6i tuyeén tinh theo cac ma tran con lai.

Viy cac lugc d6 thudc 16p nay 1a:

- F(Xi Hig) =E(Hi1, X )®X;
(luoc d6 6).
- f (X, Hi1)=E(Xj,Hi1)®Hjy (luoc
dd 25).

- (X Hjg)=E(Hi_1® X, X{ ) ® X;
(luoc dd 7).

- f(Xi,Hia)=E(Hi,Hi1 ® X; ) ®Hi; ®X;

(luge do 46).
- (X Hig)=
(lwoc db 27).

E(xi @Hi_l,Hi_l)@ Hi4

- f(X{,Hj1)=E(X;, X; ®Hj_1)® X; ®H 4

(lwge do 45).
Tuong ty nhu vay ta s€ nhan dugc cac lop con
lai cia nhdm 1 nhu sau:
e Lop 2: FF=K,P#K. Cac lugc d6 thudc
I6p nay la: 21, 37, 10, 42, 15, 31.
e Lop 3: P=K,FF =P . Cac lugc dd thude
I6p nay la: 9, 13, 22, 30, 39, 43.

BANG 2. PHAN LOAI 64 LUGC PO THANH CAC LOP TUGNG DPUONG THEO SO LUGNG BIEN PAU VAO

Nhom Lép DPic trung caa lép Luwoc dd sb n Tan cong
P FIFP[ Y

1 FF=P,P=K 6,7, 25, 27, 45, 46 6 4
2 FF=K,P#K 10, 15, 21, 31, 37, 42 6

1 3 P=K,FF =P 9,13, 22, 30, 39, 43 6 2
4 FF=P®K,P2K 11, 14, 23, 29, 38, 41 6 4 | 2
5 FF=V,P#K 2,3,17,19,,33, 34 6
6 P=V,FF #K 54,55, 57, 59, 61, 62 6 2
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7 K=V,FF =P 12,16, 24,32,40,44 | 6 4 1111
FF=P=K 5,26, 47 3 ]2 1
FF=V,P=K 1,18,35 3 |2 1
10 P=V,FF =K 53,58, 63 3 ]2 1
2 11 K=V,FF =P 8,28, 48 3 |2 1
12 FF=P=V 49, 50, 51 3 ]2 1
13 FF=K =V 4,20,36 3121
14 P=K=V 56, 60, 64 3 121
3 15 FF=P=K=V 52 1|1
Téng s6 64 15|14 |5 |13[5]| 8 | 4

eLép 4 FF=P®K,P=K . Cac lugc dd
thuoc 16p nay la: 14, 11, 23, 29, 38, 41.

e Lop 5: FF=V,P=K. Cac luoc dd thudc
I6p nay la: 2,17, 3, 19, 33, 34.

e Lop 6: P=V,FF =K. Céc luge dd thuoc
I6p nay la: 54, 55, 57, 59, 61,62.

e Lop 7. K=V,FF =P . Cac luoc dd thudc
16p nay la: 24, 40, 12, 44, 16, 32.

~ Nhém 2: Ham nén chi phy thuoc vao 1 bién
dau vao:

Co 7 16p twong dwong ma ham nén phu thuge
vao mot bién doc lap duy nhat. Moi I6p ¢6 3 phan
tr vi co6 3 dau vao co thé la Xj,Hi4 va
Xi ® Hj_4. Khi thay ddi vai trd (vi du luoc do
“Y” chi phu thudc vao bién X;, khi thay X; bang
bién Hi; hoic X; ®H;_;) ta s& nhan duoc mot
luge d6 twong ng. Bang phan tich don gian va
thong ké theo Bang 1 ta c6 céac 16p twong duong sau:

e Lop 8: FF =P =K . Cac lugc do thudc l6p
nay la: 5, 26, 47.

e Lop 9: FF=V,P=K . Cic lugc d6 thudc
I16p nay la: 1, 18, 35.

e Lop 10: P=V,FF =K . Cac lugc dd thudc
I6p nay la: 53, 58, 63.

e Lép 11: K=V,FF =P Cac luge db thudc
I16p nay la: 8, 28, 48.

e Lop 12: FF=P=V,K#P . Cac luoc dd
thudc 16p nay la: 49, 50, 51.

o Lép 13: FF=K=V,P=K . Cac lugc dd
thudc lop nay la:4, 20, 36.

e Lop 14: P=K=V,FF#P . Cac lugc dd
thudc 16p nay la: 56, 60, 64.

Nhom 3: Ham nén chi don gian 1a mot hang so:

Co 1 16p tuong duong ma ham nén don gian
chi la hang so va I6p nay ciing chi ¢6 duy nhat mét
phan tur.

e Lop 15: FF =P =K =V . Lugc d6 52 thudc
I6p nay.

Theo cach phan loai & trén ta c6 sd liéu tong
hop (Bang 2). Trong bang, n 1a sé luong cac lugc
d6 trong l6p. Dé dic trung hoa mot 16p, mot quan
hé s& duoc cho giita ban rd P, khoa K va bién FF.

Nhu vay chi 4 trong 64 lugc dd 1a an toan va
dai dién cua chung la cac luoc d6 S. Matyas, C.
Meyer, J. Oseas (s6 6, Bang 1), Miyaguchi-
Preneel (sb 14), s6 38 va s6 46. Ngoai ra co6 8 lugc
d6 chi dé bi tan cong boi Tan cong diém bat dong.
Nhu phan tich trong phan ching minh cia ménh
dé 1 & muyc trudc, tin cong diém bat dong c6 thé
duoc loai bo mot cach dé dang boi mot sb ciu tric
stra ddi, cho nén c6 thé coi 12 luge dd 1a an toan
trong tong s6 64 lugc db c6 thé cua ham nén.

IV. THAM MA VI SAI LEN CAC LUGC PO
HAM NEN AN TOAN

Trong [4] Preneel va cong su c¢6 dua ra binh
luan vé& tham ma vi sai 1én 12 lugc dd an toan nhu
trong Bang 3 duéi day. 12 lugc dd nay nhan dugc
trong phan phan loai theo sé luong céc bién dau
vao cua ham nén trong Muc III.

BANG 3. CAC TINH CHAT CUA 12 LUGC PO AN TOAN
THEO CAC BIEN SU DUNG TRONG THAM MA VI SAI

TT LE’(IE Bidu thirc ham nén C_ai}c
do so bien
1 6 Hj = E(Hj_1, Xj ) ® X; Xj
Hj =E(Hj_1, Xj ®Hj1)®
2 46 i ( -1 A i 1) Xi
@ Xj®Hj1
3 | 14 | Hi=E(Hi-1.Xi)® X ®Hijq Xi
4 38 Hj = E(Hj_1, Xj ® Hj_1) ® Xj Xi
5 25 Hj = E(Xj,Hj_1)®Hjq Hi
Hj = E(Xj,Xj ®Hj_1)®
6 45 i ( [ERAY] |1) Hiy
@ Xi®Hj1
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; g | Hi= E(Xj.Hi—1)® Xj ®Hj Hi g
g | 41 | Hi=E(XiXi®Hjq)®Hjy Hiq
o | 7 | Hi=E(Xj@H_gx)@x; | <M1
Hj =E(Xj ®Hj_,Hj_1)®
10 27 i ( i i1 1) Hi_q
®Hjq
1| 11 | Hi=E(Xi ®Hi,Xj)@Hiq| Xj,Hig
1| a3 | Hi= E(Xj ®Hj_1,Hi_1)® Xj| Xj Hj1

Bang 3 chi dua ra cac biénﬁ, nhung khong chi
ra cach tic dong lén ching dé c6 thé thu dugc
nhitng quan hé vi sai phu hop. Trong pham vi cua
muc nay chlng toi s& phan tich cu thé cach tac
dong nay dé tim ra bieu thuc va cham cho ham
nén. Nhung trudc ti€n ching téi dua vao cac tan
cdng va cham sau:

Tdn cong tim kiém va cham (search-collison
attack). Cho ham bam H:V'+V,. Tim hai
thong diép khac nhau M,M eV™ thoa man
H(M)=H(M").Cip {M,M'} goi la cip
va cham cua ham H.

Tan cdng giad va cham (pseudo-collision
attack). Tim hai thong diép khac nhau M,M eV~
va hai gid tri IV,IV eV, théa maén
H(IV,M)=H(IV,M'). Khi do
{(IV,M),(IV',M')} goi 1a cip gia va cham cua
ham H.

Tan cdng gan va chgm (near-collision attack).
Tim hai thong diép khac nhau M,M eV thoa man
H(M)+H (M ) ¢6 trong s6 Hamming nho.

cap

Tan céng gan gia va cham (pseudo-near-
collision attack). Tim hai thong di¢p khac nhau
M,M eV" hai gia tri IV,IV' eV, théa man
H(IV,M)+H(IV,M")  c6
Hamming nho.

Trong [1, 2] dua ra dinh ly vé mdi quan h¢
gitra ham bam 13p an toan khang va cham trén co
s ham nén khang va cham. Theo d6 d¢ phuc tap
tim va cham cta ham nén khi biét va cham cua
ham bam la twong duwong nhau. Chinh vi vay vié:’c
xa@y dung ham nén an toan khang va cham la rat

trong  s6
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quan trong trong thiét ké ham bam 1gp. Trong [16]
AlTawy va cong sy dua ra tan cong Rebound [én
s6 vong rat gon cua ham nén sir dung trong ham
bdm GOST R 34.11-2012, trong d6 st dung lugc
do Miyaguchi-Preneel (la mét luge do an toan),
lam hat nhan trong thiét ké ham nén. Ngoai GOST
R 34.1;[—2012, ham bam Whirepool cling st dung
luge do nay trong thict ke ham nén cua minh va
cling giong nhu GOST R 34.11-2012, né bi tan
cong Rebound 1én so vong rat gon. Mat khac tan
cdng Rebound chinh la tan cbng dua trén co so
tham ma vi sai. Pay chinh 1a 1y do vi sao trong
Muc ndy ching t6i xem xét d6 an toan cua cac
lugc d6 theo quan diém tham ma vi sai.

Bay gio ching t6i s& dua ra bicu thirc diéu
kién cho quan hé vi sai va biéu thac va cham
tuong (ng cho ham nén Miyaguchi-Prenell (luoc
do6 14, Bang 1). Ham nén cua lugc d6 nay c6 dang

f(H,X)=E(H, X)X ®H

Tan cong tim kiém va chgm:

Xét biéu thirc

fHX of HHX®AX =

EHX @H®EXOE H XPAX @
PH B X & AX =

EHX ®E HX®AX ®AX

Trong biéu thuc nay ta thiy rang néu ma khéi
E c6 quan hé vi sai AX — AX , ¢6 nghia la

EHX ®E HXBOAX =AX  (3)

Khi d6 f H,X &f H,X®AX =0. Suy
ra f HX =f H,X®AX chinh |a va cham
cua ham nén.

Tdn cong gid va cham:

Tén cong tim kiém gia va cham trong mot s6
tai liéu con ggi [a tan cbng va cham bat dau tu
do. Trong kieu tan cong nay xét ca sai khac cua
khoi ban rG va ctia ca khoa (trong truong hop nay
dong vai tro la gia tri H). Theo d6 ta xét biéu
thuc:

f HX ©of HOAH, X P AX =

EHX PHHEXPE HHPAH, X HAX @
¢H e AH & X ¢ AX
= E H,X ®E HX®AX & AX®AH
Trong biéu thuc nay ta thiy rang néu ma khéi
E c6 quan hé vi sai AH,AX — AX ®AH,
quan hé nay tuong duong véi biéu thuc:
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EHX ®E HOPAH, X PAX =AX ®AH
(4)
Khi d6 ching ta c6
f HX &f HOAH, X®AX =0

Suy ra f HX =f HPAH,XDHAX
chinh la gia va cham ctaa ham nén.
Tdn cong gan va cham:

Lap luan tuong ty nhu hai tan Cf)ng trén ta
nhan duoc két qua nhu sau: Néu ma khoi E() cé
quan hé vi sai AX — AE, c6 nghia la

EHX ®E HX®AX =AE  (5)
khi d6 co

EHX®AX ®Xd XBAX =

— EH,X GH®&X & AXSAE

Néu nhu AX ®AE ¢ trong s6 nho, khi d6
f HX &f H X®PAX =AX ®AE chinh la
gan va cham caa ham nén.

Tdn cdng gan gid va cham:

Bang 13p lun twong ty ching ta c6 thé dua ra
duoc biéu thuc quan hé vi sai V('Y,i mé‘ khoi E()
trong truong hop tan cong tim kiém gan gia va
cham. Theo d6 néu ma khoi E() c6 quan hé vi sai
vai khda quan hé AH,AX — AE, c6 nghia la
chdng théa méan biéu thuc:

EHX ®E HPAH, X HDAX =AE (6)
khi d6 cé

EH®AH X BPAX @

O HOPAH & XPAX =

=EHX &eHaeX & AXEAH®AE

Néu nhu AX ® AH @ AE ¢ trong sé nho,
khi d6 biéu thuc:

f HX &f HOPAH, XBAX =AX D AE
chinh la gan gia va cham caa ham nén.

Qua phén tich lwgc do Miyaguchi-Preneel
truéc tham ma vi sai theo 4 tan cong trong muc IV
ta thay rang, néu chi ra dugc su ton tai nhing
quan hé vi sai (3), (4), (5), (6) doi vei ma khoi E
v6i do phirc tap nho hon 2", thi khi d6 c6 thé dé
dang thuc hién 4 tan cobng nay lén ham nén
Miyaguchi-Preneel, hay no6i cach khac ham nén
nay la khong an toan trugc tham ma vi sai.

bdi véi céc luge 516 khac, khi lap luan tuong tu
ta cling thu dugc diéu kién quan hé vi sai cia mé

khéi, dé tir d6 c6 thé nhan dugc biéu thic tuong
tng cho tan cong va cham, tan cong gia va cham,
tan céng gan va cham va tan cong gan gia va
cham. Bang théng ké nhiing diéu kién va biéu
thire nay c6 kich thudc 16n nén chang téi khong
dua vao ndi dung bai béo.

V. KET LUAN
Nghién cau vé cac ham nén dwa trén ma khoi,
cac két qua chinh dat dugc cu thé nhu sau:

- Phan tich chi tiét 64 luoc @6 ham nén dua trén
mé& khéi theo md hinh tong quat dua trén 5 tan
cong co ban.

- Phan tich chi tiét ¢é phan loai lugc d6 theo sb
luong céc bién dau vao cia ham nén.

- Pua ra biéu thuc quan hé vi sai (3), (4), (5) va
(6) cho ham nén Miyaguchi-Preneel de tr do dé
dang nhan duoc biéu thic va cham, gan va cham,
gia va cham va gan gia va cham cho ham nén nay.

Két qua phan tich theo 5 tdn cong co ban da chi
ra 12 luoc d6 1a an toan. Tuy nhién trong bai bao
nay ching t6i khong dua ra phén tich theo quan
diém thdm ma vi sai cho toan b 12 luge do an
toan ma chi phan tich cho lwoc dd Miyaguchi-
Preneel nhu 1a mot lwoc dd dai dién. Két qua phan
tich trugc tham ma vi sai 1én Miyaguchi-Preneel
noi riéng va toan bo 12 luoc dd an toan ndi chung
chi ra riang néu ton tai quan hé vi sai voi do phic
tap nho hon 2"% thi khi d6 co thé d& dang thuc
hién 4 tin cong nay 1én ham nén twong tng, hay
noi cach khac ham nén nay la khéng an toan trudc
tham ma vi sai.
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