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Mot cai tién can an toan khang va cham
cho lugce d6 Hirose trong
mo hinh ma phap 1y tuong

Tém tit— Trong s6 cic ham nén dwa trén
mi khoi, 6 3 ham nén d9 dai khoi kép ndi tiéng
dat dwgc do an toan khang va cham va khang
tien anh t6i wu (Iin hrot 1én dén 2" va 22" truy
v:?'m) d6 1a Abreast-DM, Tandem-DM va lwgc do
Hirose. Gan diy di c6 mdt s6 lwgce do méi duoc
dé xuit, tuy nhién cic ching minh d¢ an toan
déu dua trén cac két qua da cé doi véi 3 lwgc dd
trén. Trong dé, lwgc dd Hirose dat dwoe cin an
toan khang va cham va khang tién anh t6t hon 2
lwge dd con lai. Ngoai ra né con hiéu qua hon khi
chi sir dung mot lwge dd khoa duy nhit cho 2 ma
Kkhéi co sé. Trong bai bao nay, ching t6i dwa ra
mdt cin an toan khang va cham chat hon cho
lwgc do Hirose. Két qua khi ap dung v6i ma khéi
c6 d9 dai khéi 128 bit va d9 dai khoa 256 bit, vi
du nhu AES-256, do 1a khong c6 mét ké tan cong
bat ky nao thye hién it hon 21267 truy vén c6 thé
tim dugc mot va cham cho ham nén Hirose véi
x4c suét 16n hon 1/2.

Abstract— Among the compression functions
based on block ciphers, there are three well-
known double-block-length compression
functions that achieve collision and preimage
resistance security (up to 2" and 22", respectively)
that are Abreast-DM, Tandem-DM and Hirose
scheme. Recently, several new schemes have been
proposed, but the security proofs are based on
the results available for the three schemes above.
In particular, the Hirose Scheme that achieves
impact resistance and preimage resistance is
better than the other two schemes. In addition, it
is more efficient to use only a single key scheme
for 2 base block ciphers. In this paper, we give a
more secure collision resistance for the Hirose
scheme. The result when applied to block ciphers
with a 128-bit block length and a 256-bit key
length, such as AES-256, is that no attacker
make less than 2%2673 queries can find a collision
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I. GIOI THIEU

Céc ham bam mat ma nhan mot thong bao
dau vao c6 do dai bat ky va tra vé mot xau bit
dau ra c6 d6 dai ¢b dinh. Pa c6 nhiéu ciu truc
dugc st dung cho viéc bam cac théng bao co
do dai thay ddi ma trong d6 1ap lai mot ham nén
¢6 kich thudce ¢d dinh, nhu 1a cdu trac Merkle-
Damgérd, khung HAIFA, cdu trac Sponge...
Ham nén co so co thé duoc xdy dung tir cac
thanh phan hon tap hodc dwa trén chinh cac
nguyén thuy mat mé nhu ma khdi. Gan day cac
c4u trac ham nén dua trén mé khéi thu hit duoc
nhiéu su quan tam, vi nhidu ham bam chuyén
dung di cho thay cac diém yéu vé do an toan.

Céch tiép can chung nhat 1a xay dung mot
ham nén 2n bit sang n bit st dung 1 phép goi
ma khéi n bit, duoc goi 1a ham nén do dai khéi
don (single block length - SBL). Tuy nhién,
mét ham neén nhu vy co thé bi ton thuong
trudc cac thn cong va cham vi c6 d6 dai dau
ngén. Vi du, ta ¢ thé thuc hién thanh cong tan
cong ngay sinh Ién mot ham nén dya trén AES-
128 chi dung xap xi 2% truy van. Piéu nay da
thiic ddy cac nghién ctru vé cac ham nén do dai
khéi kép (double block length - DBL), la cac
ham nén c6 dau ra gap doi d6 dai ciia ma khoi
CO SO.

Céc ham nén do dai khéi kép co thé chia
thanh hai 16p:

e L6p tht nhat 12 cac ham nén st dung ma

khéi co s c6 kich c& khoa la n bit, tac 1a

E:{01"x{0,1}" - {0,4}", ky hi¢u la 16p
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DBL". M6t s6 ham nén thuoc lop 1 14
MDC-2, MDC-4 [1], c4u tric MJH [2, 3],
luge dd Parrallel-DM [4], luoc d¢6 PBGV
[5], lugc d¢6 LOKI DBH [6], lugc d6 cua
Mennink [7] v mét cdu trac dua ra boi
Jetchev cung ddng sy [8]. Trong d6 chi cé
MJH va luoc d6 cia Mennink dugc ching
minh 13 dat d6 an toan khang va cham téi
wu, tuy nhién van chua dat do an toan
khang tién anh toi uu.

e Lop thu hai la cAc ham nén s dung ma
khdi co sé o kich ¢& khoa la 2n bit, tac 1a
E:{01}" x{0,1}" - {0,1}" ky hiéu la l6p
DBL*". M6t sb ham nén thuoc 16p thir 2
nhu Tandem-DM [9] va Abreast-DM [9],
luge dd Hirose [10], ham nén loai | cua
Stam [11] va cac thiét ké téng quéat cua
Hirose [12] va Ozen cling Stam [13]. Tat ca
cac ham nén trén déu cung cap dam bao do

an toan va cham téi wu (1én dén 2" truy

van), cac ham nén Tandem-DM, Abreast-

DM va luge d6 Hirose con duoc ching

minh thém 1a khéang tién anh téi wu (1én dén

2%" truy van). Trong d6, luoc d6 Hirose dat

duoc can an toan khang va cham va khang

tién anh tét nhat trong 3 luge do trén.

Bai bao nay dwa ra mot cai tién can an toan
khéng va cham chat hon cho lugc dd Hirose.
Phan con lai cia bai bdo c6 bd cuc nhu sau:
Muc 11 trinh bay mot s6 khéi niém co s¢ vé md
hinh m& phap Iy tuéng. Muc 11T nhéc lai mot s6
can an toan da dugc phén tich ddi véi hai luge
dd ham nén Abreast-DM va Tandem-DM. Muc
IV phan tich d6 an toan d6i voi ham nén
Hirose, trong d6 chung téi dua ra mot can an
toan khang va cham chat hon cho luge d6 ham
nén Hirose. Cubi clng 1a két luan & Muc V.

1. MOT SO KHAI NIEM CO SO
Mot m3d  khdi  la mét
E:{01"x{0,1}" >{0,}" sao cho E(K,) la

mot hoan vi trén {0,1}" v&i mdi Ke{0,1}".

ham

Chung ta goi m la d¢ dai khoa va n la d6 dai
khoi cua ma khoi E. Thong thuong ta vict
Ec (X) thay vi E(K,X) véi
Ke{01}",X{0,1}" . Ky hiéu ham E/’(:) 1a
nghich ddo cta E, (-).
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M6 hinh ma phap ly twéng. Voi m, n
nguyén duong, ky hi¢u:
E:{0,1" x{0,1}" > {0,1}" |vK €{0,1}",
E. (-) lamét ho, n vbtran{0,1}"

Trong md hinh ma phap ly tudng, mot ma
khoi E dugc chon ngau nhién déu tr BC(m,n).

Cho phép 2 kiéu truy van E, (X) hodc E(Y)
voi XY €{0,1}" K e{0,1}", X, Y va K lin
Iuot duge goi 1a ban rd, ban ma va khoa. Cau
trd 16i cua mot truy van nguwoc E(Y) Ia

BC(m,n)=

X €{0,1}" thoa man E, (X)=Y. Trong pham
vi bai bao nay, chung ta chi xét truong hop
m=2n vadat N=2".

Ham nén Abreast-DM va Tandem-DM da
dugc dé xuat tai EUROCRYPT 92 boi Xuejia
Lai va James L. Massey [9]. Cac ham nén nay
sit dung két hop 2 lwoc dd ham nén don
Davies-Meyer lan Iuot nhu Hinh 1 va Hinh 2.
M0 ta chi tiét cta cac luge dd nay 1an luot dugc
dua ra trong Dinh nghia 1 va Dinh nghia 2.

Gi—i

H;_,—

Hinh 1. Hdm nén Abreast-DM,
trong d6 “o” ky hiéu phép bu bit.

Dinh nghia 1 (Definition 2, [14]). Cho
F M :(0,1" x{0,1}" > {0,1}"
thoa man (G, ,H;)=F"(G_,H_,M,) trong
dé G,H,M,G ,H,efol". F
mé{ md khoi E c6 do dai khoa 2n bit va d¢ dai
khoi n bit nhw sau:

{Gi =G, ®E,  (G.)
Hi=H_®E, . (H_i_l)

la mot ham nén

s dung

trong d6 H la ky hiéu phép bu bit ciia H.
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Hinh 2. Ham nén Tandem-DM
Dinh nghia 2 (Definition 16, [14]). Cho
F™ 000" x{0,1}" —{0,1"" [a mot ham nén
thoa man (G,H,)=F™ (G_,H,_,,M,) trong
dé G, H M, G H_ e{0". F™ i dung
m,o”{ mad khoi E co6 do dai khoda 2n bit va do dai
khoi n bit nhu sau:
Wi=Ey m, (Gis)
G =G, ®E, v, (GH) =G,_, W,
H=H_,® EM.IIWH (Hi_l)
Tai FSE’06, Hirose [10] di dé xuit ham

nén do dai khoi kép F™™ . Ham nén dugc

minh hoa trong Hinh 3 va dwgc mé ta chi tiét
trong Dinh nghia 3.

Y
Gi—1 > E :C) > (3;
- =
A
H;_
M;
v
Y BB
cC - > E :(P »H;

Hinh 3. Ham nén Hirose, C 1a mot hing s6

Dinh nghia 3 (Definition 15, [14]). Cho
Friee 0,11 x{0,1}" - {0,11"" Ia mdt ham nén
thoa man (G,H,)=F""(G_,H,_,M,) trong
dé G,H,M,,G_,H_e{0l". F"™ si dung
mé{ md khoi E co do dai khod 2n bit va do dai
khoi n bit nhw sau:

{Gi =G, ®E, u (G.)
H =G, ®C®E, ,, (G, ®C)

trong d6 C e {0,1"\{0"} la mot hang so.

Loi thé khang va cham va khang tién
anh. Goi F:{0,1" —{0,)"" 1a mot ham nén
dya trén mot ma khoi ly tudng E eBC(2n,n),
va A 1a mot ké tan cong thong tin-1y thuyét
v6i b tién tri truy cap dén E hoac E™.

Coll

Thi nghiém Exp,
E«>—BC(2n,n)
AEE" cBpnh&t Q
Néu 3A= A',B sao cho
A=, B va A'=, B
thi tra vé 1

ncu khong tra vé 0

Hinh 4a. Thi nghiém tim va cham

Khi d6 ta thyc hién thi nghiém Exp3®' nhu
mo ta trong Hinh 4a, dé dinh luong d6 an toan
khang va cham cua F. Thi nghi¢m s& luu lai cac
truy van ma ké tan cong A thuc hién vao mot
lich str truy van Q . Mot b (X,K,Y)eQ néu
A hdi E,(X) va thu dugc cau tra 1oi Y hodc
hoi E (Y) va thu duoc cau tra loi X. Véi
Ac{01™ ,Be{0,1}" ky hieu A=, B néu tén
tai mot cdp truy van (X, K., Y,),(X,,K,,Y,)eQ
sao cho A c0 tinh toan F(A)=B sir dung cap
truy vén trén.

Khi d6 loi thé tim va cham cua A duoc
dinh nghia la

Adve™" (A) =Pr[ Exp" =1].

Xac suat ldy trén ma khéi E ngdu nhién.
Véi q>0, ching ta dinh nghia Adve™ (q) 12 gid
tri 16n nhat cia AdvE™ (A) trén tat ca cc ké tan
cdng A thuc hién q truy vén.

Loi thé tim tién anh cua A dugc dinh

duoc

Pre

nghia twong tu st dung thi nghiém Exp,
mo ta trong Hinh 4b. Ké tan cong A chon mot
gi4 tri anh muyc tiéu Be{0,1)" trudc khi thyc
hién cac truy van. Loi thé tim tién anh cua A
dugc dinh nghia la

Adv™ (A) =Pr[ Exp* =1].
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Thi nghiém Exp}”
E<«2—BC(2n,n)

A chanBe{0,1}"

ckp nh& Q
Néu 3A sao cho A=, B

EE?

A(B)

thi tra vé 1

neu khong tra ve 0

Hinh 4b. Thi nghiém tim tién anh

Xac sut 1ay trén ma khdi E ngiu nhién.
V6i q>0, chung ta dinh nghia Advi”(q) la gi
tri 10n nhat ctia Advi™ (A) trén tat ca cac ké tan
céng A thyc hién q truy van.

Hai luoc do Abreast-DM va Hirose nam
trong mot 16p cac ham nén tong quat co6 tén goi
la ham nén dd dai khoi kép tuan hoan (cyclic
double block length).

Dinh nghia 4 (Definition 6, [14]). Cho
(Q*) la  mot nhom, N=|Q. Goi
FOC 0% {01’ > Q® la mét ham nén thod
(Gi , H.)= Fee (Gi H, M.)
G . H,.,G . H e va M {01’ b>0. Cho

i-1 i-11

man trong do

EeBC(Q,Qx{O,l} ) la mét ma khoi; p VA o
la cac hoan vi trén OF ><{0,1}b va ', z% lacac
hoan Vi trén Q. Dat
Z:=(G H . M)e*x{01".  Khi  do
X", X?eQ K" ,KPeQx{0,1"  thod
(X", KT)=p(Z) va (X®K®)=c(p(Z)). Khi

dé FSC chita ma khoi E dwoc biéu dién nhu
sau:

man

G =E,(M")*z"(X7)
H =E,.(M®)*z°(X®)
trong do tinh todan dwa ra G, thuong dwoc goi
la hang trén va tinh toan H, dwoc goi la hang
duoi.
Ham nén F“° dugc minh hoa nhu trong
Hinh 5.
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2% % {0,1}*
A R
2% {0,1}*

1 *#H
2% {0,1}*

Hinh 5. Ham nén tuan hoan
(Gi,Hi)zFCYC (Z),Z =(GH,HH,Mi)

Dinh nghia 5 (Definition 7, [14]). Cho o
la mot song anh trén tap S trong do
S=0%x {O,l}b. Goi ID la dnh xa dong nhat trén
S. Ham & duoc dinh nghia la ¢*:=c00*™"
voi k>0 va ¢°=1ID.

(i) C6 dinh mét phdn tir seS . Bdc cua s

dugc dinh nghia la |s|=min_, (o' (s)=5),

tirc 1a |s| 1a gia tri nhe nhdt (I6n hon 0)

thoa mén o (s)=s.

(i) Néu co6 mét gia tri ceN” thod man

V&% S :|8o=c, ta noi rang thiz tu ciia anh xa

o, duoc ky hi¢u Ia |o|, bang c, tic 1a
=c. Néu khong ton tai ¢ nhw vdy thi

lo|:=0. Chi § rang néu |o| >0 thi bdc cua

o bang bdc cia mét phan tir bdt ky diroc

chon tur S.

Dinh nghia 6 (Definition 8, [14]). Cho
FC, p,oc nhu dwoc dinh nghia trong BDinh

nghia 4. Néu lo|>2 thi FS° duoc goi la ham
nén do dai khoi kép tuan hoan (CDBL) voi do
dai chu ky Ia |o] .
Trong truong hgp ham nén Abreast-DM va
Hirose, ta co:
Ham nén Abreast-DM:
={0}",b=n,z" =ID,z°(X)=X,p=ID va
o(G,H,M)=(H,M,G). Ham nén Abreast-DM
c6 chuky |o]=c=6.
Ham nén Hirose:
={01",b=nz" =2°=ID,p=1D va
o(G_.H_.M,)=(G_, ®c,H,_,M,). Ham nen
Hirose c6 chu ky |o] =2
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1. DO AN TOAN CUA CAU TRUC
ABREAST-DM VA TANDEM-DM

D3 c6 nhiéu két qua nghién cau doc 1ap chi
ra Abreast-DM va Tandem-DM dat do an toan
va khang tién anh t6i wu. Phan ndy nhic lai mot
s6 két qua tét nhat da co cho 2 luge dd nay dén
nay theo hiéu biét cua cac tac gia.

Trong [15], Lee cung dong su da dua ra can
an toan khang va cham cho ham nén Abreast-
DM la

Adv < d + 18q° :
ADM (CI) (2" —6q) (2” —6q)2

_ Tuy nhién, trong [14] Fleischmann cung

dong su ciing da doc lap dua ra can an toan

khang va cham cho ham nén Abreast-DM chat
hon nhu sau:

binh ly 1 (Theorem 1, [14]). Cho

F:=F"" nhu trong Dinh nghia I va n, q la

cac s6 tir nhién vei 0 < 2" . Khi do

2
AV, (q) s18[2§_1j .

Tur do, ta c6 két qua sau:

Hé qua 1. Cho F:=F*" nhu trong Dinh
nghia 1 va n, g la cdc sé tir nhién véi q<2"3%.
Khi dé

AWV, (q) £%+o(1)
trong dé o(1)—0 khi n—+c.

2
Chirng minh. Xét 18(2?1j :% suy ra

2"t < . ,
9="5"= 21198 5 273% - Ap dung Pinh ly 1
VGi q<2"*% suy ra diéu phai chirng minh.

Hé qua 1 co ¥y nghia d6 1a mot ké tan cong
bat ky thuc hién it hon 2"*% truy van dén bo
tién tri ma khoi thi khéng thé tim dugc mot va
che}m cho ham nén Abreast-DM voi mot xac
suat déng ké (& day 1a 16n hon bang 1/2).

Trong [15] Lee va Kwon da chi ra cén an
toan khang tién anh cho Abreast-DM la
Adv,s,, (9) < 6q/(2” —6q)2. Tuy nhién, can nay

tr6 nén vO nghia khi g>2"/6. Sau do,

Fleichmann cung dong sy [16] da cai tién can
nay. Két qua duogc dua ra trong Dinh 1y 2.

Dinh Iy 2 (Theorem 2, [16]). Cho
FAPM :{0,1}3n —>{O,1}2n la ham nén dwa trén ma
khoi dwoc mé ta nhw Hinh 1 Cho a >0 la mot
s0 nguyén va N, q la cdc so tw nhién thoa man
N=2". Khi do
16_(Z + 28—q + 2(@) + 4_q .

N N (N - 2) aN aN
Hé qua 2 (Corollary 2, [16]). Ta co
Advg, (277°) <1/2+0(1)

Adv,g,, () <

trong dé o(1) tién dén 0 khi n—>o.

Trong [17], Lee va ddng sy da dua ra can
khang va cham va khang tién anh cho Tandem-
DM nhu sau:

Dinh Iy 3 (Theorem 1, [17]). Cho
N=2"g<N/2,N'=N-2q vd mét s6 nguyén
a thod man 1< a<2q. Khi do

Advrgy, (0)<2N (%ja +4[3—?+%.
Mot vi du cho Pinh ly 3 la voéi
n=128,q=2""% va « =16 taco
Advigy, (2%°°7) <1/ 2.
Dinh Iy 4 (Theorem 2, [17]). Cho

N=2",q<N? va a>0 ld mjt so nguyén. Thi
16 8q 2eq)"  4q
Advi () =S+ ————+ 2| — | +—,
o (4) N N*(N-2) (aNj aN

Mot vi du cho Pinh ly 4
n=128,q=2"**va a=q"?/2 taco

la véi
Advil® (2°%9) <0.498.

IV. DO AN TOAN CUA LUGC DO HIROSE

Mot diéu dang chi ¥ d6 1a lwoc do Hirose
duoc dé xuét sau hon 10 nim so véi thoi diém
hai lugc dd Abreast-DM va Tandem-DM duoc
dé xuat. Nhung ciing phai dén gan day cac két
qua an toan chimg minh dugc cua ca 3 luoc dd
nay méi duge dua ra. Trong do6, cac két qua chi
ra réng lvge @6 Hirose dat dugc dd an toan
khang va cham va khang tién anh cao hon hai
luge d6 con lai.

S6 1.CS (09) 2019 33



Journal of Science and Technology on Information Security

A. B¢ an toan khang va cham cia lwoc do
Hirose

Trong [14], Lee cung ddng sy da dua ra két
qua sau:

Dinh Iy 5 (Theorem 3, [14]). (D¢ an toan
khdang va cham cho |o|=2) cho F:=F° la
mét ham nén tuan hoan véi chu ky c=lo|=2
nhur trong Dinh nghia 6. Néu =" =x° thi a=1
neu khong a=2. Khi do véi q>1 va 2q<N,
ta co
2aq? . 29
" (N-2q) N-2q°

Ap dung cho ham nén Hirose ta c6 Hé qua

Sau:
H¢ qud 3. Cho F"™=:(0,11"" - {0,1"" la mot
ham nén dwa trén ma khoi dwoc mé ta nhuw
Hinh 3. Khi do

AdVE! . (q)<29% /(N —2q)° +2q/ (N -2q).

_ Chitng minh. Ap dung Pinh 1y 5 cho lugc
do Hirose voi |o|=2,7 =7, ta co6 diéu phai

A

Advgon (q )

ching minh.

H¢ qud 4. Cho F"™=:(01" (0,1 la
mot ham nén dwa trén ma khoi dwoc mé td nhw
Hinh 3. Khi do voi q<2"*" tacod

AER, (q) <112+ o(1)
trong dé o(1) tién vé 0 khi n tién ra vé cing.

Chirng minh. Truéc tién ta thiy rang vé
phai ciia H¢ qua 3 1a m¢t ham dong bién theo q
voi q< N /2. Xét

292 /(N -2q)" +2q/(N —2q)=1/2.
Dbat q/(2N —q)=t ta c6 phuong trinh bac 2

22 +2t=1/2.
Phuong trinh c¢6 nghiém duong la
t:‘“ﬁ. Tra lai bién —9 _l+V2 suy
2 N —2q 2
ra:
q=N ~1+4/2 ~ 277
22

Ap dung Hé qua 3, suy ra diéu phai ching
minh.
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Chtng minh cta DPinh 1y 5 ¢6 thé ap dung
cho trudng hop tong quat cua cac luge d6 ham
nén tudn hoan cé |o|=2. Tuy nhién, chiing toi
d3 xem xét va ching minh lai dbi vé6i truong
hop cu thé 1a luge dd Hirose theo cach tiép can
ctia [18] va dua ra mot can tét hon so voi hé
qua 5. Cu thé chung t6i dua ra dinh Iy sau:

Pinh Iy 6. Cho F"™ (01" - {0,1}" Ia

mot ham nén dwa trén ma khoi dwoc mé ta nhuw
Hinh 3. Khi do

Advipe, (@) <a(a-1)/(N-q)".
Chirng minh. Xét mot ké tin cong A bét
ky thuc hién q truy van 1én ma khdi E hodc E™
dé tim va cham d6i voi ham nén FF™ A s8

q
i=1’

Q =(K;.X,,Y;) thoa man E, (X;)=Y, . Chay
réng A khong bao gio thyc hién 1ap lai 1 truy
van ma hin da biét cau tra 10i. Chiing ta xét mot
ké tdn cong A’ mo phong A nhung ddi khi s&
thuc hién thém mot truy van bd sung l1én bo tién
tri E dudi mot s6 diéu kién nao d6. Do d6, A’
la manh hon A va ta chi cAn tim cén trén cia
xac sudt thanh cong ciia A’ dé dua ra mot va

lwvu mot lich sir truy vén Q={Q}.,, trong do

\ r Hi
cham cho ham nén F™°%¢,

Ké tin cong A’ s& duy tri mot danh sach
L (dugc khoi tao 1a rong) md ta mot dau
vao/dau ra bat ky ciia ham nén F™™ ma c6 thé
tinh dugc boi ké tan cong A . Mot phan tu
LeL 1a mot bo 4 gia tri (K,X,Y,Y")e{0,1}”
trong d6 K €{0,1"",X € {0,1}" 1a du vao 3n bit
cua ham nén thoda man K=(H,_,M) va
X =G,_,. Cac gia tri n bit Y,Y' duoc cho boi
Y=E((X) VAY'=E (X ®C).

Danh sach duge xay dung nhu sau. K¢é tan
cong A s€ thuc hién truy van thir i 1én E hoac
E™ v6i 1<i<q. Néu 1a truy vin 1én E, ké tan
cong s& thu dugc bd 3 (K, X,)Y,) trong do
E (X;)=Y,. Néu 13 truy van lén E™, ké tan
cong van thu duoc mot bo 3 (K, X,,Y,) nhung
la E(Y;)=X;. Trong mdi truong hop do, gia
tri X, ®Y, dugc xac dinh mot cach ngiu nhién.

Bay gid, A’ s& kiém tra xem mot phan tir
L=(K, X, %% hoic L'=(K,X, &C**) cb
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trong danh sach L hay khong, trong do “*” la
mot gia tri tuy y. Khi do, ching ta phan tich 2
truong hop ma A’ gip phai.

Trwong hop 1: Ca L va L' déu khong co
trong L. Khi d6 A’ sé& thuc hi¢n mot truy van
xudi Y,/=E, (X, ®C). Do hang s6 C khac 0
nén gia tri cua Y, xuat hién ngdu nhién déu va
doc lap voi v,. Khi do, dat L, ==(K;, X,,Y;,Y) va
thém vao danh sach L .

Bay gid chung ta dinh nghia thé nao 1a mot
va cham trong danh sach. C6 dinh 2 s6 nguyén
a,b véi azb, sao cho L, =(K,, X,Y,Y,) la
phén tir thir a trong L va L, =(K,,X,.,Y,.Y,) Ia
phén tir thir b trong L . Tanéirang L, va L, va
cham néu mot va cham cua ham nén xay ra su
dung cac két qua truy van trong L, va L, . Su
kién nay xay ra khi va chi khi mot trong 2 diéu
kién sau xay ra.

0] Y, ®X, =Y, ®X, VaY/®X, =Y, DX,
(i) Y,®X, =Y/ ®X, &C va
Y/®X,=Y,®X, ®C

Déi véi truy van tht i 6 ti da i -1 phan tir
trong danh sach L co6 thé va cham voi L,. Do
d6, xac suat thanh cong cua truy van th i 16n
nhat la

&2 2(i-1) .

Vi ké tin céng A thuc hién ti da q truy
van, nén danh sach L khong thé chira nhiéu
hon q phan tir (voi mdi truy van cia ké tan
cdong A chi c6 thé thém tdi da 1 phan tr vao
danh séch L cua A'). Do d6, xac suat thanh
cong ddi voi g truy van la

-3 2(i-1) q(q-1)
_;(N

-q)° (N-ay

Truong hop 2: RO rang theo cach xay
dung, khong thé xay ra trudng hop chi c6 chinh
xéac 1 trong 2 gia tri L va L' nam trong L . Do
d6, gia sur rang ca hai gia tri nay déu da co
trong L. Khi d6 A’ s& b qua truy van nay vi
chung ta biét ring A khong c6 co hoi chién
thang, néu khong thi chung ta da dua tin cong
cho keé tan cong trude do.

Vay, xac suat dé ké tdn cong A’ thanh
cbng la:

Gkl
(N-q)
Vi A la mot ke tan cong bat ky thuc hién g
truy van nén ta co
Advi. (@) <a(a-1)/ (N -a)’.
H¢ qua 5. Cho F"r=:(0,11" {01 la
mot ham nén dwa trén ma khoi dwoc mé td nhuw

hinh 3. Khi do voi q<2"* tacd
Advgpe.. (0)<1/2+0(1)

Hirose

AdVE (A)

trong dé o(1) tién vé 0 khi n tién ra v cing.
Chirng minh. Trudc tién ta thiy ’réng vé phai
cua Dinh ly 6 12 mot ham dong bién theo q voi
q<N. Xét
a(q-1)/(N —q)2 =1/2.
Suy ra
q ~ N(,\/E_l)zznfl.27 )
Ap dung Pinh Iy 6, suy ra diéu phai chimg minh.
B. Pé an toan khang tién anh cia lwoc do
Hirose
Trong [15], Lee va Kwon da ching minh
ring Advi®.(q)<2q/(N-2q)°, can niy tr¢
nghia khi gq>N/2. Sau do,
Fleischmann cung dong su [16] dd dwa ra mot
can cai tién nhu sau:

Dinh ly 7 (Theorem 1, [16]). Cho
Free 0,0 - {0,1™ la mét ham nén dua
trén ma khoi duwoc mé ta nhw hinh 3. Khi dé

Adviir, (9) <80/ N?+8q/N(N-2).

Hirose

nén voO

Ddc biét, Adv."

e+ () bi chan trén béi xdp
X1 169/ N?.

V.KET LUAN
Trong bai bdo nay, chung to6i da dua ra va
chung minh mdt can an toan khang va cham
chit hon cho lugc d6 ham nén Hirose. Trong
do, can an toan khang va cham mdi cia chiing
t6i cho lwoc d Hirose (Pinh 1y 6) 1a tét hon

nhidu so véi can duoc dwa ra trong [14], va

tiém can dén do an toan t6i vu (= 2" 7).
Hudng nghién ciru tiép theo: C6 thé thiy ca

3 lugc d6 Abreast-DM, Tandem-DM va Hirose
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déu str dung song song hai lwoc dd Davies-
Meyer va dat d¢ an toan tdi wu, do d6 c6 thé
huéng dén viéc dé xuét va nghién ciru do an
toan cua cac lugc d6 ham nén méi st dung céc
luoc dd ham nén don khac nhu luge d6 Matyas-
Meyer-Oseas hodac Miyaguchi—Preneel. Ngoai
ra, viéc xem xét do an toan cua cac lugc dd
ham nén trén trong mé hinh ma phap yéu (weak
cipher model) ciing can dugc nghién ctru thém.

TAI LIEU THAM KHAO

[1]. Meyer, C.H. and Schilling, M. Secure program
load with manipulation detection code. in Proc.
Securicom. 1988.

[2]. Lee, J. and Stam, M. MJH: A faster alternative
to MDC-2. in Cryptographers’ Track at the
RSA Conference. 2011. Springer.

[3]. Lee, J. and Stam, M., MJH: a faster alternative
to MDC-2. Designs, Codes and Cryptography,
2015. 76(2): p. 179-205

[4]. Hohl, W., et al. Security of iterated hash
functions based on block ciphers. in Annual
International Cryptology Conference. 1993.
Springer.

[5]. Prencel, B., et al. Collision-free hashfunctions
based on blockcipher algorithms. in Security
Technology, 1989.  Proceedings. 1989
International Carnahan Conference on. 1989.
IEEE.

[6]. Brown, L., Pieprzyk, J., and Seberry, J. LOKI—
a cryptographic primitive for authentication
and secrecy applications. in International
Conference on Cryptology. 1990. Springer.

[7]. Mennink, B. Optimal collision security in
double block length hashing with single length
key. in International Conference on the Theory
and Application of Cryptology and Information
Security. 2012. Springer.

[8]. Jetchev, D., Ozen, O., and Stam, M. Collisions
are not incidental: A compression function
exploiting discrete geometry. in Theory of
Cryptography Conference. 2012. Springer.

[9]. Lai, X. and Massey, J.L. Hash functions based
on block ciphers. in Workshop on the Theory
and  Application of of Cryptographic
Techniques. 1992. Springer.

[10]. Hirose, S. Some plausible constructions of
double-block-length ~ hash  functions.  in
International Workshop on Fast Software
Encryption. 2006. Springer.

[11]. Stam, M. Blockcipher-based hashing
revisited. in Fast Software Encryption. 20009.
Springer.

36 S6 1.CS (09) 2019

[12]. Hirose, S. Provably secure double-block-
length hash functions in a black-box model. in
International Conference on Information
Security and Cryptology. 2004. Springer.

[13]. Ozen, O. and Stam, M. Another glance at
double-length hashing. in IMA International
Conference on Cryptography and Coding.
2009. Springer.

[14]. Fleischmann, E., Gorski, M., and Lucks, S.
Security of cyclic double block length hash
functions. in IMA International Conference on
Cryptography and Coding. 2009. Springer.

[15]. Lee, J. and Kwon, D., The security of
Abreast-DM in the ideal cipher model. IEICE
transactions on fundamentals of electronics,
communications and computer sciences, 2011.
94(1): p. 104-109

[16]. Armknecht, F., et al. The preimage security
of double-block-length compression functions.
in International Conference on the Theory and
Application of Cryptology and Information
Security. 2011. Springer.

[17]. Lee, J., Stam, M., and Steinberger, J.J.J.0.C.,
The security of Tandem-DM in the ideal cipher
model. 2017. 30(2): p. 495-518

[18]. Fleischmann, E., et al., Weimar-DM: The
Most Secure Double Length Compression
Function.

SO LUOC VE TAC GIA
ThS. Tran Hong Thai

!'q ¢',
R
e

Pon vi cdng tac: Vién Khoa hoc,—
Coéng nghé Mat ma, Ban Co yéu
Chinh phu.

E-mail: ththai@bcy.gov.vn.

Nhan bang Ky su nim 2000 va
Thac si ndm 2007 chuyén nganh K§y
thuat mat mé, Hoc vién Ky thuat

Mat ma.

Hudng nghién ctru hién nay: Nghién ctru danh gia do
an toan cua ma khoi va ham bam mat ma

CN. Hoang Pinh Linh

Pon vi cdng tac: Vién Khoa hoc’ -
Cdng nghé Mat md, Ban Co yéu
Chinh phu.

Email: hoangdinhlinh@bcy.gov.vn
Qué trinh dao tao: Nhan bang cur
nhan Toan hoc tai Pai hoc Khoa
hoc ty nhién - Pai hoc Quéc gia Ha

Noi nam 2014.
Hudng nghién ciu hién nay: Nghién ciu, thiét ké,
danh gia do an toan chirng minh duoc cua cac thuat
toan ma hoa doi xing.


mailto:ththai@bcy
mailto:linh@bcy.gov.vn

