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Tom tit— Bai bao nay trinh bay ky thuit
ma hoéa dir li¢u moi trudng sir dung tiéu chuin
ma hoéa tién tién AES (Advanced Encryption
Standard) trong Internet két ndi van vat (IoT)
két hop dwong truyen ZigBee vo tuyen tAm ngan
daé giam sat nudce thai cong nghiép thoi gian thue.
Trong mdt sb6 ing dung giam sat mang tinh diic
thu cua mang loT, bao mit dir liéu dwong truyén
vo tuyen ¢ y nghia dic bi¢t quan trong. Ching
han ché dwge su mit mat thong tin do can thlep
vao kénh vat ly béi bén thi ba. Chung toi lan
lwot trinh bay co ban vé mdt hé thong IoT sir
dung cong nghé truyén din ZigBee cho muc ti¢u
giam sat thong s6 méi truong nwée thai cong
nghiép. Miu sin phidm phan cirg va phin mém
da dwoc thyuc hién va thir nghiém dua trén ba
thong sé co ban cia nwée 1a do pH, do duc va
nhiét do. Dir liéu moi trwong s€ dwgc ma hoa tai
cac thiét bi dau cudi IoT trwéc khi truyén vé
trung tim. Cac két qua thir nghiém budc diu
danh gia dwgc sw thay dbi theo thoi gian cac
thong s6 méi truomg nuwée thai cong nghiép, dir
li€éu nay ciing dwgc so sanh véi dir liéu thu thap
dwoe tir miu nwéce sinh hoat trong cung diéu
kién thi nghiém.

Abstract— This paper presents
environmental data encryption technique using
the advanced AES (Advanced Encryption
Standard) in the Internet of Things (IoT)
combines ZigBee short-range radio transmission
links to monitor industrial wastewater in real
time. In a number of IoT-specific surveillance
applications, the data encryption of radio
transmission link is particularly important. It
limits the hacked information due to interference
with physical channels by third parties.
Particularly, we present an IoT system using
ZigBee transmission technology for the purpose
of monitoring industrial wastewater environment

Bai bdo dugc nhan ngay 03/09/2019. Bai bao dugc nhan
xét boi phan bién thir nhét vao ngay 05/10/2019 va dugc
chép nhan ddng vao ngay 16/10/2019. Bai bao dugc nhéan xét
boi phan bién thu hai vao ngay 06/10/2019 va dwoc chip
nhan dang vao ngay 20/10/2019.

parameters. Prototypes of hardware and
software versions were implemented and tested
based on three basic parameters of water: pH,
turbidity and temperature. Environmental data
will be encrypted at the end IoT device before
transmitting to the data cloud center. The initial
test results assess the change over time of
industrial wastewater environment parameters,
these data are also compared with that collected
from pure water samples under the same
experimental conditions.

Tir khoa: Bao mat 1oT; ZigBee; thuat toan
AES; nwéc thai cong nghiép .

Keywords: — 1oT
algorithm, wastewater.

security, ZigBee, AES

1. GIOI THIEU

Trong nhitng nim gan day, IoT da tré thanh
mdt chii & quan trong vé cong nghé va cong
nghiép. IoT bao gém cac thiét bi vat 1y nhu ta
lanh, 6 t0, toa nha, hé théng theo doi strc khoe
va nhiéu thiét bj khac duoc gén cam bién, bod
truyén dong, thé nhan dang tan s6 vo tuyén
(RFID) va phan mém. Nhitng vat ndy (things)
dugc két néi voi mang (Internet) cho phép
ching trao d6i va thu thap dir liéu. IoT da va
dang thay d6i cach nhin vé Internet tir tinh
thanh dong [1]. Zigbee, Z-Wave, 6LoWPAN,
Wi-Fi, GSM/3G/4G/ LTE, LoRa va Sigfox la
nhitng cong nghé truyén din vo tuyén quan
trong duoc st dung trong cac h¢ IoT. Hién tai,
Zigbee 1a cong nghé duoc sir dung nhiéu nhat
trong ing dung nha thong thong minh. Zigbee
dy kién s& chiém 34% thi phan smart-home,
smart-building va 29% thi truong chiéu sang
thong minh vao nam 2021 véi ty I¢ tdng trudng
hang nam (GACR) la 26% trong giai doan
2016-2020 [2]. Su tang truong nhanh chong
cua viéc su dung IoT va cong nghé Zigbee da
thu hiit sy chdi ¥ cia cac nha nghién ctru dé diéu
tra cac mdi quan tAm bao mat ma nganh cong
nghiép IoT phai d6i mit.
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Bao mat [oT trong cong ngh¢ truyén dan 1a
mdi quan tim cua nhiéu nha nghién ciu va
cong ty tu nhan. Symantec dd bdo cdo ring,
52% tmg dung y té dugc két ndi vai thiét bi deo
duogc khong c6 chinh sach bao mat va 20%
thong tin ca nhén, thong tin dang nhap va mat
khau c6 trong cic van ban [3]. Vao thang
5/2014, hon 90 ngudi tir 19 qudc gia khac nhau
c6 lién quan dén céc tro choi creepware di bi
FBI va canh sat bat giir vi sir dung webcam két
ndi Internet dé theo ddi moi nguoi [4].

Nhiéu nha nghién ctu ciling phat hién ra
rang, nhiéu xe 6 t0, bénh vién, ludi dau va luéi
nang lugng dugce két nbi véi hé thong IoT dé bi
tan cong mang [5]. Dbi voi cac mbi quan tam
vé bao mat cua Zigbee, nhiéu nghién ciu va
nhiéu thu nghiém da dugc thyc hién dé hiéu rd
hon vé cac mbi de doa bao mat ma né d& bi anh
hudng [6]-[11]. Mic du giao thirc Zigbee c6 thé
bi hack theo nhiéu cach khac nhau, cic cong
trinh nghién ctru da chi ra rang, viéc giai quyét
cac vin dé bao mat trong IoT khong chi phu
thudc vao viéc bao mat cac thiét bi IoT va cong
nghé truyén dan, ma con bao v¢ toan bo hé
thong IoT cling nhu phat trién mot nén tang giai
phap IoT day du bao gdm nhiéu 16p bao mat
[12]-[17].

Cac mdi de doa bao mat cua giao thuc
Zigbee c6 thé dugc chia thanh: cac cudc tan
cong yéu cau thoa hiép khoa va tan cong voi
thoa hlep khoa khong dugc yéu cau. Pé ngin
chin viéc ké tin cong chlern lai khoa Zigbee,
cac khoa phai dugc tai san ngoai bang va khong
thé truyen qua moi truong vo tuyen va vi tri
cua thiét bi Zigbee phai dugc bao vé. Bai bao
nay tap trung vao mé héa dir liéu tai thiét bi dau
cudi Zigbee sir dung thuét toan AES. Chung t6i
sit dung module PH Sensor E-201-C dé do
nhiét dd va PH cta nudc, cam bién do do duc
dé danh gia do dyc cua nude. Cac thong sb sau
khi do dac, dugc xur ly va thuc hién ma hoa dir
liéu AES bang board Arduino UNO R3 va duoc
giri di bang module ZigBee Xcore2530. Dir liéu
sau khi nhan tai bén thu s€ dugc giai ma va dua
1én may chu co s¢ dir liéu va dam may loT.
Bén phia nguoi dung, Web hién thi dugc phat
trién dé hién thi dir liéu dang bang biéu (bang
s6 liéu, biéu d6, bang so sanh gia tri...).

Phén con lai cua bai bao nay duogc td chirc
nhu sau: Muc II trinh bay vé thiét ké va thuc thi
hé thong, bao gom thiét ké va thi cong phan
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climg, phat trién phdn mém ma hoa AES. Céc
két qua ma hoa dit liéu do dac ciing nhu giam
sat cac thong s6 moi trudng nude duoc trinh
bay va thao luat trong Muyc III. Cubi cing la
Muc két luan.

II. THIET KE VA THUC THI
HE THONG

loT Cloud &
Database

> Laptop

NodeMCU
v1.0Llua
Zigbee |

Vi digu Vi digu Vidigu
khién khién khién

Zinge." ™~ Zighee

Hinh 1. M hinh kién trac hé théng

Mot hé théng giam sat sir dung cong nghé
truyén thong ZigBee duoc thé hién chi tiét
nhu trén Hinh 1. Ching bao gom cac kh01
chirc nang sau day: (1) khéi ngudn cung cap
ngudn cho cac thiét bi hoat dong; (2) kh01
cam bién: Dung cam bién do dac cac thong sb
can thiét; (3) khéi xur ly va ma héa: thyc hi¢n
xtr 1y va mé hoa dit liéu; (4) khdi truyén/nhan
thuc hién truyén/nhén dir liéu bang cong nghé
ZigBee; (5) khoi xir 1y va giai ma thyc hién
xt 1y va giai hoa dir liéu; (6) khdi hién thi dé
dua ra sb liéu 1én SQL server va hién thi ra
web hién thi truc quan.

’—{ Khé&i ngudn
Khéi 1 Knhaéi
b truyén/ truyén/ Khnll;uml\;va Kh&i hi&n thi
mahea nhin |¢ nhdn g
Kh&i cam
bién

Hinh 2. So' d6 khoi chire ndng thiét b dau cudi
phat/thu két hgp ma hoa

Khéi xir Iy va

Hinh 2 trinh bay so d6 tong quat cua bi dau
cudi phat/thu két hgp ma hoa. Khéi xir Iy va ma
héa véi khoi truyén nhén, khéi truyén nhan voi
khoi xir 1y va giai ma giao tiép véi nhau theo
chuan giao tiép truyén nhan dir liéu khong dong
bd (UART - Universal Asynchronous
Receive/Transmit). Vi 1a giao tiép khong dong
bd nén thiét bi & bén truyén va bén nhan phai
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thong nhat vé khung truyén va téc do truyén.
Cu thé trong h¢ théng duoc thuc hién véi Baud
rate = 38400, sb bit dit liéu =8, khong cé bit
chén 1.

Trong hé théng nay, ZigBee 1a giao thirc
mang khong day duoc ding dé két ndi cac
thiét bj véi nhau. Cong nghé ZigBee dugc xay
dung dya trén tiéu chuin 802.15.4 cua to chirc
IEEE. Tiéu chuin 802. 15.4 su dung tin hi¢u
radio co tan song ngan va cau truc cua
802.15.4 ¢6 2 tang la tang vat 1y va tang MAC
(Medium Access Control). Cong ngh¢ ZigBee
vi thé ciing dung séng radio va c6 2 ting nay.
Hon thé nita ZigBee con thiét 1ap cac tang
khac nho thé ma céac thiét bi cua cac hing du
khac nhau nhung cing tiéu chuin cé thé két
ndi v&i nhau va van hanh trong ving bao mat
cia hé théng [18]. Nho chirc nang diéu khién
tr xa khong day, truyen d@ liéu On dinh, tiéu
thu niang luong cuc thdp, cong nghé mo di
gitip cong nghé ZigBee trd nén hap dan cho
cac ung dung hién nay, dac biét la ing dung
két ndi truyén dit liéu tim ngan (pham vi 75m)
trong céc hé thong IoT.

Application Layer

Application
Objects

ZIGBEE Application Support Sub- layer
(APS)

[ Network Layer ]

[ MAC layer ]
IEEE 802.154

Physical Layer

ZigBee Device
Objects

Hinh 3. Ciu tric giao thirc ZigBee [18]

Céc dit lidu duoc truyén theo goi, goi toi da
1a 128 bytes cho phép tai xudng tdi da 104
bytes. Tiéu chudn nay hd tro dia chi 64bit ciing
nhu dia chi ng’fm 16bit. Loai dia chi 64bit chi
xac dinh dugc mdi thiét bi co cung 1 dia chi IP
duy nhat. Khi mang dugc thiét lap, nhiing dia
chi ngén c6 thé duogc sir dung va cho phép hon
65000 nit duge lién két. Ngoai 2 tang vat Iy va
tang MAC xac dinh boi tiéu chudn 802.15.4,
tiéu chuan ZigBee con c6 thém céac tang trén
ctia hé théng bao gém: ting mang, tang hd tro
tmg dung, tang d6i tugng thiét bi va cac ddi
tugng Ung dung. Ciu trac giao thuc ZigBee
dugc thé hién nhu trén Hinh 3.

Mang ZigBee c6 3 dang hinh duoc hd trg:
mang hinh sao, mang hinh luéi va mang hinh
cdy. Mdi dang hinh déu c6 nhitng uu diém
riéng va dugc ung dung trong cac truong hop
khac nhau. Trong bai bao nay, ching t6i sur
dung kién tric mang hinh sao v&i niit didu ph01
trung tdm (coordinator) va cac thiét bi dau cudi
(end device).

A. Thiét ké va thi cong phan cimg

Thyc hién phuong an ma hoéa dir li¢u thong
qua so dd két néi mé dun cam bién véi mé dun
xtt Iy va ma hoa thé hién trén Hinh 4. So dd két
ndi chan tin hiéu gitra khdi xtr Iy va ma hoa véi
module truyén nhéan ZigBee dugc thé hién nhu
trén Hinh 5.

Hinh 4. So d6 két n6i chan gitra mé dun cam bién
v6i module xur 1y va ma hoa

Hinh 5. So d6 két ndi chan giita khdi xtr Iy va ma
hoéa v&i module truyén nhan

Chung t6i sir dung cac cam bién do PH, E-
201-C, do nhiét d, DS18B20, va do do duc
module cam bién do pH (Hinh 6a) bao gom 1
cam bién do pH hay con goi 1a dau do pH va
mot board mach diéu hoa tin hiéu c6 dau ra ti 1é
voi gia tri pH va c6 thé giao tiép truc tiép véi
bat ki vi diéu khién nao. Mot dién cuc pH duoc
cdu tao boi hai loai thuy tinh. Than dién cuc
dugc 1am bang loai thuy tinh khong dan dién,
dau dién cuc cb dang hinh cu va ciu tao boi
loai thuy tinh co6 cong thic gdm cac oxit,
sillica, lithium, canxi va cac nguyén t6 khac
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cho phép ion lithiun xuyén qua. C4u trac cua
dién cyc thiy tinh cho phép ion lithium trao dbi
v6i cac ion hydro trong chét 1ong tao thanh 16p
thuy hop. Mot dién thé ¢ mV dugc sinh ra
giira tiét dién cua dau thuy tinh do pH voi dung
dich long bén ngoai. Do 16n cua dién thé nay
phu thudc vao gia tri pH ctia dung dich.

(a) Cam bién do PH, E-

201-C DS18B20
.Ts‘
?&*
(c) Cam bién do d6 duc

Hinh 6. Céc loai cam bién duoc sur dung

Cam bién DS18B20 chdng nudc, ddy 1a loai
cam bién k¥ thuat s do nhiét do6 cta hing
MAXIM véi d6 phan giai cao (12bit). Cam
bién st dung giao tiép 1 day rat gon gang va cé
chirc nang canh bao nhiét do khi vuot ngudng.
Cam bién d6 duc phat hién chat luong nudc
bang cach do muc d¢ duc. No sir dung anh sang
dé phat hién cac hat lo lung trong nuéc bang
cach do do truyen anh sang va tdc do tan xa,
thay ddi theo tong lugng chat ran lo limg (TSS)
trong nude. Khi TSS ting, mirc do duc ctia chat
long tang va ngugc lai. Cam bién chét long nay
cung cép ché d6 dau ra tin hiéu analog va
digital.

Biéu thirc biéu thi mbi quan hé gitra d6 duc
(Y) va dién thé (X) 1a: Y = -11204X> +
5742.3X - 4352.9. Chang han, khi do dugc dién
ap V=3 (V) =>do duc =2790 (NTU).

Hinh 7 md ta b san pham thiét bi dau
cudi phat/thu ZigBee phuc vu do ludng va ma
héa 3 tham s6 méi truong nude.

(a) B0 phat Zigbee

(b) BO thu Zigbee
Hinh 7. B thiét bi dau cudi phat/thu ZigBee
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(b) Cam bién do nhiét do,

B. Phat trién phan mém
1. Phuong phap ma hoa AES

AES 1a mét thuat toan ma hoéa khoa doi
xtung voi d§ dai khoa 128 bits, 192 bits va 256
bits twong ung dugc goi 1a AES-128, AES-192
va AES-256. Chiing lan luot sir dung 10 vong
(round), 12 vong va 14 vong [18]. Vong lap
chinh cua AES thuc hién cac ham sau:
SubBytes(), ShiftRow(), MixColumns() va
AddRoundKey(). Trong d6, ba ham dau cua
mot vong AES dugc thiét ké dé ngan chin phan
tich md bang phuong thic “mip mod”
(confusion) va phuong thirc “khuéch tan”
(diffusion), con ham tht tu mdi thuc sy dugc
thiét ké dé ma hoa dit liéu.

Trong thudt toan AES, d¢ dai khéa ma K co
thé 1a 128,192 hay 256 bits. Do dai khoa dugc
biéu dién bang Nk=4, 6 hoic 8 thé hién sb
lugng cac tir 32 bits (s6 cot) cua khoa ma. Doi
v6i thudt toan ma hoa AES, s vong duoc thay
dbi trong qua trinh thyc hi¢n thudt toan phu
thuoc va kich ¢ khoa. S6 vong nay duge ky
hiéu 1a Nr=10 khi Nk=4, Nr=12 khi Nk=6 va
Nr=14 khi Nk=8.

Dbi voi phép ma hoa va phép giai ma, thuat
toan AES sir dung mot ham vong gém bén
phép bién d6i byte nhu sau: Phép thay thé byte
(mdt nhém gdm 8 bit) st dung mot bang thay
thé (Hop-S), phép dich chuyén hang cia mang
trang thai theo cac offset khac nhau, phép tron
dit liéu trong mdi ¢t ctia mang trang thai, phép
cong khoa vong va trang thai.

Vector khoi tao trong mat ma hoa: Trong
mat md, mot vecto khoi tao (IV) la mot khéi bit
dugc yéu cau dé cho phép mot mat ma dong
hodc mot ma khéi duoc thuc hién & bat ky ché
d6 tuyén tinh hoat dong dé tao ra ludng duy
nhét doc lap voi cac luéng khac duogc tao ra boi
cung mdt khoa ma hoéa, ma khong phai trai qua
qua trinh tai tao keying.

Thong thuong, dé ma hoa mot doan dit lidu
d6 dai bat ki, nguoi ta phai chia khdi d6 thanh
nhirmg block don vi rdi mi hoéa cho ting khdi
do [18]. bé tang do phuc tap cho viéc ma hoa,
ngudi ta c¢6 thé tao ra mdi lién hé giira cac
block v6i nhau. Ché do lién két khéi ma CBC
(Cipher block Chaining) 1a phuong phap ma
héa ma mdi khdi ban rd dwgc XOR véi khéi ma
hoa trudc d6 trudec khi dwge ma hoéa. Cod cac
dic diém: Khong c6 khdi nao c6 thé ma hoa ma
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khong méd hoa tat ca cac khéi truée nd; Mot
vector khoi tao phai dugc st dung cho khéi dau
tién. N6 c6 thé ngiu nhién, gia ngau nhién hoic
duogc st dung over and over (1ap di lap lai).

Plaintext
[T

Plaintext
[T

Plaintext
[TTTTTTITTIT
Initialization Vector (1V)

T
block cipher block cipher block cipher
Key — encryption Key —» encryption Key — encryption
[T [ARRNNERERENEE] LTI
Ciphertext Ciphertext Ciphertext
encryption
Ciphertext Ciphertext Ciphertext
[T [ARNNNERERENNN] T
block cipher block cipher block cipher
Key —> decryption ey — decryption ey — decryption
Initialization Vector (IV)
[T
[T [ERNNNERERNNAE] RERNNNNRERNNE
Plaintext Plaintext Plaintext
decryption

Hinh 8. Ché dé CBC trong md héa
va giai ma hoa AES

Chuan mi héa Base64: Sau khi mi hoa
biang thuit toan ma hoa AES, nhung két qua thu
dugc dudi dang cac hexcode. Pay la do trong
qua trinh ma hoa/giai ma, AES lam viéc vdi cac
dir liéu tho ¢ dang nhi phan, chir khong phai
cac chudi, vy nén thong tin niy s& kho doc va
thuong 1a kho truyén di qua Internet (d& mat
mat). Do d6 trude khi truyén di, ta ma hoa toan
bo dit liéu thd nay vé dang Base64. N6 1a mot
chuong trinh ma hoa chudi ky tu bang cach
thay thé cac ky tu trong bang ma ASCII 8 bits
thong dung thanh bang ma 6 bit.

Chuén Base64 1a mot tap hop gdm cac ky
tu (theo dung tht tu): tir A dén Z, tir a dén z, tir
0 dén 9, ddu +, dau /. Tong cong 1a 64 ky tu
biéu dién 64 gia tri tir 0 dén 63. Nhu vay, ky tu
tir A dén Z biéu dién cho cac gia tri tir 0 dén 25,
tir a dén z biéu dién cho gia tri tur 26 dén 51, tur
0 dén 9 biéu dién cho gia trj tir 52 dén 61, dau +
biéu dién cho gia tri 62, ddu / biéu dién cho gia
tri 63. Mot ky tu biéu dién theo ma ASCII s&
dung 8 bits. Mot ky tu theo Base64 s¢ dung 6
bits. Nhu vay, mot file & dang Base 64 s€ co

kich thu6c 16n hon khi & dang ASCII (cu thé s&
lo6n gap 4/3). Bé chuyén doi file sang dang
Base64, ta thuc hién theo trinh tu sau:

1: Doc ndi dung file duoi dang bit;

2: Tach moi 6 bit thanh m6t nhdm dé xur 1y;

3: Tra bang ma Base 64, moi nhom 6 bits s¢€
c6 gia tri tuong rng voi mot ky tu;

4: Ghi ra cac ky tu do.

2. Luu do thudt toan ma hoa

G di 5

chudi

[l

‘Bui
| P

Nhan dugc di

Thue hién do dac liu

M3 hda dir liéu Giai m3

Bualén
server

Truyén di
lidu

I | .\ .M

==
|
@

Hinh 9. Luu d6 thuét toan phia bén truyén
(bén trai) va phia bén nhan (bén phai)
e M3 hoa bén truyén dir liéu do dac
Trong qua trinh ma hoa, chung ta st dung
khoa: Key = {0x15, 0x2B, 0x7E, 0x16, 0x28,
0xAE, 0xD2, 0xA6, 0xAB, 0xF7, 0x15, 0x88,
0x09, 0xCF, 0x4F, 0x3C, 0x15, 0x2B, 0x7E,
0x16, 0x28, 0xAE, 0xD2, 0xA6, 0xAB, 0xF7,
0x15, 0x88, 0x09, 0xCF, 0x4F, 0x3C}; va st
dung vector khdi tao: Dec iv = {0, 0, 0x15, 0,
0,0, 0x3B, 0,0, 0,0, 0,0,0,0,0}.
o Giai mz:1 hoa bén nhan dir liéu do dac
Gui chuoi di dia chi ngan cua tung
module Zigbee. Chéng han, trong hé théng sur
dung 3 module zigbee c6 dia chi cua
Coordinator 1la 0x0000; dia chi cua cac
Router 1 la 0x4047, Router 2 la 0x4325.
Trong qua trinh giai ma, vi AES Ia k¥ thuat
mi3 hoa khéa dbi xtng nén ciing sir dung khoa
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Key = {0x15, 0x2B, O0x7E, 0x16, 0x28,
0xAE, 0xD2, 0xA6, 0xAB, 0xF7, 0x15, 0x88,
0x09, 0xCF, 0x4F, 0x3C, 0x15, 0x2B, 0x7E,
0x16, 0x28, 0xAE, 0xD2, 0xA6, 0xAB, 0xF7,
0x15, 0x88, 0x09, 0xCF, 0x4F, 0x3C}; va st
dung vector khoi tao: Dec iv = {0, 0, Ox15,
0, 0,0, 0x3B, 0,0,0,0,0,0,0,0,0}.

III. KET QUA VA LUAN BAN

Trong phan nay ching t6i s& trinh bay vé
mot sO két qua da dat dugc trong cac mau do
luong khac nhau ctia méi truong nudc thai
cong nghi€p va nudc sinh hoat (véi muc dich so
sanh) (Hinh 11).
A. Ma héa dir lieu

Hinh 10 dudi day la két qua do dac va thyc
hién ma hoéa dir li€u vé do duc.

cleartext: 48 duc=3.9
Ciphertext: GvaPiuFSWIaKzmyIwVBlHI9Erl3c6Y/JHep2lTHepgw=
cleartext: d& duc=3.9
Ciphertext: GvaPiuFSWIaKzmyTwVB1HI9Erl3o6Y/JHep2l THepaw=
cleartext: d& duc=3.9
Ciphertext: GvaPiuFSWIaKzmyT+vVB1H99Erl3o6Y/JHep2l 7Hepgw=
cleartext: d& duc=3.9
Ciphertext: GvaPiuFSWIaKzmyTwVB1HI9Erl3o6eY/JHep2l 7Hepaw=
cleartext: 48 duc=3.9
Ciphertext: GvaPiuFSWIaKzmyT+wVB1HI99Erl3oeY/JHep2lT7Hepaw=
cleartext: di duc=3.9
Ciphertext: GvaPiuFSWIaKzmyTwVB1HI9Erl3ofY/JHepZl 7Hepgw=
cleartext: 48 duc=3.9
Ciphertext: GvaPiuFSWIaKzmyTwVB1HI9Erl3o6eY/JHep2l 7Hepaw=

Hinh 10. Két qua ma hoa dir li¢u do do duc
bang mo dun ZigBee

B. Gidm sdt thong sé méi truong nuée

Céac truong hop do dac trong diéu kién
thuc t¢ Nhiét do ciia nuéc va Bién do dao
dong nhiét trong ngay 2/6/2019. Thong tin chi
tiét s& dwa ra két qua truy van di liéu, v& biéu
d6 dir liéu theo khu vuc — Thoi gian va gia tri

Két qua so sanh do duc cua cac mau nudc
sinh hoat va nudc thai. Dit li¢u biéu thi trén
Hinh 13 va 14 1a gia tri analog ctia cam bién.
Trén Hinh 13, duong mau d6 biéu thi nudc &
kénh rach, duong mau xanh biéu thi nudc sinh
hoat. Do dyc thay dbi khi nhiét do thay doi
hodc xay ra hién tugong léng dong. Khi dién ap
cang nho twong duong véi d6 duc cang 16n. Két
qua trén Hinh 14 so sanh d¢ pH cua nudc sinh
hoat va nudc thai cong nghiép 1a nhitng dir li¢u
c6 gia tri analog do ludng tir cam bién. Puong
mau d6 biéu thi nude sinh hoat, dudong mau
xanh biéu thi cho nugc thai sinh hoat.

Nhiét d§ trong ngay
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Hinh 12. Nhiét d6 do trong ngay (trén) va bién do
dao dong nhiét trong ngay 2/6/2019 (dudi
¥ \ |

/

(a) Po d6 duc (b) Bo dod duc (c)PoPHmau (d)PoPHmau (e) Po nhiét do
mau nude mau nude thai nudc sinh nudc thai mau nudc
sinh hoat hoat

Hinh 11. Cac mau do d6 duc, d6 pH va nhiét d6 cua nude sinh hoat va nuédc thai cong nghiép
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Nghién curu Khoa hoc va Cong nghé trong linh virc An toan thong tin
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Hinh 13. So sanh d¢ duc ctia nudc sinh hoat va nude thai cong nghiép
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Hinh 14. So sanh d¢ pH cua nudc sinh hoat va nudc thai cong nghiép

IV.KET LUAN

Bai bao nghién ctru ap dung thuat toan ma
hoa thong tin AES trong bao mat mang IoT két
ndi ZigBee, ing dung trong do ludong théng sb
modi truong nudc thai cong nghi¢p. Mot hé
thong mau hoan thién c6 kha ning do dac, mi
hoa, truyén dan 3 thong s6 méi truong nudce tir
thiét bi dau cudi vé trung tam dir liéu [oT, xu ly
va hién thi dir liéu do duoc, hd tro cong tac
quan ly va giam sat.

LOI CAM ON
Nghién ctru nay dugc tai trg boi B Khoa
hoc va Coéng nghé, thudc chuong trinh
KCO01/16-20. Ma nhiém vu: KC.01.17/16-20.
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